BGP Enabl ed Services P. Nar asi mhapr asad

I nternet-Draft M Runul y
I ntended status: Standards Track A. Shashi dhar
Expires: 5 Decenber 2026 Arista Networks

3 June 2026

EVPN VLAN Tag Ext ended Comunity
dr aft - pavann- bess-evpn-vl an-t ag- 00

Abst ract

Et hernet Virtual Private Network (EVPN), as defined in RFC 7432,
provides a control plane for distributing MAC and | P address bindi ngs
using BGP MAC/ I P Advertisement routes. |In several deploynent
scenarios, policy decisions depend not only on MAC/I P bindi ngs but

al so on VLAN encapsul ation information, particularly in environnents
using - | EEE 802.1Q VLAN taggi ng and | EEE 802. 1ad provi der bridgi ng

(QnQ.

However, RFC 7432 does not define a nechanismto propagate VLAN

i nformati on associated with MAC/I P bindings. This docunent defines a
new EVPN Extended Conmunity that carries VLAN identifiers to enable
consi stent policy enforcenent across EVPN Provi der Edge devi ces.

Thi s docunent does not nodify EVPN route selection or forwarding
behavi or defined in RFC 7432.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 Decenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction
2. Term nol ogy . .
2.1. Requirements Language .
2.2. Terms and Abbreviations .
3. The EVPN VLAN-Tag Extended Commmty . .
3.1. Use of the EVPN VLAN Tag Extended Corrrrunlty .
3.1.1. Transm ssion of the EVPN VLAN Tag Extended
Comunity . . .
3.1.2. Reception of the EVPN VLAN Tag Ext ended Cormunlty .
4. |1 ANA Considerations .
5. Security Considerations .
6. References .
6.1. Normative Ref erences
Aut hors’ Addresses

GWWwwN

~NOoO oo OO O

1. I nt roduction

[ RFC7432] defines MAC/I P Advertisenent Route, which can optionally
carry I Pv4 or | Pv6 addresses associated with a MAC address. The MPLS
Label 1 field is encoded as 3 octets, where the high-order 20 bits
contain the | abel value. The MPLS Label 1 nust be downstream
assigned, and it is associated with the MAC address bei ng adverti sed
by the advertising PE. The advertising PE uses this |abel for

appl ying policies on the received route and perforns forwardi ng based
on the destination MAC address toward the CE

In case any routing policies need to be made on an additional | abel
such as a VLAN identifier, then the informati on conveyed in the EVPN
MAC/ | P Advertisenent Route may not be enough for the renpte PE to
apply the right policies and eventually nake the correct forwarding
deci sion towards the CE

A new Extended Community that is advertised along with an EVPN MAC/ | P
Advertisenment Route and carries information relevant to the VLAN
identifiers so that an EVPN PE can apply the right policies based on
this information is defined in this docunent.

Nar asi mhaprasad, et al. Expires 5 Decenber 2026 [ Page 2]



I nternet-Draft EVPN VLAN Tag Ext ended Comunity June 2026

2. Term nol ogy
2.1. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

2.2. Terms and Abbreviations

EVPN
Et hernet Virtual Private Network. A BGP-based protocol for
bui l ding VPNs and network overlays. Defined in [RFCr432] for use
with MPLS encapsul ation, and extended in [RFC8365] for use with
al ternative encapsul ations, including VXLAN

PE
Provi der Edge device

VLAN
Virtual LAN. A single bridging domain |local to a device.

CE
Cust omer Edge device

BD
Br oadcast Donmi n

ARP
Addr ess Resol uti on Protocol

ND
Nei ghbor Di scovery protocol, specified in [ RFC4861]

3. The EVPN VLAN-Tag Extended Conmunity
Thi s docunent defines a transitive EVPN Extended Conmunity (Type
field value of 0x06) with a Sub-Type of TBD, as allocated by | ANA

It is advertised along with EVPN MAC/ I P Adverti senent routes that
carry an | Pv4 or |Pv6 address.
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The Flags field is a conposite value of Stacked VLAN Type and VLAN
count. Stacked VLAN Type can be one of the follow ng val ues:

0x01 - Host was learnt via Single-tagged | EEE 802. 1Q franes.
followi ng represents a Single-tagged 802.1Q packet format

The

e T S T O i i S R T i e i S
| Dest MAC | SrcMAC | 802.1Q | EtherType | Payload | CRC FCS |

| TPI D=0x8100 |
T T S S S S i i S s S S e i S S

0x02 - Host was learnt via | EEE 802.1Q doubl e-tagged franes.
followi ng represents a 802. 1Q doubl e-t agged packet format

The

T T S S S A S TR S S S S S SIS SIS S S

| Dest MAC |

SrcMAC |

802. 1Q

TPI D=0x8100

802. 1Q
TPl D=0x8100

Et her Type |

Payl oad |

CRC/ FCS|
I

i T S S S S S T 2 S S e ik T i

0x03 - Host was learnt via | EEE 802.1ad franes. The follow ng
represents a | EEE 802. 1ad doubl e-t agged packet format

B S R S S S i S S S S i o ST SR S S S S S S R S S N N A S S S S
| Dest MAC | SrcMAC | 802. 1Q | 802.1Q | EtherType | Payload | CRC FCS|

| TPI D=0x88A8 TPI D=0x8100 |
S T I S i S S T S T T T S

VLAN Count indicates the nunber of VLAN IDs present
community The valid range of this field nust be 1-3. Al other

val ues are invalid. The receiver PE MIST treat an invalid value as
an invalid Extended Conmunity and MJUST ignore it.

in the extended
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VLANI D1, VLANI D2, VLANI D3 nust be in the range of 1 through 4094.
Any ot her value MUST be considered as invalid.

Reserved field MJUST be set to zero on transm ssion and MJST be
i gnored on receipt.

If nmore than one instance of this Extended Comrunity is present in
the EVPN MAC/ I P route Advertisenent, then the first EVPN VLAN

Ext ended community is considered and the rest of the EVPN VLAN

Ext ended conmmunities MJST be ignored.

3.1. Use of the EVPN VLAN Tag Extended Comunity

This section describes the rel evant procedures when adverti sing and
processing the EVPN VLAN Tag Extended Community. In this section,
the term"PE" refers to a PE that supports the procedures defined in
t hi s docunent.

3.1.1. Transmission of the EVPN VLAN Tag Ext ended Comunity

A PE MAY | earn | P-to- MAC bi ndi ngs through nechani sns ot her than EVPN
i ncl udi ng:

* Static configuration via the managenent plane
* ARP or Nei ghbor Discovery (ND) |earning (including proxy ARP/ND)

* Snoopi ng of ARP or Nei ghbor Advertisenent (NA) nessages received
froma CE

When advertising the EVPN VLAN Tag conmunity using EVPN MAC/ I P
Advertisenment routes:

* |f the binding is learned froma single-tagged | EEE 802. 1Q franes,
the PE MAY include the EVPN VLAN Tag Extended Conmunity with
St acked VLANs = 0x01

* |f the binding is | earned from doubl e-tagged | EEE 802. 1Q franes,
the PE MAY include the EVPN VLAN Tag Extended Conmunity with:
St acked VLANs = 0x02.

* |If the binding is |learned from|EEE 802. 1ad franes, the PE MAY
i nclude the EVPN VLAN Tag Extended Community with: Stacked VLANs =
0x03.

* Based on the nunber of VLAN IDs that are present as part of the

VLANIDs field, the count field is set appropriately whose val ue
wi Il have a range of 1-3.
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3.

6.

6.

* The Reserved bits of the VLANIDs are always set to O.

Thi s Extended Comunity does not nodify procedures defined in RFC
7432, including the use of the MAC Mbility Extended Conmunity.

1.2. Reception of the EVPN VLAN Tag Extended Community

Upon receiving an EVPN MAC/ | P Adverti senent route, a PE MJST process
the EVPN VLAN Tag Extended Community as foll ows:

* A route MIUST NOT have nore than one such Extended Comunity. |f
mul tiple instances are received then the first community is
processed and all other instances MJST be ignored.

* Based on the VLAN Count received, VLANIDs starting from VLANI D1
are appropriately read.

| ANA Consi der ati ons

A new transitive extended comunity Type of Ox06 and Sub- Type of TBD
for EVPN VLAN Tag Extended Community needs to be all ocated by | ANA.

Security Considerations

Thi s docunent relies on the EVPN control plane defined in [ RFC9742].
Therefore, all security considerations described therein apply.

An attacker MAY exploit ARP or ND nechanisns to create excessive
state in PEs within the sanme Broadcast Donmmin, potentially leading to
resource exhaustion. Inplenentations SHOULD consider nitigation

t echni ques, including:

* Limting the nunmber of proxy ARP/ND entries per BD or per
interface.

* NMbonitoring and rate-liniting the creation of dynamic entries.

Thi s docunent does not introduce new security considerations beyond
those already present in EVPN
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