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Abst ract

Techni ques that inprove user privacy by hiding original client IP
addresses, such as VPNs and proxies, have faced challenges with
server that rely on | P addresses to determ ne client |ocation.

Mai nt ai ni ng a geographically rel evant user experience requires |arge
pool s of |P addresses, which can be costly. Additionally, users
often receive inaccurate geol ocation results because servers rely on
geo-1 P feeds that can be outdated. To address these chall enges, we
can allow HTTP clients to actively send their network geol ocation to
an HTTP server via an HITP header field. This approach will not only
enhance geol ocation accuracy and reduce | P costs, but it also gives
clients nore transparency regarding their perceived geol ocation

This is also particularly useful in the case of HITP internediaries
that hide client I P addresses, such as Oblivious HITTP (COHTTP) rel ays.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://tfpauly.github.io/privacy-proxy/#go.draft-paul y-htt pbis-
geoip-hint.htm. Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-paul y-httpbis-geoip-hint/.
Di scussion of this docunent takes place on the HITPBI S Wrki ng G oup
mailing list (mailto:ietf-http-wy@3.o0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/.

Source for this draft and an issue tracker can be found at
https://github. com tfpaul y/privacy-proxy.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1.

I nt roducti on

Thi s docunent defines an HITP header field that can be used to send a
geol ocation entry based on the client’s determ ned | ocation. This

| ocation can be used to influence server behavior, such as by causing
the server to return responses relevant to the client’'s | ocation

The format of the geolocation hint is the same as that defined for IP
geol ocation feeds in [GEOFEED]. It only allows for coarse-I|eve

| ocati on specification.

Thi s header ains to provide rough geol ocation hints to servers based
on the client’ s network location, shifting geolocation froma passive
| P-based approach to an active client-controlled one. This not only
allows the client to influence how their location is interpreted, but
it also reduces the need for extensive |IP address pools when clients
mask their | P addresses through VPNs or proxies. Typically, VPN or
proxy providers need to nmanage egress | Ps for each region to maintain
accurate geolocation. Wth a client-provided |ocation hint, the hint

can mnininze the nunber of | P addresses needed while still supporting
| ocati on-specific content such as weather, |ocal news, and search
results. In addition, the hint reduces nobst servers’ reliance on

geo-1P feeds that often conme with linmtations such as outdated |P-to-
| ocati on mappi ngs and ongoi ng nmai nt enance costs.

Due to the inherent privacy risks in sharing | ocation data, this
mechani smis not designed for general - purpose use, and is instead
defined for specific scenarios where the client’s IP address is

hi dden from an HTTP server and the sharing of coarse information is
deened appropriate. As an exanple, OHTTP relays [OHTTP] are desi gnhed
to hide the client’s I P address from OHTTP gat eways and targets, but
they may wi sh to reveal some level of coarse information about the
client’s location to the gateway and target. For exanple, there are
cases where regulation requires the target to know which country the
client appears to be in. This can be acconplished today by using a
different | P address on the HTTP connection fromrelay to gateway,
and encoding the location in a geolocation feed. Alternative, this
docunent describes a way to encode the coarse location in the HITP
request headers instead.

The geol ocation of the client is deternmned via a geo-|P database
| ookup of the client’s |IP address.
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1.1. Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. | P Geo Header

The "Sec-CH I P-Geo" is an Item Structured Field [ STRUCTURED- FI ELDS] .
The field's value is a String. The string uses the format defined in
Section 2.1.1 of [GEOFEED], with the I P Prefix element renoved.

Thus, this contains a comma-separated |ist of Al pha2code, Region, and
City. The value SHOULD NOT contain a Postal Code.

For exanple, the header for an entry "192.0.2.5, US, US- AL, Al abaster"”
woul d be:

Sec-CH | P-Geo = "US, US- AL, Al abaster"

G ven that the Sec-CHIP-Geo is a high-entropy client hint (i.e., a
client hint that is not in the lowentropy hint table), the server
needs to explicitly opt-in in order to receive the Geo dient Hnt as
defined in [RFC8942]. It will not be sent by default and the server
MAY i ndi cate support for this hint via the Accept-CH header in the
initial response:

Accept-CH Sec-CH | P-Geo

Servers SHOULD indicate for any cacheable content if the geo hints
wi Il influence the cached content, using the 'Vary' header. This
will indicate that the server may have used this header as a
determ ning factor when choosing a response:

Vary: Sec-CH- | P-Geo
3. dient Behavior

The client MJST determ ne geol ocation using a cooperating server that
| ooks up the client’s IP address in a geo-1P database. The client
MUST NOT use GPS. The client hint value MJUST NOT be nore precise or
detail ed than what can be inferred fromthe user’ s |IP address. Wen
the client is routing traffic through a proxy or a VPN, the IP
address used to generate this geolocation hint MJST be an address
that is presented upstream beyond the proxy or VPN (in other words,
the "egress | P address"). The proxy or VPN s selection of this
egress | P address MAY have been based on the client’s original un-
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proxied | P address, but any hints that the client presents to servers
beyond a proxy or VPN MUST NOT reveal nore geol ocation information
that woul d be possible to determ ne from | ooking up information about
the egress I P address itself.

The client MAY include the client hint header in requests to the
server after the server has explicitly opted in to receiving the
hint, or if the client knows of specific server configurations, such
as proxy settings, that support including the hint.

4. Server Behavi or

Upon receiving a Geolocation Cient Hnt, a server can use the
information to influence its behavior in various ways, such as
determ ning the content of HITTP responses.

Servers can choose to use the hint value in one of several ways,
i ncl udi ng:

* Using the client hint information instead of consulting |P-based
geol ocation feeds.

* Recognizing a nismatch between the client hint information and the
server’s current result fromits |IP-based geol ocation feed as a
reason to schedule an automatic refresh of its geol ocation feed
information. This can help ensure that changes to feeds are
adopted quickly, inmproving results for clients that don't send the
client hint.

* Serving content that corresponds to the client’ s indicated
| ocation, including delivering region-specific news, weather
forecasts, and rel evant advertisenents.

The server MJUST be able to handl e situations where geol ocation is not
provided in a request. Since not all web clients will send a

Geol ocation Cient Hint, the server MAY defer to alternative nethods
such as | P-based geol ocation feeds to provide said val ue.

5. Security Considerations

Servers MJST NOT use Geolocation Client Hints for security or access-
control decisions, as the value is provided by the client without
addi tional authentication or verification. Servers that offer
services restricted to clients in a specific country or

adm nistrative region mght already rely on geol P databases to
determne the client’s location for access control purposes.

However, the Geolocation Client H nt can be used to custom ze
responses based on where the client claims to be within that
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8.

8.

1.

1.

restricted region.
Privacy Consi derations

Any val ue provided in this hint MUST NOT be nore specific than the

i nformati on that could be obtained fromthe client’s | P address and a
wel | -mai ntained map of IP ranges to locations. |In particular, when a
privacy technol ogy such as a VPN is in use, the value MJST NOT revea

i nformati on about the user’s location that woul d otherwi se be hi dden

To prevent disclosing private information, this value cannot be based
on ot her sources of geol ocation data, such as GPS or physica

| atitude and | ongitude coordinates. Providing overly precise

| ocation information could expose sensitive user information

especi ally when conbined with other identifiable signals.

Furthernore, when a client designates a | ocation different fromthat
derived fromtheir | P address, the conbination of designated |ocation
and | P can create a unique identifier, increasing the risk of cross-
site tracking.

The hint MJUST NOT be sent by default or in an always-on manner. It
should only be included in response to explicit server requests
(e.g., via the Accept-CH header) and in contexts where sharing

| ocation data serves a clear purpose, such as for |ocation-based
services

I ANA Consi derati ons
HTTP Headers
Thi s docunent registers the "Sec-CH | P-CGeo" header in the "Permanent

Message Header Field Nanes" registry
<https://wwv. i ana. or g/ assi gnnent s/ message- header s>

i S oo o Fom e +
| Header Field Nane | Protocol | Status | Ref erence

Fom e S S oo +
| Sec-CH I P-Ceo | http | exp | This docunent
T TS Fomm oo T +
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