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Abst ract

Thi s docunent describes the history of how cryptographi c conponents
have been documented and referenced in the | ETF, such as in RFCs,
Internet Drafts, and exernal sources. It also gives guidance for how
such specification should happen in the future.

%% (To be renpved before publication as an RFC) This docunment is

bei ng devel oped in SAAG There is a git repo for the docunent at
https://github. com paul ehof f man/ dr af t - paul wh- cr ypt o- conponent s
(https://github. conl paul ehof f man/ dr af t - paul wh- cr ypt o- conmponents). %%

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

The |1 ETF has many di verse ways to document and reference

crypt ographi ¢ conponents that are used in protocols. These practices
have changed over tine, based on the |IETF community, the |IETF

| eadershi p, and the types of components needed by protocols.

The purpose of this docunment is to increase consistency and
transparency in how the | ETF handl es cryptographic conponents. It
provides input to | ETF working groups that are defining new

crypt ographi ¢ conponents or updating the way they specify

crypt ographi ¢ conponents, such as in | ANA registries. This docunent
does not define any new policies, but instead describes the many
practices that have been used, particularly the practices that are
consi dered best current practices today.

In this docunment, itens such as cryptographic algorithnms, base
primtives, functions, nethods, and constructions are all |unped
under the term "cryptographi c conmponents”. Doing so avoids the
conflicting definitions of what differentiates, for exanple, a nethod
froma construction.
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2.

2.

1.

2.

Thi s docunent is informative, and thus does not prohibit exceptions
fromthe current practices. Gven the wide variety of historica
practices, the difficulty of differentiating what is a base primtive
and what is a cryptographic conponent, and the variety of needs in

| ETF wor ki ng groups, the guidance in this docunent gives |eeway for
future specifications.

Ref erenci ng Crypt ography in RFCs

RFCs that define secure protocols need to reference cryptographic
conponents, or those RFCs define the conponents thenselves. It is
uncommon for | ETF protocols to define cryptographic conponents;
i nstead, those conponents are defined el sewhere and referenced in the
pr ot ocol RFC.
There are many sources for cryptographic references for RFCs.
External References for Specifying Cryptography

There are many sources of references for cryptography other than
RFCs. Such sources incl ude:

* National standards devel opment organi zations (SDGCs) such as the
U S. National Institute of Standards and Technol ogy (N ST) and
the German Federal O fice for Information Security (BSI)

* International SDOs such as the International Standards
Organi zation (1SO and the International Tel ecomruni cati ons Union

(ITY
* Academ ¢ papers and articles
* Internet Drafts not meant to proceed to RFC status
* Wb sites of individual cryptographers
RFCs for Specifying Cryptography

In order to be published as an RFC, an Internet Draft nust be
sponsored by one of the follow ng:

* An | ETF working group (and then the working group’s Area Director)
* A research group in the Internet Research Task Force (IRTF)
* An Area Director who is individually sponsoring the draft

* The | ndependent Subm ssions Editor (I SE)
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* The Internet Architecture Board

RFCs descri bing cryptographi c components have been published by the
first four of those. Note, however, that Area Directors may not be
willing to individually sponsor drafts for cryptographi c conponents
because ot her venues for RFC publication can garner better reviews,
and because RFCs are often not required for specifying cryptographic
components (see Section 2.1). Docunents from working groups and
those sponsored by Area Directors nust get |ETF consensus (as
determ ned by the ESG before publication as RFCs; see [ RFC8789].

Many RFCs are specifications of cryptographic conponents, sone are
specific use cases of cryptography where additional operationa
constraints apply, and still others sinply list cryptographic
identifiers such as O Ds or | ANA registration val ues

An | ETF protocol that uses cryptographi c conponents does not need to
refer to RFCs for those conmponents; it can refer to externa
references as described in Section 2.1. \Wenever possible,

crypt ographi ¢ conponents related to a specific protocol should be
specified separately fromthe protocol itself. This allows better
revi ew of the cryptography by cryptographers, and better review of
the protocol by protocol experts.

3. Using ldentifiers for Cryptography in Protocols

| ETF wor ki ng groups often produce RFCs that create registries for

crypt ographi ¢ conponents. | RTF research groups, particularly the

Crypto Forum Research Group (CFRG, also produce RFCs that create

registries for cryptographi c conponents. Cryptographi c conponents
that originate in the | RTF can appear in | ETF protocols.

Al though a proliferation of cryptographic conponents is a barrier to
interoperability, the | ETF encourages experinenting with new

crypt ographi ¢ conponents. Identifiers used in | ETF protocols are
meant to be easy to obtain, as the | ETF encourages experinmentation
and operational testing. These identifiers are often called "code
poi nts" when they are listed in | ANA registries, but mght also be
object identifiers (ODs). ODs are covered in Section 3.5.

I ANA registries are described in depth in [RFC8126]. The foll ow ng
sections cover aspects of using | ANA registries for cryptographic
protocol s; nost of these aspects are the sane for non-cryptographic
protocol s as well.
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3.1. Per-Registry Requirenments for Addi ng Code Points

In the past, sone working groups allowed only a narrow ability to add
crypt ographi ¢ conponent code points to | ANA registries for their
protocols, by requiring an RFC. Recently, the rules for many

regi stries have been updated to nmake it easier to get code points.
Registry rules with |ooser requirenment may reduce the |ikelihood that
vendors will just take unallocated codepoints (also known as
"squatting"”) because they can create a stable docunent for their

uses; this also leads to nore well-docunented experinmentation. Wile
the specific registration conditions for "Expert Review' and
"Specification Required" are a matter for the W5 to specify when
creating or updating a registry, overall |ETF policies do not require
that these specifications be RFCs; they should, however, be stable
ref erences.

Stabl e specifications are inportant references for devel opers who
rely on a registry with code points. Individual web sites are
probably the | east-used references for cryptographi c conmponents for
good reasons: the URLs for them m ght change or di sappear, the
content of the web sites nmight change in ways that would affect the
conponents’ definition, and so on

Al't hough there is no | ETF-wi de consensus at the time of this witing
as to whether an Internet Drafts are appropriate for all registries
as stable references, they have been used in the past. Mst RFCs do
not define whether drafts are acceptable a stable reference, but sone
do give guidance to designated experts on this topic.

There are sone | ANA registries where the linited allocation space
does not allow for handi ng out many experimental code points, such as
those where the nunber of code points is limted to 256 or fewer.
Thi s necessitates a nore conservative approach to code point

al l ocation, and might instead force experinments to use private use
code points instead of having allocations for code points that m ght
only be used occasionally.

3. 2. Private-Use Code Points

Every I ANA registry for cryptographic conponents shoul d reserve sone
code points for "private use". These private-use code points can be
used by protocol inplenenters to indicate conponents that do not have
their own code points. Generally, the RFC describing the protoco
will define how the private-use code points can be used in practice.
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3.3. Vendor Space Code Points

Sone | ANA registries use an allocation schene that allows for
unlimted code points based on "vendor strings". This allows for
wi de experinentation in a "vendor space" that acts as a private-use
registration. Such registrations mght |later be converted to an

al | ocati on not based on vendor nanmes if the cryptographi c conponent
achi eves | ETF-wi de consensus.

3.4. Recommendations in | ANA Registries

%% This section needs major work. |t needs to incorporate different
nmodel s for reconmendations in registries, such the differences
between TLS and DNSSEC al gorithmregistries. It mght have
suggestions for nodels. %%

3.5. QADs

Sone | ETF cryptographi c protocols (notably Cvs, CwP, S/M ME, and
PKIX) use O Ds as code points instead of values in | ANA registries.
A few | ANA registries list ODs, but currently nost O Ds are only
listed in RFCs. QO Ds are a hierarchical nunbering system normally
stored in ASN. 1 DER or BER encodi ng, and di spl ayed as a series of
positive integers separated by period (".") characters.

In I ETF standards, many O Ds for cryptographic conponents normally
are based on a part of the ODtree that was established in the early
1990s. However, many O Ds cone fromother parts of the AODtree, and
no particular part of the ODtree is better or worse than any ot her
for unique identification of cryptographic conponents. |In fact,

i ndi vidual s who want to control part of the ODtree (called "private
enterprise nunbers”) can get their owm O D prefix directly fromI| ANA
as described in [RFC9371]. The ASN. 1 prefix for the | ANA PEN tree is
1.3.6.1.4.1.

There is no definitive central source for O D assignnments |ike the

| ANA registries. This nmeans that O Ds that are assigned in RFCs are
only visible to readers of those RFCs, which can cause authors of
Internet Drafts to accidentally assign O Ds that are already assigned
el sewhere.

Assigning O Ds for cryptographic conponents in RFCs does not have the
flexibility and semantic richness available in | ANA registries.
Because of this, O Ds are rarely used for cryptographic identifiers
in new protocols unless those new protocols are closely aligned with
protocol s that already use QO Ds.
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3.6. ldentifiers and Intellectual Property

Assi gni ng code points for proprietary cryptographi c conmponents or
crypt ographi ¢ conponents that have known intellectual property rights
(IPR) is acceptable as long as any | ETF protocol using those code
points also allow the protocol to be run wi thout using those
components. The I ETF policy on I PR can be found in [ RFC8179].

4, | ANA Consi der ations

Thi s docunent contains no actions for | ANA. However, it discusses
the use of IANA registries in many pl aces.

5. Security Considerations

Thi s docunent is about the use of cryptography in | ETF protocols, and
how that cryptography is referenced in those protocols.

Reusi ng cryptographi c conponents that have already been revi ewed and
approved in the ETF is usually better than creating new cryptography
that must be reviewed before it is used in protocols.
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