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Abstract

Thi s docunent describes the Qpen Mesh Protocol (OW), a proposed
open standard for device-native proximty nmesh networking spanni ng
mul tiple radio technol ogi es sinultaneously. Existing proximty

Wi rel ess mesh standards -- including W-Fi Aware (NAN), Bl uetooth
Mesh, and Thread -- each operate over a single radio technol ogy and
serve specific application domains. No existing open standard
provides a unified multi-radio nmesh routing protocol spanning BLE,
WFi Direct, and LoRa with per-device cryptographic identity

i ndependent of any central registry or carrier relationship. This
docunent describes the OW architecture, specific technical

i mpl ementations, and the gap in the current standards | andscape that
OW addresses. It is submtted as an Informational Internet-Draft
to establish a public prior art record and to invite conmunity

di scussi on on whet her a new worki ng group or individual subnission
track is appropriate for this work.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
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at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
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Aut hor’ s Addr ess

I nt roducti on

The I nternet connects every device to anywhere on Earth. Cellular
connects every device to everyone on Earth. Neither standard
provi des what this docunent addresses: a |ocal network |ayer that
connects devices to what is physically nearby -- w thout
infrastructure, w thout servers, w thout subscriptions -- and that
grows stronger as nore devices join it.

Wrel ess mesh networking has been studi ed since the early 1990s

[ RFC3561] [ RFC3626]. Miltiple routing protocols have been
standardi sed by the | ETF MANET worki ng group. |EEE 802.11s

[ 1 EEE80211s] defined a nesh standard for WFi that achi eved consuner
depl oynent through home nesh router systems. The Bluetooth SIG
publ i shed Bl uetooth Mesh in 2017 for |1oT applications. The Thread
Group published Thread in 2014 for snmart hone applications. W-Fi
Al liance published W-Fi Aware (NAN) in 2015 for proximty service
di scovery.

Despite this body of work, a specific gap remains unaddressed: no
open standard exists for a unified, general-purpose proximty mesh
net wor ki ng protocol that:

0 Operates sinultaneously across multiple radio technol ogi es (BLE
WFi Direct, LoRa, licensed shared spectrun

0 Provides per-device cryptographic identity w thout centra
registry, SIM or carrier relationship

0 Supports nulti-hop nesh routing (not nerely service discovery or
poi nt -t o- poi nt connecti on)

0 Targets always-on fixed infrastructure as primary relay nodes
with smartphones as clients

0 Serves general - purpose human comuni cation and proximty
applications rather than 10T sensor or smart home aut omati on
excl usivel y

Thi s docunent describes the Open Mesh Protocol (OW) -- a proposed
architecture to fill this gap -- and submits it as prior art and a
starting point for comunity discussion.

Pr obl em St at enent

Exi sting proximty networking standards have the follow ng
limtations relevant to this proposal

W-Fi Aware (NAN) [ WFAWARE]: Qperates over WFi only. Provides
servi ce discovery and point-to-point datapath establishnent. Does
not provide multi-hop nesh routing. Does not provide per-device
cryptographic identity. Does not operate over BLE, LoRa, or
Iicensed spectrum



Bl uet oot h Mesh [ BTMESH]: Operates over BLE only. Uses nanaged
flooding rather than reactive nmulti-hop routing. Uses shared

net wor k keys assigned by a central provisioner rather than per-
device asymmetric cryptographic identity. Designed for |0oT sensor
and smart hone automation applications.

Thread [ THREAD]: Operates over | EEE 802.15.4 only. Requires Thread-
specific chipsets. Designed for smart home |oT applications. Does
not operate over WFi Direct or BLE advertising in the standard
proxi mty networking context.

| EEE 802.11s [| EEE80211s]: Operates over WFi only. Defines nmesh
routing for WFi backhaul. Does not address BLE, LoRa, or nulti-
radi o operation.

MANET routing protocols [RFC3561] [ RFC3626]: Define routing

al gorithms that work correctly. Do not define a unified physica
| ayer strategy, cryptographic identity system or depl oynent
mechani sm for proximty networking specifically.

Reti cul um [ RETI CULUM : A cryptography-based networking stack using
publ i c- key- hash addressi ng, X25519 key exchange, Ed25519 signatures,
and HKDF key derivation over multiple radio types. The closest

exi sting open inplenentation to O s goals. OW' s specific
differences from Reticul umare described in Section 5

MeshCor e [ MESHCORE]: An open-source nulti-hop packet routing system
usi ng Ed25519 for node identity with node addresses derived from
public key hashes. Operates over LoRa with BLE bridging to

smart phones.

Prior Work and Rel ationship to Existing Standards

OWP buil ds on extensive prior work and does not claimnovelty in
the follow ng areas:

0 Reactive nmesh routing: AODV [ RFC3561], OLSR [ RFC3626],
BATMAN- adv [ BATMAN], | EEE 802.11s HWWP [ | EEE80211s]

o0 Cryptographic primtives: Ed25519 [ RFC8032], X25519 [RFC7748],
HKDF- SHA256 [ RFC5869], AES-256- GCM [ NI ST- GCM

0 Public-key-hash addressing: Reticulum [RETI CULUM, GNUnet,
Tor onion addresses

o0 Energy-aware nmesh routing: Jing and Lee (2004), CMMVBCR, EBLM
and the extensive battery-aware AODV literature

o Milti-radio nmesh routing: Draves, Padhye, Zill (Mbi Com 2004),
WCETT, | EEE 802.21

OW' s specific technical contributions -- described in Sections 5
through 9 -- are the specific conbination of these elenments applied
to aunified nulti-radio proximty nmesh protocol with a fixed-
infrastructure-first deploynment nodel and a CCO open standard
conmi t nent .

OWP Architecture Overview

OWP defines a proximty networking protocol where:

0 Any OW-capabl e device discovers, authenticates, and conmuni cates
with nearby devices without internet, servers, or subscriptions



0 Messages are routed across a self-assenbling nulti-hop nesh

o The mesh grows stronger as nore devices join -- each node added
i ncreases coverage, redundancy, and capacity

o Primary relay nodes are always-on fixed infrastructure (routers,
| oT gateways) rather than smartphones

0 Snartphones and nobil e devices are clients of the nesh
infrastructure, not relay nodes

o The protocol defines transport and identity only; applications
are built on top

The protocol operates in parallel with and as a conpl enent to
cellular and internet infrastructure. |t does not require either

to function, and provides capabilities neither can provide: |oca
networ k awareness at device resolution without server internediation

Cryptographic lIdentity System

Each OWP node generates an Ed25519 key pair [ RFC8032] at first
initialisation. The private key is a 32-byte random seed stored
in the device' s secure el ement or TEE where available. The public
key is the correspondi ng 32-byte conpressed Edwards curve point.

The Node ID is conputed as:
Node | D = SHA- 256( Ed25519 public_key)

produci ng a 32-byte (256-bit) stable identifier. This uses the
full (non-truncated) SHA-256 output, providing 256-bit collision
resistance. The Node IDis stable across all radio interfaces and
network topologies -- it identifies the device, not the radio or

| ocati on.

Rel ationship to Reticulum Reticulum[RETICULUM uses a 16-byte
truncat ed SHA-256 hash derived froma conbined 512-bit keyset
(256-bit X25519 + 256-bit Ed25519). OW uses a full 32-byte SHA-
256 hash derived fromonly the Ed25519 signing key. This separation
al | ows X25519 encryption keys to be rotated i ndependently of node
identity.

Sessi on key establishnment between two nodes A and B

1. Each node generates or retrieves its X25519 key pair

2. Nodes exchange X25519 public keys via the KEY_EXCHANGE nessage

3. Shared secret = X25519(A private, B public) = X25519(B private,
A public)

4. Session key = HKDF- SHA256(

| KM = shared_secret,
salt = enpty,
info = mn(Node_ID A Node_ IDB) || max(Node_I D A, Node_I D B)

)

The HKDF info field uses |exicographic ordering of Node IDs
(conparing byte sequences fromindex 0) to ensure both nodes
i ndependently derive the sane session key regardl ess of which
initiated the exchange.

Al'l payl oad encryption uses AES-256-GCM [N ST-GCM with:
0 96-bit random nonce per nessage

0 128-bit authentication tag

0 Session key as encryption key
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Mul ti-Radi o Transport Sel ection

OW nodes capable of nultiple radio interfaces apply the follow ng
transport selection policy, evaluated in order

1. If node battery < LOWBATTERY_THRESHOLD (default: 20%
Sel ect BLE regardl ess of payload size, to avoid WFi Direct
Group Omner negotiation overhead

2. Else if payload_size > LARGE_PAYLOAD THRESHOLD (default: 512
byt es):
Sel ect WFi Direct

3. Else if UMB rangi ng data avail abl e AND di stance < UWB_THRESHOLD
(default: 15 netres):

Sel ect UVB

4. Else if target node w thin BLE range:
Sel ect BLE

5. Else:
Sel ect LoRa

Fi xed i nfrastructure nodes (nmains-powered) skip rule 1 and
advertise their power status in the capability flags field of the
di scovery beacon (Section 7).

The radi o type also contributes a penalty to the routing nmetric
(Section 8), allowing the routing | ayer to prefer higher-throughput
pat hs when nmultiple routes are avail abl e.

Di scovery Beacon Structure
OWP nodes advertise their presence via BLE nmanufacturer-specific

advertising data (AD Type OxFF). The field structure within the
manuf act urer-specific data payload is:

Byt e(s) Field Descri ption
0-3 Node I D prefix First 4 bytes of SHA-256 Node ID
4 Capability fl ags Bit 0: O=battery, 1=mains power

Bit 1: WFi internet gateway

Bit 2: Cellular internet gateway
Bit 3: Voice profile supported
Bits 4-7: Reserved

5 Nei ghbour count Known mesh nei ghbours (0-255)

6 Battery state 0- 100 percent; OxFF = nmains power
7-8 Reserved Set to 0x00

9-28 Servi ce data Application-1layer advertisenent

Total: 29 bytes within manufacturer-specific AD structure.
This fits within the 31-byte BLE advertising PDU constraint
(2 bytes consurmed by AD |l ength and type fields).
Fi xed i nfrastructure nodes (nains-powered) set Capability flags
bit 0 to 1 and Battery state to OxFF
Routing Metric

OWP uses a reactive routing protocol based on AOCDV [ RFC3561]
principles, nodified for nulti-radi o and battery-aware operation

The Mesh-Metric for a path is the sum of per-hop costs:
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Hop- Cost = (W hop) +
((100 - link _quality percent) * Wlq) +
radi o_type penalty +
battery_penalty

VWher e:

o0 Whop = 10 (configurabl e)

o WIqg =1 (configurable)

o link quality percent: estimted packet delivery ratio (0-100)
o radio_type_penalty: BLE=0, WFi Direct=0, LoRa=20,

i censed spectrum=0

battery_penalty: added when relay node battery <

BATTERY_AVO D THRESHOLD (default: 30%, to discourage routing
through | ow battery nodes; suggested val ue: 50

o

Lower Mesh-Metric indicates a preferred path. Route Request (RREQ
messages accumul ate Mesh-Metric as they propagate. The destination
sel ects the lowest-netric path when sending the Route Reply (RREP).

Fi xed i nfrastructure nodes (mai ns-powered) contribute zero
battery penalty and are therefore preferred as relay nodes,
which aligns with the depl oynment architecture (Section 9).

Depl oynent Model

OW' s primary deployment target is always-on fixed infrastructure:
routers running QpenWt [OPENWRT] or equival ent open-source Linux
firmvare, commercial nesh WFi base stations, and al ways-on |oT
gat eway devi ces. These devi ces have:

Mai ns power -- no battery constraint

No operating system background process restrictions

No dependency on nobile platformvendor APlIs (i GS, Android)
Per manent radio availability

O O0OO0ooOo

Smar t phones and nobi |l e devi ces operate as OW clients, connecting
to nearby fixed nodes via BLE or WFi Direct. They benefit from
the mesh infrastructure without constituting its backbone.

This architecture resolves the failure nodes of prior smartphone-

first mesh attenpts:

0 10S background restrictions do not apply to fixed infrastructure

0 Battery drain under relay |oad does not occur at nmins-powered
nodes

o Critical nmass is achievable via firnware updates to existing
depl oyed hardware w t hout user action

The reference inplenentation target is an OpenWt package that
enabl es any OpenWt-conpatible router to function as an OW nesh
node.

Open Questions for Comunity Di scussion

This docunent is submtted to invite community input on the
foll owi ng open questi ons:

a) Is this problemstatenent within scope of an existing | ETF
wor ki ng group (MANET, ROLL, 6lo, DINRG or does it warrant a
new chartered working group?

b) Should OW's HKDF info field construction (I|exicographic Node |ID
ordering) be specified differently to align with existing | ETF
key derivation conventions?



11.

12.

13.

13.

c) What is the appropriate relationship between OW and Reti cul um
[ RETI CULUM, which addresses simlar goals with a different
addr essi ng nodel ?

d) Should the voice profile (Opus codec, carrier-free calling) be
defined in this docunment or in a separate profile docunment?

e) What confornmance test suite requirenents should be defined for
an OWP certification progranme?
Security Considerations
OWP uses per-device asynmetric cryptographic identity (EJd25519)
rather than shared network keys. This provides the follow ng

security properties:

0 Node inpersonation requires know edge of the private key, which
never |eaves the device

0 Session keys are epheneral -- conpromi se of one session does not
conprom se past or future sessions

0 No central authority holds keys -- there is no provisioner to
conprom se

0 No carrier or infrastructure provider holds identity -- there is
no SIMto clone or carrier to conpel

Known linmitations of OW v0.1 requiring further work:

0 RREQ floodi ng has no backoff nechanism-- dense depl oynents
require flood contro

0 Relay node signature verification requires a public key gossip
protocol not yet specified

o Milticast group key managenent is not yet defined
0 Cock synchronisation in isolated mesh (no internet) is not
yet specified
I ANA Consi derations
Thi s docurment has no | ANA actions at this tine.
A future revision will request assignnent of a BLE manufacturer-
specific AD type identifier for OW discovery beacons.
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