none C. Partridge

I nternet-Draft T. O Leary
I ntended status: Informational Col orado State University
Expires: 6 February 2026 5 August 2025

Desi gning an I nternedi ate Data For mat
draft-partridge-xdr-00

Abst r act

Internediate data formats (I DFs), also known as external data formats
or data-interchange formats, are used to exchange data between

net wor ked applications. Exanple formats are JavaScript Object

Notati on (JSON) and Abstract Syntax Notation One (ASN.1). |IDFs are
ubi qui tous i n networking.

Despite their inportance, there's remarkably little witten guidance
about how to actually design or architect an IDF. This gui dance gap
exists despite fifty years of experience designing and depl oyi ng

| DFs, going back to the days of ARPANET. As a result, even recently
devel oped | DFs have obvious flaws that could have been avoi ded.

The purpose of this nmenp is to provide basic basic gui dance about how
to design an IDF. This nmenmo is NOT the product of any |ETF or |RTF
wor ki ng gr oup.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 6 February 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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1. Term nol ogy

The terns "byte" and "octet" are use interchangeably in this docunent
to refer to 8-bit quantities

Big- and little-endian are used as defined in [IEN137].
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2

I nt roducti on

Internedi ate Data Formats (I DF) solve a critical problemin
networ ki ng, nanely how to transmt data units in a nutually
intelligible manner between two networked applications that may be on
different hardware platforns and have been inplenmented in different
programm ng | anguages. The first external data formats were

devel oped in the 1970s and they have been an integral part of data
net wor ki ng ever since. 1In the old OSI network stack, they were
considered the core of the presentation layer. In the nodern network
stack they are considered part of the application |ayer

Despite their inportance in the network stack, not nmuch has been
witten about how to design an IDF. Indeed, the nost recent paper
seens to be over 30 years old [PartridgeRose]. The notivation for
this neno is to provide updated, al beit unofficial, guidance. This
meno i s NOT the product of any |IETF or | RTF working group

To illustrate the role of |IDFs, consider the follow ng exanple.
Suppose you wi shed to exchange points on a map, aka objects
containing integers for the X and Y coordi nates, between two
applications over the Internet. The sending application is witten
in Python and resides on a big-endian conputer and the receiving
application is witten in C and resides on a little-endian conputer.
The Python application represents the X Y coordinates as a class that
i ncorporates two named integer attributes, "X' and "Y', of arbitrary
size (Python integers can be arbitrarily large). The receiving
conput er probably represents the point as a C structure of two 32-bit
integers (inlittle-endian format). Naively, if the Python
appl i cation sought to send an instance of its class, it would
presumably send two key:value pairs representing attributes X and Y,
where the integers were in big-endian format. The receiving
application, witten in C, would likely expect data in its native
format (so 8 bytes of binary data representing two integers in
little-endian forn) and view the Python output as inscrutable data.

| DFs sol ve this problem by having the sending application convert the
data (in this case the X, Y coordinates) into a standard
representation that is transmtted over the network. The network
representation is then transnitted over the network to the receiving
application, which converts fromthe network representation to the
receiving application’s |local representation

Conceptually this is all the typical programrer needs to know about
I DFs. When sending, put local data into an I DF format before sending
and when receiving, extract fromthe IDF format into the | ocal form
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3.

.1

But for protocol designers and nore specifically, designers who need
to create a custom | DF, a nunber of challenging issues reside under
this conceptual sinplicity. Indeed, one of the motivations for this
meno is that one of the authors found hinself reviewing nmultiple
docunents where the authors had concl uded they needed a custom | DF
and then denmonstrated they did not understand how to desi gn one.

The remai nder of this neno is devoted to wal ki ng through the issues
in designing an | DF and concludes with guidance to the |DF designer

Brief | DF Exanpl es

Bef ore di scussing the various issues, it is useful to sketch key
features of some w dely used IDFs. The purpose dual is (1) to give
the reader a sense of the different styles of |IDFs; and (2) describe
the IDFs in enough detail that they can be used as exanples; while
deferring actual issues to later in this neno.

XDR

The eXternal Data Representation (XDR) was devel oped by Sun

M crosystens in the 1980s to support applications, such as the
Network File System which were built on a renpte procedure call AP
[ RFC1014] [ RFC1832] [ RFC4506] [ RFC1094] [ RFC3530] [ RFC7530] .

Heavily influenced by the earlier Courier [Courier] internediate
format, XDR is a binary IDF, the data is sent over the network in a
binary (non-text) format. XDR supports a range of data types

i ncludi ng application-defined structures. Novel application data
types are sent as opaque binary bl obs.

XDR s phil osophy (reasonable for renote procedure call) was that the
recei ving application knows what data types it should receive.
Accordingly, XDR typically sends only the binary representation of
the data, with a length field, when required (e.g. for strings), and
wi t hout any typing infornation.

2. ASN. 1

Abstract Syntax Notation One (ASN. 1) was devel oped by a team working
on OSI emmil standards. Unlike XDR, they had to assune the receiving
emai | application could receive previously unknown data types (e.qg.
in attachnments from new applications) and had to be able to at |east
parse, and perhaps display, the new data types. (Sinilar design
needs |l ed OSI and Internet network managenent protocols to adopt

ASN. 1). ASN.1 al so placed a prenm um on keeping the encodi ngs smal |,
out of concerns that a |large encoding woul d harmtransm ssion tines
(this was a tinme when enmnil was often sent over 4Kbps |inks) and
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af fect email storage (again, a tinme when disks were snmall, with
capacities neasured i n megabytes) [ASNL-design][ASNL-std].

ASN.1 is a binary IDF in which all information is sent as <type,

| ength, value> triples. There are globally-defined type val ues and
appl i cation-defined type values. Triples may be nested (e.g. for
data structures), so the value field may itself contain triples

Type, length, and val ue are each encoded to use the m ni num nunber of
byt es.

3.3. JSON

JavaScript Object Notation (JSON) was devel oped to support
communi cati on with web-browsers. It is a text-based protocol that
subsets the JavaScript |anguage [ RFC4627] [ RFC8259]

JSON supports a snall set of data types along with two structured
types: objects of key:value pairs, and lists. Novel application
types typically get mapped to objects.

JSON transmits no explicit type or length information. Both are
inplicit in the text representation. So, for instance, "IETF" is a
string of length 4.

JSON was designed to transmit finite objects and did not contenpl ate
sendi ng streans of objects (i.e. a TCP socket on which objects are
sent as needed), with the result that there are nultiple JSON
stream ng standards [ RFC7464].

3.4. protobufs

Protocol Buffers (protobufs) were devel oped by Google as an interna
| DF for |anguage-agnostic serialization. They were |ater released
open source in version 2 alongside other open source Google projects
that depended on them

Prot obufs were designed to be simlar to JSON or XML in that they
support hierarchical structures for organizing data, essentially key-
val ue maps |i ke JSON objects. Also simlar to JSON, new dat atypes
not included with protobufs are mapped to objects (nessages). The
maj or difference is that protobufs use a binary format on-the-wire
that is certainly not hunan-readable, but is often nore efficient.

Protobufs do not transmit type information. However, types are
explicit in its customlanguage for defining the structure of the
data. It can be viewed as a nore rigorous version of XDR Once the
structure is defined, a conpiler generates code in the user’s desired
| anguage for serialization and deserialization. This process allows
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data definitions to be defined in one place even in nultilingua
projects. The generated code provides a convenient interface that,
with the definition |anguage, seeks to mtigate the readability
probl em of the binary format for the programmer. The serialized
data, however, is definitely not human readable. Another comon
drawback is protobufs |ack of support for nulti-dinensional arrays.

Pr ot obuf s support both finite and stream ng transm ssion
4. Design CGoals

The central challenge for the designer of an IDF is that there are
mul ti pl e possi bl e design goals and those goals are, in varying
degree, in conflict. 1In this section, we step through the typica
list of goals and sone of the issues within each goal. W discuss
the tensions between the goals in Section 7.

4.1. Processing costs

Programrers, quite reasonably, want their clients and servers to
focus their conputations on delivering the application service they
i npl ement, and NOT spendi ng inordi nate anounts of tine converting
into and out of internediate formats. As a result, |DF designers
often seek to nake the conputational cost of converting into and out
of their internediate formlow.

In the 1990s, there was a substantial debate about whether binary or
text representations were inherently conputationally |ess demandi ng.
Wiile no definitive resolution was reached, nost participants appear
to have concluded that either representation can be architected to be
computationally efficient. (Likely contributing to this concl usion
was the realization that it was possible to build fast |exica

anal yzers for well-defined text formats).

That said, there continues to be a naive belief that a binary fornmat
shoul d be nore conputationally efficient. There are two counter
argunents. First, lexical analyzers can be extrenely fast (see
[Flex]). Second, Abstract Syntax Notation One (ASN. 1), a binary
format [ASNl-std], is generally viewed as the nost conputationally
demandi ng I DF in wi despread use.
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4.2. Representation size

Particularly when transmtting | arge data objects, such as an array
of a mllion integers, the time to transfer the data depends, in

| arge part, on how big the internedi ate data representation is. This
observation | eads to pressure to nmake the internedi ate representation
concise. Unfortunately, it is often unclear what the npbst concise
representation is.

Consi der the problens of transmtting integers.

When transmitting integers, it may seem obvious that a binary
representation is nore efficient. For instance, transmitting a
32-bit integer in binary requires only 4 octets, but may require up
to 10 UTF-8 characters (or 13 characters if you include commas, e.qg.
4,294,967,295). Mre generally, transmtting text representations of
i ntegers uses only 10 possible values in each octet, while a binary
val ue uses every bit in each octet.

Except... In a large nunber of cases, the typical integer will be
small. Zero is often the nost common value transmitted and requires
just a single octet of text. An array of a mllion zeros, with a
space between each zero character, is 2MB. The sane array sent as
binary integers is twice as big. So binary versus text for concise
representation of integers depends very much upon the data being
sent.

The issue of representation size has becone | ess inportant as network
bandwi dt hs have increased. On a 10Mips Ethernet, which was the
network for which many early | DFs were designed, sending an extra
10MB of data took an extra 9 seconds. On today’'s gigabit networks,
that 10MB is roughly an extra 80 milliseconds, which in many cases
(though not all) is negligible for the application

4.3. Cenerality and Extensibility

These are two tightly intertwi ned goals. The essential issues are
(1) how broad a range of data objects does the the IDF's core
intermedi ate representation handl e? and (2) how easy or painful is it
for a programmer (or protocol designer) to extend the core
representation to support additional data types?

Supporting a small set of data objects in the IDF's core
representation tends to sinmplify the IDF s inplenentation, so there
is some instinct to keep the list small. For instance, JSON

[ RFC7159] supports only floating point nunbers, arrays, objects,
strings and a small set of constants. XDR [ RFC1014], which is nore
typical in the range of data objects, supports 32-bit integers,
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unsigned 32-bit integers, 64-bit integers, unsigned 64-bit integers,
floating point numbers, double precision floating point nunbers,
fixed and variable | ength opaque data, strings, fixed and variable

| ength arrays, structures, unions, and voids.

Any data type or value not in the core representati on nmust be
transmtted as an application-defi ned extension. Extensions require
programers to devel op their own standards for encodi ng and decodi ng
the newy defined types. Different |IDFs nmake supporting extensions
easier or harder. Using JSON and XDR as the exanples illustrates
some i ssues.

JSON makes addi ng extensions easy: they are sent as JSON objects,
which are sinply collections of key:value pairs, where the val ue
itself may be another JSON object. Converting into and out of
key:value pairs is typically straightforward in any conputing

| anguage. Thus, in general, JSON can support a snall set of core
types because it is easy to extend.

In contrast, XDR makes extensions painful. They are sent as opaque
bi nary bl obs of data, which forces the programmer to devel op custom
bi nary conversion routines, which is painful in sonme programm ng

| anguages. As a result, XDR supports a wi der range of core types
including structured data types, in the hopes custom extensions will
be rare.

The JSON exanpl e highlights that, done right, a small set of core
data types can work well. It turns out JSON also illustrates a
hazard of going small, nanely |eaving out an essential core val ue.
JSON does not support the floating point constants Not-A-Nunber (NaN)
and Infinity (Inf), which neans if either value is possible, one
needs to define a customobject. That's a glaring om ssion,
especially as NaN is often used in sensing applications to indicate a
m ssi ng val ue.

4.4. Readability

One of the driving concerns for those who argued for text IDFs in the
1990s was the desire to make it easy to debug their protocols.
Reading text data as it is sent in packets over the network is nuch
easi er than readi ng binary data.

Over tine, we have come to realize the issue of readability has two
parts. The first is whether the data stream be easily parsed by a
human reader. The second is whether the semantics of the data stream
can be inferred. Put nore bluntly, can you (1) tell that the val ue
10 was transmitted? and (2) do you know what a 10 in specific
position in the data stream neans?
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Parsing is the easier problemof the two. Both text and binary
representations can indicate the type of the data. As discussed in
Section 6, in text it is usually inmplicit, while in binary
representations it may be explicit (ASN.1) or inplicit (protobufs,
XDR) .

Semantics are tougher. Type fields or key:value representati ons can
hel p, but work better in text than binary. For instance,

"vol tage: 10", is easy to understand, while <application

type=47><i nteger 10> (which is what an ASN. 1 parser m ght display)

| eaves the reader wondering what application type 47 encodes. W
visit this subject a bit nore in Section Section 6 bel ow.

5. Fundanental Design Rule: the MKN Rul e

There is one fundanental design rule for IDFs that no designer shoul d
flout.

The MKN ("M by N') rule was first articul ated by Padlipsky

[ Padl i psky]. Padlipsky sought to explain why the Network Virtua
Term nal (NVT), developed in the early 1970s [ RFC0377] and arguably
the first IDF, was so successful

The problemthat the NVT sol ved was of connecting Mdifferent

term nal types, via the Telnet protocol, to N hosts running different
operating systems. Padlipsky observed that one wanted to avoid a
protocol design in which adding a new, an Mrl, termnal type forced
all N existing hosts to be upgraded to support. The NVT solved this
probl em by providing a standard external terninal representation
Addi ng the new terminal type only required that software be witten,
solely on the newterminal’s host, to nmap the new term nal type to
the NVT representation. Once the term nal type to NVT mappi ng was
created, the termnal could connect to any of the existing N hosts.

One can see the MKN rule as a cautionary insight that a poorly

desi gned protocol can undo Metcalfe's law. Metcalfe' s Law observes
that adding a new resource to the network makes all existing hosts on
the network nore val uabl e, because they benefit fromthe new
resource. (Indeed, Metcalfe's Law states the value of the network
grows as the square of the nunber of users or resources on the
network). Padlipsky’'s MKN rules points out that if an existing hosts
must be upgraded before the benefit of the new resource is realized,
the benefit is sharply reduced.

The MKN rul e has inportant inplications for |DF design.
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6

* First, the concept that "the receiver makes it right" is busted.

The idea of "receiver nakes it right" appeared early in the

devel opment of |DFs, nost notably in the Network Data
Representation [ NDR], though elenments of the concept linger in
protobufs. The concept was that the sender would send (in binary)
using its hardware’'s native data representation along with tags
describing the data format and the receiver would then translate
fromthe sender’s format into the receiver’'s format. As observed
in [PartridgeRose] it requires N sets of decoding rules in the
recei vers, and when a new hardware configuration arises (as it

i nevitably does), all receivers will need to inplenment an N+1 set
of rules. ([PartridgeRose] notes that enabling a negotiation
between two systens to see if their binary data formats are

i dentical would work, but this adds a round-trip tine to any data
exchange, which may be undesirable.)

* Second, the IDF has to get the core set of data types right the
first tine. once an IDF is deployed, it is extrenely hard to add
new core data types as this requires updating all depl oyed
systens. This makes | DFs one of the notable exceptions to Brooks
rule to "plan to throw one away" [Brooks]. It also tends to cause
IDFs to age poorly. A particular issue is floating point
representations. Over tine, floating point nunbers have tended to
get larger. |If an IDF selects a specific floating point format as
its core floating point type (and we will suggest in Section 8.2
that I DFs should no | onger choose a particular floating point
format), it is inevitable that some years in the future, that core
type will be too small

Tags and Types

Every object in an IDF has a type and a meaning (semantics). The two
properties are often confused and there is no consensus about how to
handl e t hem

The problemis nost clearly understood fromthe receiver’s
perspective. A streamof data is arriving and the receiver needs to
interpret the data. At mininum the receiver needs to know the
intended data type, so it can correctly represent the data on its
machi ne.

Text-based IDFs typically use inplicit typing. Thus, 10 is a deci nal
integer, "10" is a string, and 0x10 is a hexideci nal integer

Explicit typing only becomes an issue for structured data, where you

may wi sh sone indication that the object containing two integers is a
point on a map and not the velocity and mass of a wheel ed vehicle.
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In contrast binary |IDFs need explicit tags to indicate types at |east

some of the tine. |If the application knows the structure of the
binary stream e.g. it is a sequence of 32-bit integers, then no type
tag is required. |If, on the other hand, the application may not know

what is coming, or you want the ability to extend the streamto use
either 32-bit or 64-bit integers, then some sort of tagging is
required to interpret what is otherwise a undifferentiated sequence
of bytes.

Whet her to have type tags all the tinme or just when needed depends on
whet her the binary IDF intends to support the receipt of unexpected
data. Sone binary IDFs, notably XDR, explicitly state they do not
support the recei pt of unexpected data. |In contrast, for generality,
ASN. 1 tags everyt hing.

Senmantic tags are a tougher problem To illustrate the issue,
consider an application that is receiving tenperature data in the
formof floating point nunbers froma suite of sensors. Suppose the
original set of sensors all returned data in Fahrenheit, but a new
set of sensors returns the data in Celsius. Converting to support
the new sensors requires either negotiating the tenperature type when
the sensor is first attached (e.g. via a TCP connection) to the
application, or reworking the IDF to insert a tenperature scale

i ndi cator such as "F', "C' (and since you're doing it "K') into the
the data stream

None of the major |IDFs except for ASN. 1 support semantic tagging.
And ASN. 1's approach is inperfect: it uses an application specific
tag. As aresult, if our tenperature sensing systemuses ASN. 1, a
receiving application will recognize that the tenperature data is
arriving with a newtag (which is great -- there is no chance of

t enper at ures bei ng nm sunderstood), but, until new code is witten,
the application will be unable to use the data.

For an | DF designer, the key nmessage is that tagging is not a special
case. Rather the decision of howto tag represents a decision about
how you see the IDF being used and its ability to extend to new uses
in the future.

7. | DF Design Tradeoffs

There are a few tradeoffs that any | DF designer should consider. In
this section, we wal k through those tradeoffs.
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7.1. Optimizing representation harns the other goals

The bi ggest design challenge is trying to optimnize the size of the

| DF data objects (Section 4.2). The harder you push to nake the
representation as small as possible, the greater the inpact on
processing costs, the harder the representation typically is to read,
and there’'s a tendency to avoid type values (which consune space)
even when it causes generality to suffer.

ASN. 1 is an excellent exanple of the challenges. The ASN. 1 designers
sought to both create a fully general IDF, in which every object has
both a type and length field, AND m nim ze the anmount of space to
represent any object ([ASNLl-design]). For instance, integers are
conmpressed to the m ni num nunber of bytes to represent the val ue.
Type fields are mnimzed; when type val ues exceed a byte, there is
an extension bit that says the field extends to the next byte. The
result is an IDF that is elegant in its design, but a conputationa

ni ght mar e

7.2. Core data types vs. generality vs. conputation

Hi storically, there has been a tenptation to define a relatively

| arge set of core data types (XDR has 18) because it reduces the
pressure to support user-defined types. Indeed, with a |large set of
core types, the extension nechanisns for user-defined types can be
made sinpler (e.g. XDR sinply allows for binary blobs).

But the larger set of core types often increases the conputationa
costs for handling the IDF. (Note: the increased cost is typically
in the formof the code footprint and thus cache nisses. The actua
code is often some formof switch or match di spatch based on a type
field.)

Arguably the greatest contribution of JSON has been to solve this
trilemma. JSON has a small set of core types conbined with a

power ful and sinple extension nechanism Extensions are sinply sets
(objects in JSON term nol ogy) of key:value pairs. Sets of key:value
pairs are easy to parse and easy to map to internal data
representations (sets, structures, objects, etc.). Their only
downside is that key:value pairs tend have a |l arger representation
footprint, and mninzing representation size by using short key
nanes such as "xy9" hurts readability.

Note that JSON, by using easy to read text and key:value pairs, also

goes a |l ong way towards solving the semantics problens wi thout a type
field (per Section 6).
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8. Lessons Learned
8.1. The IDF representation is authoritative

There is a tendency when creating a new networked application to view
the host data structure as authoritative. For instance, one m ght
say "we chose to represent the C data structure this way in JSON. "

That’s the WRONG way to think about IDF data formats. Rather, in a

net wor ked application, the IDF data format is the authoritative data
structure and the host/| anguage representations are interpretations

of the authoritative definition. Indeed, for this reason, many |DFs
have carefully defined data definition | anguages

Prot obufs gets this lesson right, with a mechanismto conpile the
authoritative IDF format into encoders and decoders for a range of
| anguages.

8.2. Floating point is hard

Handl i ng fl oati ng poi nt nunbers have historically been a hard
problem There are two issues:

* Precision. How many bits of floating point precision are
repr esent ed.

* \What to do about NaN (Not-A-Nunber) and Infinity. Floating point
nunbers may have non-nuneric val ues and they are useful in a
nunber of cases such as as an indication that an expected value is
nm ssi ng.

At the risk of getting in front of current consensus, we suggest the

fol |l owi ng approach goi ng forward:

* Future | DFs should not specify the floating point precision
(indeed, JSON waffles towards this approach now). The existence
of high-quality arbitrary-precision floating point libraries for
nmost conputing | anguages neans there is no reason to pick a
particul ar precision.

* NaN and I nf nmust be supported.
8.3. Integer types tend to proliferate
In binary IDFs, there is a tendency to create lots of integer types.

Thi nk of the cross-product of signed and unsigned and a range of
widths from8 bits to 128 bits.
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8. 4.

10.

ASN. 1 is the exception to this insight, having defined an arbitrarily
| arge integer type, in which the actual integer value is transnitted
in the m ni mum nunber of bytes. But this flexibility comes with

i ncreased processing costs.

Text-based IDFs neatly skirt this problem The integer, of whatever
size, is transmtted as a readable string. The only concern is that
the receiving application is unable to handle very large integers, an
increasingly unlikely issue given the proliferation of arbitrary
preci sion integer math packages.

Define the streani ng format

IDFs are routinely used to inplement streans of multiple data
objects. This means an |IDF needs a rule that defines when one object
ends and the next starts.

In many IDFs this is sinple. The new object starts with the byte
after the end of the prior object. This is the approach, for
instance, in ASN.1 and XDR. In fact, this approach is so sinple that
a designer may fail to realize that rule for delimting objects is
required.

A failure to define how objects are delimted can lead to
conmpatibility issues. JSON failed to define an object deliniter,
with the result that there are multiple, inconpatible, ways to stream
JSON.  Furthernore, each stream ng approach has limtations

[ RFC7464] .

Any new | DF should define its stream ng rules

Security Considerations
IDFs sit at a critical security boundary. The |IDF code at the
receiver is parsing data received fromthe network. This parsing
process has frequently been a source of over-the-network attacks,
i ncluding stack overflow attacks and SQL injection attacks.
That concern bei ng acknow edged, as of the tine this neno was
witten, there are no accepted best practices for designing IDFs to
be safer fromthese styles of attacks.

Concl udi ng QGui dance

If you were asked tonorrow to design a next generation |IDF, intended
for general use, we offer the foll owi ng guidance
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11.

12.

13.

* Use a text-based format. The size difference between text and
bi nary representations is sufficiently application and data
dependent, that it is not a good principle for making a choi ce.
As a result, the benefit of being able to read the data in transit
is the greater benefit (per Section 4.2 and Section 4.4). Text
formats al so do a better job of conveying semantics (Section 6).

* Mnimze the nunber of types. Define integers as of arbitrary
size, to avoid the trap of nmany integer types (per Section 8.3).

* W©Make floating point sinple. Allowarbitrarily large floats and
make sure to support NaN and Inf (per Section 8.2).

* Have a sinple extension nmechani smsuch as JSON s key: val ue object.
* Define the stream ng format (per Section 8.4).

Thi s gui dance still |eaves considerable roomfor innovation. For

i nstance, one mght push to nake the text representation conci se and
do things such as (1) transmt all nunbers (floats and integers) in
hexi decimal (or a larger radix) and (2) have a way to m nim ze key
nanes, w thout substantially conprom sing senantics. Furthernore,
designing a security-focused IDF is a w de-open problem
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