TBD M Parsons

I nternet-Draft F. Driscoll
I ntended status: Informational UK National Cyber Security Centre
Expires: 31 August 2026 27 February 2026

Security Operations Fundanental s and Gui dance
draft - par sons- opsawg- security-operations-00

Abst r act

Security operators are responsible for detecting nmalicious activity,
responding to threats and defending their networks and systemnms from
cyber attacks. Security operations are comonly entw ned with other
operational and managenent priorities to ensure that both security
and operational priorities are considered holistically.

Wth security operators being a crucial part of operation, nmanagenent
and security of the network, it is valuable to give consideration to
them during the design of new protocols. This docunment buil ds upon
draft-ietf-opsawg-rfc5706bis, describing the fundanentals of security
operations to provide a foundation for considerations for protoco
desi gn and gui dance. This docunent al so describes how security
operations considerations can be nost usefully included in other |ETF
docunents.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-parsons-opsawg-security-
operations/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Security operations are a crucial part of both the security and
managenment of a network, enterprise or system Security operators
work to not only prevent cyber attacks but also to identify, limt
the inpact of and recover fromattacks that bypass preventative
security controls, through nonitoring and responding to threats as
part of day-to-day operation.

The approach, tools and day-to-day work of security operators is
deeply tied together with the protocols that run over their networks
and are used by attackers and defenders. As such, it is valuable to
provi de security operators with gui dance to address any changes that
may affect ability to detect and respond to threats when depl oying a
new protocol. This docunment describes how one m ght consider how the
range of functions of a security operator nay be inpacted and, where
possi bl e, suggests how to docunent these and provide gui dance on

depl oynent or operation. This early guidance is particularly

val uable as retrofitting mechani sms can be difficult and any i npact
may risk both the operational efficiency and security of the network.

Security operations are commonly run froma Security Operations
Centre (SOC); a centralised teamor function that includes both cyber
security anal ysts and operational engineers protect and defend the
net wor k.

Those who work in security operations may have many different roles
or job titles including, but not Ilimted to, cyber security analyst,
i nci dent responder, security engineer and security operations
manager. In this docunent the termsecurity operator is used to
cover all roles in security operations.

Security operators inprove the security of the network through a
broad range of functions. These range from pre-enptive threat
intelligence and know edge buil ding, through continuous network
managenent and nonitoring for suspicious activity, responding to

i nci dents and defending the network during an attack, and recovery of
the systemto a secure state followi ng an incident.
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One organi sational nodel is for operational and security
responsibilities to be managed by separate teans with distinct

obj ectives: security teanms focusing on identifying and mtigating
cyber security threats, and operational teans prioritising
availability, performance, and the overall efficiency of network
services. This nodel can have advantages, for exanple in enabling
separation of duties. However, conplete separation can also lead to
conflicting priorities and outcones. For exanple, security or
compliance requirements coul d del ay the depl oynent of new services,
whi | e operational and efficiency requirenents could inadvertently

i ntroduce weaknesses that increase security risks.

The term SecOps [ SECOPS], is commonly used to define an approach to
combi ne operational and security teanms, tools and processes to ensure
both the protection and reliable operation of networks. As cyber
security threats continue to increase in both frequency and scale, a
nmore integrated and coordi nated approach is often necessary. Wen
security processes are siloed from operational processes, it can be
challenging to adapt to energing threats in a tinmely manner, and
overall security may be reduced. Enbedding security practices
directly into operation and managenent, rather than as a bolt-on, is
often vital for security, hence security operations beconing an
integral part of the operation and managenent of nany environnents
and enterprises. This approach considers the systemas a whole in
order to achieve both security and operational goals.

As such, security operations should be considered during the design
of new protocols. This docunment outlines the key fundanental s of
security operations to supplenment the guidance provided in
[1-D.ietf-opsawg-rfc5706bis] to support protocol designers.

2. Responsibilities of Security Operators

Security operators have key responsibilities to ensure the security
of their network, which can be broken down into the categories bel ow
During the design of new protocols, it may be useful to take these
responsibilities into account to reduce or highlight any potentia
adverse inpact. Different organisations will consider different
functions and roles as part of their security operations team so
these categories will not apply to all organisations.
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2.1. Threat Intelligence

Threat Intelligence (Tl) is atermused to refer to the know edge of
cyber attackers’ activities. This may include an understanding of a
threat actor’s notivations, in-depth technical descriptions, and
indicators of an attacker’'s activities. Security operators can both
produce their own Threat Intelligence and consunme it from other
sources to stay ahead of new attacker techniques. Building Threat
Intelligence includes the collection, analysis and di ssem nation of

i nformati on about possible cyber security threats. Security
operators are responsi bl e for devel opi ng their understandi ng of
threat actor capabilities, tools and techniques in order to plan
ahead to nitigate and respond to potential threats. They al so ensure
Threat Intelligence information is deployed across their network to
support detection of malicious activity. Effective deploynment of
Threat Intelligence contributes not only to the security of the

net wor ks under the operators’ responsibility but also strengthens the
broader security comunity by enabling shared awareness of evol ving

t hreats.

2.2. Security Mnitoring

Security operators are responsible for nonitoring all parts of the
environment that they are protecting and managi ng i ncl udi ng any
infrastructure, network traffic, endpoints, data flows and | og
sources. The objective of this nonitoring is to establish a baseline
of normal activity and identify deviations that may indicate
malicious activity. It is essential that this nonitoring is

conti nuous as advanced actors frequently "dwell" in the network to
evade i medi ate detection and conduct nalicious activity at known
operational downtinmes to reduce the likelihood of being observed by
security operators. |In addition to reactive nonitoring, security
operators perform proactive "threat hunting". Rather than awaiting
alerts generated by security tooling, threat hunting involves
targeted analysis of the network and investigation to identify
previ ously unknown indicators of nalicious activity. Based on the
Threat Intelligence responsibility, security operators are
responsi bl e for developing their capability to detect attackers,

t hrough devel opi ng and using tooling, which will involve engi neering
and operational experts to ensure this capability is naintai ned and
i mproved.
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2.3. Incident Response

Security operators are responsible for responding to cyber security
i ncidents should the network be targeted by a cyber attack. Such
attacks can have significant inpact, so a vital part of a security
operator’s role is to design, inplenent and update an incident
response plan. Through effective security nonitoring, security
operators di scover potential suspicious activity, and it is their
responsibility to investigate this and detern ne whether the activity
is malicious. 1In the event of confirmng such an attack on the
network, the security operators will follow their plan to conduct
rapid response to defend agai nst the attack, reduce its inpact and
return the network to a secure and operational state. Follow ng the
resolution of an incident, security operators al so conduct post
incident analysis to understand the inpact, for exanple if any data
breaches occurred, and may performa root-cause anal ysis to prevent
simlar attacks in future.

Security operators have a range of tools and techni ques that they
commonly deploy and rely upon to be able to fulfil these
responsibilities, which should be considered during protocol design

3. Artefact Requirenents

This section outlines sonme of the fundanental artefacts that are used
by security operators to ensure security and operation of the
net wor k.

Wth increasingly conplex cyber threats, and to support both
operational and security objectives, it is vital that security
operators have multiple opportunities to detect nalicious activity at
different parts of the network and to account for different points of
failure. Thus, network defence techniques often use nultiple |ayers
of defence with several different mtigations at each layer - a
concept referred to as "defence-in-depth". This approach can apply
to considering security at different parts of the network, for
exanpl e detecting activity at the network edge and on endpoints, and
security operators also apply network | evel controls to separate
traffic to support their security nonitoring responsibilities.
Security operators rely upon artefacts froma variety of sources to
achi eve their goals.
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3.1. Asset Mnagenent

Def ence and managenent of an environnment relies on know ng what

har dware and software assets have access to, or are installed on, a
network or system An accurate inventory is necessary to manage the
security of an organisation’s assets, to ensure that unauthorised
devices are not present on the system and to understand how an
organi sation may be inpacted by a cyber incident.

The term "Shadow I T" is often used to refer to assets that are not
accounted for. This can include devices which are not officially
onboarded or are nisconfigured, but also includes services, tools and
accounts with access to the system Shadow I T rmay introduce threats
to the security of the systemas protections and controls put in

pl ace may be ineffective.

A good asset nmmnagenent approach will use tools to scan the
environment for new, nodified or renpbved assets on a regular or

continuous basis. It should naintain an authoritative and accurate
source of information, which should be made accessible to security
operators. It could use a variety of data sources including

procurenent records, nobile device managenent and | ogging pl atforns.
Security operators are nost likely to use asset managenent systens to
identify devices or software that should not be on the system as
well as to identify legitimte assets that need to be protected as
part of a cyber incident.

3.2. Indictors of Conprom se

The identification of Indicators of Conpromise (10Cs) is relied upon
by security operators to identify and defend agai nst malicious
activity on the network and endpoints that they are responsible for.
As outlined in [RFC9424], 10Cs are observable artefacts relating to a
cyber threat actor or their activities, such as their tactics,

techni ques, procedures (TTPs), or tooling and attack infrastructure.
Exanpl es of 10Cs include hash val ues of known malicious files or
execut abl es, | P addresses or domai n nanes associated with nalicious
traffic or software and tooling used by attackers. These artefacts
coul d be network based, such as information about Command and Contr ol
(C2) infrastructure enbedded in network protocols, endpoint based,
such as suspicious files or software, or behaviour based such as

i rregul ar account or access activity.

These artefacts can be observed on the network or at hosts and
endpoints, including infrastructure, services and applications. They
hel p security operators to proactively block malicious activity,

whet her that be bl ocking traffic or preventing code execution at a
point in the network. 10Cs support Incident Response as they are
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crucial in determnining whether an attack has taken place. Simlarly,
they can be used to link discovered suspicious activity to a known
attackers, which enables further investigation and mtigations to be
put in place. Having |oCs deployed to various security contro

poi nts across a system supports a defence-in-depth approach which
shoul d be used by security operators.

Security operators not only discover, use and deploy 10oCs in the
systens that they are responsible for, but also consune and share
loCs with the wider security community to increase w der
under st andi ng of emergi ng cyber threats.

3.3. Digital Forensics and Loggi ng

Al ongsi de depl oynent of 10Cs to detect and reduce the effects of
conprom se, security operators require digital forensics fromthe
net wor k, endpoi nts, hosts and applicationsto enable effective

i nci dent response or threat hunting. For exanple, details of

aut hentication or authorization events, network traffic or endpoint-
detection events can be found in | ogs.

Using a range of log sources is vital, as each log source will give a
different view of attacker activity to build a full picture and
enabl e effective defensive mitigations. For exanple, authentication
| ogs provide details when adversaries attenpt to gain unauthorised
access to systems, DNS | ogs can provide the first indications of a
conmprom se device, and anti-malware software logs help to identify
specific attacker capabilities.

Understanding and interpreting | og sources is not always
straightforward, so security operators typically use |log analytic
techni ques to index, enrich and query | og data and thus take

ef fective action.

Security operators, through their Threat Intelligence insight play a
role in threat nodelling which enables effective identification of
val uabl e 1 og sources. Security operators are responsible for
ensuring that |ogging processes and data are secured effectively.

4. Tooling Requirenents

Changes to protocols nmay require changes to tooling in order to
continue to be effective for security operations, and this should be
hi ghl i ghted when witing drafts. To assess this, the foll ow ng
section outlines the common tooling used and relied upon by security
operators and which could be considered in protocol devel opnent.

This is non-exhaustive, so other operational tools and techni ques nmay
al so be worth consideri ng.
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Endpoi nt Detection and Response (EDR) tools are deployed to

endpoi nts, or end-user devices such as workstations, |aptops or
phones attached to the network that security operators are
responsible for. EDR tooling can al so be deployed to workl oads in
cloud environnments. EDR tooling nonitors events and provides
security operators visibility of any malicious activity where they
are deployed. EDR tooling also allows security operators to not only
monitor and identify threats, but also respond to them for exanple
by isolating potentially conpronised devices fromthe network in
order to prevent a cyber threat actor’s next stages of attack. A
chal  enge that security operators face when using EDR tooling is the
increase in cyber threat actors deploying "living off the |and"
techni ques, so that their activity does not appear malicious and thus
is not identified by EDR tooling.

Net wor k Det ecti on and Response (NDR) tools are designed to detect
threats by anal ysing network data and traffic flows to identify

suspi cious patterns. As a conplenent to EDR, NDR tooling is often
relied upon to detect threats that may be hard to detect at the
endpoint, for exanple an attacker nmoving laterally through the
network towards nore sensitive data or suspicious behavi our such as
unaut hori zed credential use or data exfiltration. Security operators
often use NDR tooling to establish a baseline of the network’s nornal
behavi our patterns and deviations fromthis trigger alerts. As with
EDR, NDR tooling can offer the ability to respond to threats in
addition to nmonitoring for them for exanple by bl ocking malicious
traffic.

Security Information and Event Managenent (SIEM tooling is used by
security operators to collect and anal yse data from across the
network in order to build a conprehensive view of the network
activity, which is key to identify and respond to malicious activity.
Note that, in conparison to EDR and NDR, SIEMtools collect and
anal yse events, rather than nonitor the network directly. SIEM
anal ysis woul d not be possible manually, so security operators rely
on tooling to conbine and anal yse a range of data, including |og
data, network events and threat intelligence feeds in order to

i dentify suspected suspicious events that require further
investigation. SIEMtooling will send security operators automatic
al erts based on predefined security rules to reduce the inpact of
conprom se. These rules require effective nanagenent, as fal se
positive may lead to "alert fatigue", where too frequent alerts nmay
be ignored, raising the risk of real conpronises being nissed.

Security Orchestration, Automation, and Response (SOAR) tooling

of fers security operators the ability to automate routine security
and operational tasks to inprove efficiency of response. Based on
threat related data that is collected, SOAR tools are used to
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aut omat e responses wi thout human intervention, based on predefined
"pl aybooks". These pl aybooks are designed by security operators with
bot h incident response and operational priorities in mnd. This
automation is vital to security operators who experience an
overwhel mi ng volune of threats and woul d ot herwi se be unable to
defend their networks. This automated action provided by SOAR tools
compl enents the data anal ytic and insight provided by SIEMtools to
respond to threats identified.

Security operators rely upon Protocol Dissectors to parse and
interpret individual network protocols. Dissecting protocols across
network |ayers allows security operators to understand, anal yse and
filter traffic on their systemin order to detect and defend agai nst
attacks. Dissectors support the identification of suspicious

behavi our and malicious traffic that woul d ot herwi se be hidden within
regular network traffic. These tools also support forensic
investigation after an attack to understand how an attacker gai ned
access and prevent this in future.

5. Additional Benefits of Security Operations

Whi |l st the core responsibilities of security operators are outlined
above, they may be well|l placed to support other inportant security
functions.

5.1. Mulnerability nanagenent

Security operators are well positioned to proactively find
vulnerabilities in the systens and infrastructure that they are
responsible for. As part of their investigations security operators
may conduct vul nerability scanning and security assessnents and thus
be able to triage and report priority issues to system owners who are
responsi bl e for patch managenent. This helps to mitigate security

i ssues found before they can be exploited by cyber threat actors.
Thi s patching and remedi ation is an exanpl e where the joining of
security and operational teanms has particular value as patch
managenment may invol ve prioritisation based on inpact, risk and

depl oynent consi derations. Wen designing new protocol s,

consi deration should be given to enabling efficient patching, for
exanpl e supporting cheap and fast connection handoffs and
reconnecti ons.
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5.2. Threat Mdelling and Architecture Review

Wth their unique position, security operators are well placed to
support wi der security teans in devel oping the required security
posture for their network. Blending insight from T Threat Intelligence
with a deep understandi ng of the operational aspects of the network,
security operators can work with design teans to ensure their
priorities are supported. This perspective of current cyber threats
and operational experience can al so be considered in protoco

devel opnent.

6. Security Operation Considerations

The previous sections outline what security operations is, and the
artefacts and tooling that it relies upon. During the design and
devel opment of protocols, it is valuable to consider how security
operators could be inpacted by changes and mtigate such inpact if
possible. |If they cannot be nmitigated, then clearly docunenting such
considerations will aid security operators if and when the new
protocol is depl oyed.

New protocols nmay have inplications for the types, |ocations or
availability of loCs and it is inportant for security operators to
understand these inplications in order to continue to effectively
nmonitor for malicious activity.

Simlarly, consideration should be given to how a new protocol or a
change to a protocol may inpact attackers’ capabilities, such as
Conmand and Control (C2) comunications, network traversal or
facilitation of exfiltration of data fromthe network. \Where there
are new or different opportunities for perform ng such malicious
activity or where current defence techniques are prevented, it is
inmportant that this is captured to informsecurity operations and
mtigated where possible to ensure their Threat Intelligence function
can be fulfill ed.

One indicator of malicious activity that security operators use is to
consider traffic levels and traffic patterns in order to identify
suspi cious activity or to defend agai nst malicious distributed

deni al -of -service (DDoS) attacks. Mtigations should be included or
threats docunented if new protocols could be used to create DDoS
attacks, for exanple anplification attacks in DNS or NTP. [RFC4A732]
provi des further considerations for protocol designers wth regards
to deni al - of - servi ce

As outlined above, security operations rely on a variety of |og

sources enabl e effective incident response or threat hunting. |If a
new protocol changes the properties or topology of the network, this
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may inpact the requirenent for digital forensics. The mitigation for
this may be to design new ways, schema or formats to providing such

| oggi ng i nformati on when desi gning a new pr ot ocol
[1-D.ietf-quic-qlog-main-schema] is an exanple of structured | ogging
for network protocols.

I mpact on tooling should be considered. Updating and augnenti ng
existing tools is expected when the network i s upgraded or new
functionality is deployed, but having to completely rebuild such
tooling will greatly reduce the effectiveness of security operators.
A mtigation for this may be to consider designing flexibility for
future versions and extensions into protocols so that code can be
easily witten to handle, identify and differentiate between protoco
versi ons.

In general, where protocols are being updated or repl aced,

consi deration should be given to the current techni ques enpl oyed by
security operators who use the deployed protocol. This should

i nclude the techni ques, tooling and corresponding infrastructure used
to provide security and effective operation of the network. Were
possi bl e, these practices should remain consistent, or mitigations or
docunentation included to ensure security operations are not
adversely affected.

7. Operational Considerations

Thi s docunent focuses primarily on operational considerations in
addition to [I-D.ietf-opsawg-rfc5706bi s]

8. Security Considerations

Thi s docunent supports inproving security by hel pi ng protocol

desi gners consider security operators and their effort to mtigate
cyber threats. It focused on the operational aspects, rather than
the security of the protocols.

Security operators have access to sensitive data, which is critica
to protect for the security and privacy of the network. It is
important that such data is suitably secured and that appropriate
controls are in place to enforce this, for exanple ensuring security
operations data is segregated fromthe rest of the network, security
operations tools and actions audited, and |ogs and forensic data
securely stored and access controlled. Additional |egal and
governance requirenments are often rai sed on security operators to
ensure that such access is only being used for the intended purpose
and thus benefiting the security of the system
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9. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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