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Abst ract

Thi s docunent defines an extension to the JWI Authorization G ant

[ RFC7523] that enabl es an authorization server to indicate that user
interaction is required in order to conplete an authorization
request. Instead of returning an access token or an error, the

aut hori zation server returns a URI that the client |aunches where the
user can interact with the authorization server, along with a polling
interval. The client can then poll for the access token or wait for
a redirect before retrying the original request.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://aaronpk. github.io/draft-parecki-oauth-jwt-grant-interaction-
response/ draft - parecki-oauth-jw-grant-interaction-response. htm .
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-parecki-oauth-jw-grant-

i nteraction-response/.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Wrking Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com aar onpk/ draft-parecki-oauth-jw-grant-interaction-
response.

Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

The JWI Aut horization Grant [ RFC7523] and ldentity Assertion G ant
[I-D.draft-ietf-oauth-identity-assertion-authz-grant] enable clients
to obtain access tokens without direct user approval at the

aut hori zati on server. However, certain scenarios may require
explicit user consent, even if the initial authorization can be

obt ai ned without user interaction:

* Al Agent Authorization: Autononous agents acting on behalf of
users need explicit consent for specific operations, not just
identity verification.

* High-Ri sk Operations: Financial transactions, data del etion, or
other sensitive operations may require step-up consent.

* Conpliance Requirenents: Regulatory frameworks (GDPR, etc.) may
require explicit, verifiable consent for certain activities.

* Policy-Based Authorization: Fine-grained authorization policies
(e.g., "allow purchases up to $50") require user understandi ng and
approval .

Currently, if user interaction is needed, the authorization server
has no standardi zed way to comrunicate this to the client within the
JWI' Aut horization Grant flow. The client would typically receive an
error response and would need to fall back to a traditional redirect-
based QAuth flow, negating the benefits of using the JW

Aut hori zati on Grant.

Thi s specification defines an interaction response that the

aut hori zati on server can return in place of an access token. The
interaction response contains a URI that the client opens (typically
in a browser) so the user can interact with the authorization server.
It also includes a polling interval, simlar to the Device

Aut hori zation Grant [RFC8628], indicating how frequently the client
shoul d re-request the token.
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The client’s token request MAY include a redirect_uri paraneter. |If
provi ded, the authorization server redirects the user’s browser to
this URI after the interaction is conplete. Unlike the Authorization
Code flow, no authorization code is included in the redirect. The
redirect serves only as a signal to the client that the user
interaction has conpleted. The client then retries its original JW
Aut hori zation Grant request to obtain the access token

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Token Request

The client makes a token request to the authorization server’s token
endpoi nt as defined in [RFC7523], with the addition of an OPTI ONAL
redirect _uri paraneter

redirect _uri OPTIONAL. The URI to which the authorization server
will redirect the user’s browser after the interaction is
complete. The redirect URI MJST be previously registered with the
aut hori zati on server or otherw se validated per authorization
server policy.

An exanpl e request:

POST /token HTTP/ 1.1
Host: aut h. exanpl e. com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=urn:ietf:parans: oaut h: grant-type:jw -bearer
&assertion=eyJhbCi G . ..
& edirect_uri=https://client.exanple.org/callback

4. Token Endpoi nt Responses
In addition to the error codes defined in Section 3.2.4 of
[QAUTH-2.1], the following error codes are specified for use with the

JWI Aut hori zation G ant Interaction Response in token endpoint
r esponses.
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4.

4.

1.

2

I nteraction Required Response

VWhen the authorization server receives a valid JW Authorization
Grant request but determines that user interaction is required before
an access token can be issued, it responds with an QAuth error
response as defined in Section 3.2.4 of [QAUTH 2.1] as defined bel ow

error REQU RED. interaction_required. Indicates that user
interaction is required, and the foll owi ng additional paraneters
are defined in the response.

interaction_uri REQU RED. The URI that the client MJST | aunch
(typically in the user’s browser) to allow the user to interact
with the authorization server. The URI MJST use the "https"
schene.

interval OPTIONAL. The mini mrum nunber of seconds that the client
SHOULD wait between polling requests to the token endpoint. [|f no
value is provided, the default is 5 seconds.

expires_in OPTIONAL. The nunber of seconds after which the
interaction URI and the associ ated aut hori zati on session wll
expire

The response MJST include a Content-Type header field set to
appl i cation/json.

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{
"error": "interaction_required",
"interaction_uri": "https://auth.exanple.conlinteract/abc123",
“interval": 5,
"expires_in": 600
}
I nteraction Pendi ng Response

When user interaction is pending, and the client nakes a subsequent
t oken endpoi nt request, the authorization server responds with an
QAut h error response as defined in Section 3.2.4 of [QAUTH 2.1] with
one of the val ues defined bel ow

interaction_pending The authorization request is still pending as
the end user hasn't yet conpleted the user-interaction steps. The
client SHOULD repeat the access token request to the token
endpoint. Before each new request, the client MUST wait at | east
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the nunber of seconds specified by the interval paraneter defined
in Section 4.1, or 5 seconds if none was provided, and respect any
increase in the polling interval required by the "sl ow down”
error.

sl ow_down A variant of authorization_pending, the authorization
request is still pending and polling should continue, but the
interval MJST be increased by 5 seconds for this and al
subsequent requests.

access_deni ed The authorization request was deni ed.
4.3. Handling the Interacti on Response

Upon receiving an interaction response as defined in Section 4, the
client MJIST:

1. Launch or redirect a browser to the interaction_uri

2. Wit for the interaction to conmplete using one or both of the
fol |l owi ng mechani sns:

* *Polling:* The client re-sends its original token request
(including the same JW assertion and paranmeters) to the token
endpoint, waiting at |east interval seconds between each
request. The authorization server will continue to return the
interaction response until the user interaction is conplete,
at which point it will return an access token response or an
error response as defined in Section 3.2 of [QAUTH 2.1].

* *Redirect notification:* If the client included a redirect_uri
inits original request, it MAY wait for the authorization
server to redirect the user’s browser to that URI. Upon
receiving the redirect, the client SHOULD i mredi ately retry
its original token request. No authorization code or other
paraneters are included in the redirect; the redirect serves
solely as a signal that the interaction is conplete.

5. Authorization Server Behavi or

When the authorization server receives a JW Authorizati on G ant
request and determ nes that user interaction is required, it MJST

1. Cenerate a unique interaction_uri for the user interaction
sessi on.
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2. Associate the interaction session with the original token request
paraneters (including the JWI assertion clains, requested scope,
any redirect _uri provided by the client, and parameters from any
ext ensi ons).

3. Return the interaction response as defined in Section 4.1.

VWil e the user interaction is pending, subsequent token requests from
the client with the same JW assertion SHOULD return the interaction
response or an interaction_pending error.

After the user has conpleted the required interaction, the
aut hori zati on server MJST:

1. If aredirect_uri was provided, redirect the user’s browser to
that URI. The redirect MJUST NOT include an authorization code or
access token.

2. On the next token request fromthe client with the same JW
assertion, return an access token response as defined in
Section 3.2.3 of [OQAUTH 2.1] or an error response as defined in
Section 3.2.4 of [OQAUTH 2.1].

6. Conpl ete Fl ow Di agram
The di agram below i s a non-nornmative exanple of using this

specification in conjunction with the
[[I-D.draft-ietf-oauth-identity-assertion-authz-grant]].
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1. User authenticates to the Cient through the 1dP, typically via
Openl D Connect

2. The Cient exchanges the previously-obtained ID Token for an | D
JAG
3. The 1dP validates the request against the configured policy and

returns an | D-JAG

4. The Client presents the IDDJAGto the ASin a JW Authorization
Request

5. The AS validates the | D-JAG and deternines that further
interaction is required

6. The AS returns the interaction_required response

7. The client redirects the browser to the specified page
8. The user visits the URL and confirms the request

9. The AS redirects to the Cient’'s redirect _uri

10. The dient retries the JW Authorization Request

11. The AS validates the request, sees the user has confirmed, and
i ssues an access token

7. Security Considerations

7.1. Interaction URI Security
The interaction_uri MJST be an "https" URI. The URI SHOULD contain
sufficient entropy to prevent guessing or brute-force attacks. The
aut hori zation server SHOULD bind the interaction session to the
client identity fromthe original token request.

7.2. Redirect URI Validation
If the client provides a redirect _uri, the authorization server MJST
validate it against the client's registered redirect UR's, consistent
with Section 2.3.1 of [QAUTH 2.1].

8. | ANA Consi derations
TBD

9. References
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Appendi x A.  Appendi x
A. 1. Use Cases
A.1.1. Al Agent with Browser Access
An Al agent needs to perform operations on behalf of a user at a

third-party service. The agent can redirect the user’'s browser to a
consent page, then receive a call back when consent is conplete.
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This differs fromthe Device Authorization Gant (RFC 8628) in that
no polling is required - the redirect/call back nodel provides | ower
| at ency.

A.1.2. Hi gh-Ri sk Transacti on Approva
A client presents a valid JW assertion but requests authorization
for a high-value financial transaction. The AS determ nes that step-
up consent is required before issuing the token

A.1.3. Regulatory Conpliance
A client requests access to sensitive data. Regulatory requirenents
mandat e that explicit, auditable consent nust be obtained and
recorded before access is granted.

A. 2. Exanpl e Sequence
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