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Abst r act

Thi s specification defines a new QAuth 2.0 authorization grant type
that uses a JSON Web Token (JWI) assertion to request an access token
that is bound to a specific key using the Denonstration of Proof-of-
Possessi on (DPoP) nechanism This provides a higher |evel of
security than a sinple bearer token, as the client nust prove
possession of the key to use the access token

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://drafts. aaronpk. com oaut h-j wt - dpop- grant/ dr af t - par ecki - oaut h-
jWm-dpop-grant.htm . Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-parecki-oauth-jwt-
dpop-grant/.

Di scussion of this docunent takes place on the Wb Authorization
Protocol Working Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/milmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com aar onpk/ oaut h-j wt - dpop- grant.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 August 2026.
Copyright Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

The JSON Web Token (JWI) Profile for QAuth 2.0 Cient Authentication
and Authorization Grants [ RFC7523] defines the use of a JW as an
aut hori zation grant, using the grant type

urn:ietf:params:oauth: grant-type:jw-bearer. This grant type
describes the use of a JW authorization grant as a bearer token,
which is susceptible to reuse by any party that obtains one.
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QAuth 2.0 Denpnstration of Proof-of-Possession at the Application
Layer (DPoP) [RFC9449] defines a nmechanismto bind access tokens to a
specific cryptographic key. This prevents the token from being used
by any party that does not have access to the private key.

Thi s specification extends the proof-of-possession concept to the
aut horization grant itself. It defines a new grant type,
urn:ietf:params: oauth: grant-type:jw-dpop, for cases where the JW
assertion is already bound to a DPoP key. To exchange the assertion
for an access token, the client nust provide a DPoP proof
denonstrating possession of the key to which the assertion is bound.
This makes the JWI assertion a sender-constrai ned credenti al

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2.1. Term nol ogy

Thi s specification uses the term nol ogy of [RFC6749], [RFC7521],
[ RFC7523], and [ RFC9449].

3. HITP Paraneter Bindings for Transporting Assertions

The QAuth Assertion Framework [ RFC7521] defines generic HITP
paraneters for transporting assertions (a.k.a. security tokens)
during interactions with a token endpoint. This section defines
specific paranmeters and treatnents of those paraneters for use with
JWI' DPoP- Bound Tokens.

3.1. Using DPoP-Bound JWI's as Authorization Grants
To use a DPoP-bound JWI as an authorization grant, the client makes
an access token request as defined in Section 4 of [RFC7521] with the

foll owi ng specific paraneter values and encodi ngs.

grant _type: REQU RED - The val ue MJST be
urn:ietf:parans: oauth: grant-type:jw-dpop

assertion: REQU RED - A single JWI, as defined in [ RFC7/519], that
contains a cnf claimas described in Section 4.

scope: OPTIONAL - The scope paraneter nmay be used, as defined in
[ RFC7521], to indicate the requested scope.
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Aut hentication of the client is optional, as described in

Section 3.2.1 of [RFC6749] and consequently, the client_id is only
needed when a formof client authentication that relies on the
paraneter is used

The client MJUST al so include a DPoP header as defined in Section 4 of
[ RFC9449], which constitutes a proof of possession for the key to
whi ch the assertion i s bound.

The foll owi ng exanpl e denpnstrates an access token request with a JW§
as an authorization grant (with extra Iine breaks for display
pur poses only):

POST /token HTTP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: applicati on/ x-ww-form url encoded

DPoP: eyJ0eXAi O Jkc@wK2p3dd sl nFszyl 61 kvTM U2l i wi andr | . .

grant _type=ur n%8Ai et f ¥%8Apar ans¥3Aoaut h%8Agr ant -t ype¥38Aj wt - dpop
&assertion=eyJhbCeci G JFUzI 1Ni | sl nt pZCl 61 j E21 nO.
eyJpc3M[...omtted for brevity...].

JOl -ZhwP[ .. .omitted for brevity...]

4. JW Format and Processing Requirenents

The aut horization server MJST validate the JW according to the
criteria below. Application of additional restrictions and policy
are at the discretion of the authorization server.

1. The authorization server MIST validate the DPoP proof in the DPoP
header as described in Section 4 of [RFC9449]. The htm cl ai m of
the DPoP JWI MUST be POST, and the htu claimnust nmatch the token
endpoi nt URL.

2. The authorization server MJST validate the JW assertion
according to the processing rules in Section 3.1 of [RFC7523] and
Section 4 of [I-D.ietf-oauth-rfc7523bis].

3. The authorization server MIST verify that the JW assertion
contains a cnf claimas defined in [RFC7800]. This cnf claim
MUST contain a jkt property with the hash of the public key as
defined in Section 6.1 of [RFC9449].

4. The authorization server MIST verify that the value of the the

j kt property of the cnf claimof the JW assertion exactly
mat ches the value of the jkt in the DPoP proof.
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If any of these validation steps fail, the authorization server MJST
return an invalid_grant error response.

4.1. Access Token Response

If the request is valid, the authorization server issues an access
token. The issued access token SHOULD al so be DPoP-bound to the sane

key fromthe DPoP proof. 1In this case, the token_type of the access
token MJUST be DPoP, and the response MJST include a token_type
paraneter with the value DPoP. |f a bearer token is issued, the

token_type MUST be Bearer.

5. Security Considerations
The security considerations described within the foll ow ng
specifications are all applicable to this docunent: "Assertion
Framework for QAuth 2.0 dient Authentication and Authorization
Grants" [RFC7521], "JSON Wb Token (JWI) Profile for QAuth 2.0 dient
Aut henti cation and Authorization Gants" [RFC7523], "Updates to QAuth
2.0 JSON Wb Token (JWI) dient Authentication and Asserti on-Based
Aut hori zation Gants" [I-D.ietf-oauth-rfc7523bis], "QAuth 2.0
Denonstrating Proof of Possession (DPoP)" [RFC9449], "The QAuth 2.0
Aut hori zation Framework" [RFC6749], and "JSON Wb Token (JWI)"
[ RFC7519] .

6. | ANA Consi derations

6.1. QAuth URI Registration

Thi s specification requests registration of the follow ng value in
the "OQAuth URI" registry established by [ RFC6755].

* URN: urn:ietf:paranms: oaut h: grant-type:jw -dpop
*  Common Nane: DPoP-bound JWI Aut horization G ant
* Change Controller: |IESG

* Specification Docunment(s): this docunent

7. Normmtive References
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* Changed DPoP check to use jkt string instead of jwk object to be
able to use sinple string conpari son.
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