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Abst r act

A obal Token Revocation enables parties such as a security incident
managenment tool or an external ldentity Provider to send a request to
an Aut horization Server to indicate that it should revoke all of a
user’s existing tokens and require that the user re-authenticates

bef ore issuing new tokens.

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The latest revision of this draft can be found at

https://drafts. aaronpk. com gl obal -t oken-revocati on/ draft - parecki -
oaut h- gl obal -t oken-revocation.htm . Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-
par ecki - oaut h- gl obal -t oken-revocati on/.

Di scussion of this docunent takes place on the Wb Aut horization

Prot ocol Working Goup nailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com aar onpk/ gl obal -t oken-revocati on

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

An QAut h Aut horization Server issues tokens in response to a user
authorizing a client. A party external to the QAuth Authorization
Server may wish to instruct the Authorization Server to revoke al
tokens belonging to a particular user, and prevent the server from
i ssuing new tokens for that user until the user re-authenticates.

For exanple, a security incident managenent tool nay detect anomal ous
behavi our on a user’s account, or if the user logged in through an
enterprise ldentity Provider, the Identity Provider may want to
revoke all of a user’s tokens in the event of a security incident or
upon the enpl oyee’s term nation

Thi s specification describes a new APl endpoint on an Authorization
Server that can accept requests fromexternal parties to revoke al
tokens associated with a given user

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2.1. Term nol ogy

Thi s specification uses the terns "Access Token", "Authorization
Code", "Authorization Endpoint", "Authorization Server" (AS),
"Client", "Client Authentication", "Client ldentifier", "Cient
Secret", "End-User", "G ant Type", "Protected Resource", "Redirection
URI ", "Refresh Token", "Resource Omer", "Resource Server" (RS) and

"Token Endpoint" defined by [ RFC6749], and the ternms "Openl D
Provider" (OP) and "I D Token" defined by [OpenlD.

Thi s specification uses the term"ldentity Provider" (1dP) to refer
to the Authorization Server or OpenlD Provider that is used for End-
User aut henticati on.

TODO. Repl ace RFC6749 references with QAuth 2.1
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2.2. Roles

In a typical QAuth deploynment, the QAuth client obtains tokens from
the aut horization server when a user |logs in and authorizes the
client. In many cases, the nethod by which a user authenticates at
the authori zation server is through an external identity provider

For exanple, a nobile chat application is an QAuth Cient, and
obt ai ns tokens fromits backend server which stores the chat

messages. The nobile chat backend plays the QAuth roles of "Resource
Server" and "Authorization Server".

In some cases, the user will log in to the Authorization Server using
an external (e.g. enterprise) ldentity Provider. |In that case, when
a user logs in to the chat application, the backend server may play
the role of an QAuth client (or OpenlD or SAML "relying party") to
the ldentity Provider in a new authorization or authentication flow

3. Token Revocati on

A revocation request is an HITP POST request containing a subject
identifier to the G obal Token Revocation endpoint, which starts the
process of revoking all tokens for the identified subject.

3.1. Revocation Endpoint

The d obal Token Revocation endpoint is a URL at the authorization
server which accepts HTTP POST requests with parameters in the HTTP
request nessage body using the application/json format. The d oba
Token Revocation endpoint URL MJUST use the https schene.

If the authorization server supports QAuth Server Metadata

([ RFC8414]), the authorization server SHOULD i nclude the URL of their
A obal Token Revocation endpoint in their authorization server

met adat a docunment using the gl obal token_revocati on_endpoi nt
paraneter as defined in Section 5.

The authorization server MAY alternatively register the endpoint
directly with tools that will use it.

3.2. Revocation Request
The request is a POST request with an application/json body
containing a single property sub_id, the value of which is a Security

Event Token Subject Identifier as defined in "Subject Identifiers for
Security Event Tokens" [RFC9493].
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In practice, this neans the value of sub_id is a JSON object with a
property format, and at |east one additional property dependi ng on
the val ue of format.

The request MJST al so be authenticated, the particular authentication
met hod and nmeans by which the authentication is established is out of
scope of this specification, but may include QAuth 2.0 Bearer Token

[ RFC6750] or a client authentication JW [RFC7523].

The foll owi ng exanpl e requests that all tokens for a user identified
by an enanil address be revoked using the Enail ldentifier Format as
defined in Section 3.2.2 of [RFC9493]:

POST /gl obal -t oken-revocati on

Host: exanpl e. com

Cont ent - Type: application/json

Aut hori zati on: Bearer f5641763544a7b24b08e4f 74045

"sub_id": {

"format": "email",

"emai |l ": "user @xanpl e. cont
}

}

If the user identifier at the authorization server is known by the
system maki ng the revocation request, the request can use the "Opaque
Identifer" format as defined in Section 3.2.4 of [RFC9493] to provide
the user identifier:

POST /gl obal -t oken-revocati on

Host: exanpl e. com

Cont ent - Type: application/json

Aut hori zati on: Bearer f5641763544a7b24b08e4f 74045

"sub_id": {
"format": "opaque",
"id": "el93177df dc52e3dd03f 78c"
}
}

If it is expected that the authorization server knows about the user
identifier at the 1dP, the request can use the "lIssuer and Subject
ldentifier"” format as defined in Section 3.2.3 of [RFC9493]:
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POST /gl obal -t oken-revocati on

Host: exanpl e. com

Cont ent - Type: application/json

Aut hori zati on: Bearer f5641763544a7b24b08e4f 74045

"sub_id": {
"format": "iss_sub",
"iss": "https://issuer.exanple.com™
"sub": "af19c476f 1dc4470f a3d0d9a25"

}
}

3.3. Revocation Expectations

Upon receiving a revocation request, authorizing the request, and
validating the identified user, the Authorization Server

*  MJIST revoke all active refresh tokens

* SHOULD invalidate all access tokens, although it is recognized
that it mght not be technically feasible to invalidate access
tokens (see Section 4 bel ow)

*  MUIST re-authenticate the user before issuing new access tokens or
refresh tokens

3.4. Revocation Response
Thi s specification indicates success and error conditions by using
HTTP response codes, and does not define the response body format or
content.

3.4.1. Successful Response
To indicate that the request was successful and revocation of the
requested set of tokens has begun, the server returns an HTITP 204
response.

3.4.2. Error Response

The foll owing HTTP response codes can be used to indicate various
error conditions:

*  *400 Bad Request*: The request was mal forned, e.g. an unrecognized
or unsupported type of subject identifier

* *401 Unauthorized*: Authentication provided was invalid.
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4.

* *403 Forbi dden*: Insufficient authorization, e.g. m ssing scopes.

* *404 User Not Found*: The user indicated by the subject identifier
was not found.

* *422 Unable to Process Request*: Unable to | og out the user
Revocati on of Access Tokens

QAuth 2.0 allows deploynent flexibility with respect to the style of
access tokens. The access tokens may be self-contained (e.qg.

[ RFCO068]) so that a resource server needs no further interaction
with an authorization server issuing these tokens to perform an

aut hori zati on decision of the client requesting access to a protected
resource. A system design may, however, instead use access tokens
that are handles (commonly referred to as "reference tokens")
referring to authorization data stored at the authorization server

Wil e these are not the only options, they illustrate the
inmplications for revocation. |In the latter case of reference tokens,
the authorization server is able to revoke an access token by
renoving it fromstorage. |In the forner case, wthout storing
tokens, it nay be inpossible to revoke tokens w thout taking
addi ti onal measures. One such neasure is to use
[I-Dietf-oauth-status-list] to maintain a distributed and easily-
compressed |ist of token revocation statuses.

For this reason, revocation of access tokens is optional in this
specification, since it my pose too significant of a burden for
inplementers. It is not required to revoke access tokens to be able
to return a success code to the caller

Aut hori zati on Server Mt adata

The foll owi ng authori zation server netadata paraneters [RFC8414] are
i ntroduced to signal the server’'s capability and policy with respect
to d obal Token Revocation

"gl obal _token_revocation_endpoint": The URL of the authorization
server’s gl obal token revocation endpoint.

"gl obal token_revocation_endpoi nt _auth_net hods_supported": OPTI ONAL.
JSON array containing a list of client authentication methods
supported by this introspection endpoint. The valid client
aut henti cati on met hod val ues are those registered in the | ANA
"QAut h Token Endpoi nt Authenticati on Methods" registry
[ 1 ANA. oaut h- paranmeters] or those registered in the | ANA "QAuth
Access Token Types" registry [l ANA oaut h-paraneters]. (These
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values are and will remain distinct, due to Section 7.2 of
[ RFC8414].) |If omtted, the set of supported authentication
met hods MJST be determ ned by ot her neans.

6. Security Considerations
6.1. Authentication of Revocation Request

While Section 3.2 requires that the revocation request is an
aut henti cated request, the specifics of the authentication are out of
scope of this specification

Since the revocation request ultinmately has w de-reaching effects (a
user is expected to be logged out of all devices), this presents a
new Deni al of Service attack vector. As such, the authentication
used for this request SHOULD be narrowy scoped to avoid granting
unnecessary privileges to the caller

For exanple, if using QAuth Bearer Tokens, the token SHOULD be issued
with a single scope that enables it to performonly the revocation
request, and no other type of token issued should include this scope.

If the authorization server is nmulti-tenant (supports nmultiple
custoners) through different identity providers, each identity

provi der SHOULD use its own scoped credential that is only authorized
to revoke tokens for users within the sanme tenant.

6.2. Enuneration of User Accounts

Typically, an APl that accepts a user identifier and returns

di fferent statuses dependi ng on whet her the user exists would provide
an attack vector allow ng enunmeration of user accounts. This
specification does require a "User Not Found" response, so would
nornmal ly fall under this category. However, requests to the endpoint
defined by this specification are required to be authenticated, so
this is not considered a public endpoint.

If the tool making the request is conprom sed, and the attacker can
i npersonate the requests fromthis tool (either by coercing the too
to nmake the request, or by extracting the credentials), then the
attacker would be able to enunerate user accounts. However, since
the request is not just testing the presence of a user account, but
actual ly revoking the tokens associated with the user if successful,
this would likely be easily visible in any audit |ogs, as many users
tokens woul d be revoked in a short period of tine.
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To mitigate sone of the concerns of providing such a powerful AP
endpoint, the users that a particular client can request revocation
for SHOULD be Iimted, and the authentication of the request SHOULD
be used to scope the possible user revocation list to only users
authorized to the client as described in Section 6.1

For exanple, a nulti-tenant identity provider that uses different
signing keys for users associated with different tenants, can al so
use the sanme signing keys to authenticate revocation requests, such
as creating a JW to use as client authentication as described in

[ RFC7523]. This enables the authorization server receiving the
request to only accept revocation requests for users that are
associ ated with the particular tenant at the identity provider.

6.3. Malicious Authorization Server
Fromthe point of view of an identity provider that supports
integrations with multiple downstream applications, there is an
opportunity for a downstream application to maliciously set up a
G obal Token Revocation endpoint to harvest user identifiers and
aut henti cation of the revocation requests.
Simlarly as described in Section 6.1 above, each integration SHOULD
be using separate authentication credentials, and each credentia
SHOULD be scoped as narrowly as possible, such that a nalicious
server that receives this authentication cannot replay it anywhere
el se to performany actions on other systens.

7. 1 ANA Consi derations

7.1. CQAuth Authorization Server Metadata

| ANA has (TBD) registered the follow ng values in the | ANA "QAuth
Aut hori zation Server Metadata" registry of [IANA oauth-paraneters]
establ i shed by [ RFC8414].

*Met adat a Name*: gl obal _t oken_revocati on_endpoi nt

*Met adat a Description*: URL of the authorization server’s gl oba
t oken revocati on endpoint.

*Change Controller*: |ESG
*Speci fication Docunent*: Section X of [[ this specification ]]

*Met adat a Nane*:
gl obal _token_revocati on_endpoi nt _aut h_nmet hods_supported
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*Met adata Description*: OPTIONAL. Indicates the list of client
aut henti cati on met hods supported by this endpoint.

*Change Controller*: |ESG

*Speci fication Document*: Section X of [[ this specification ]]
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Appendi x A, Relationship to Related Specifications
A. 1. RFC7009: Token Revocation

QAuth 2.0 Token Revocation [RFC7009] defines an endpoint for

aut hori zation servers that an QAuth client can use to notify the
aut hori zati on server that a previously-obtained access or refresh
token is no | onger needed.

The request is made by the QAuth client. The input to the Token
Revocation request is the token itself, as well as the client’s own
aut henti cation credentials.

This differs fromthe d obal Token Revocation endpoi nt whi ch does not
take a token as an input, but instead takes a user identifier as
input. It is not called by QAuth clients, but is instead called by
an external party such as a security nonitoring tool or an identity
provi der that the user used to authenticate at the authorization
server.
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A. 2. Openl D Connect Front-Channel Logout

Openl D Connect Front-Channel Logout (https://openid.net/specs/openid-
connect-frontchannel -1_0. htm ) provides a nmechanismfor an Openl D
Provider to log users out of Relying Parties by redirecting the user
agent .

Wil e the | ogout request is the sane direction as this draft
describes, this relies on the redirection of the user agent, so is
only applicable when the user is actively interacting with the
application in a web browser.

The d obal Token Revocation request works regardl ess of whether the
user is actively using the application, and is also applicable to
non-web based applicati ons.

A. 3. Openl D Connect Back- Channel Logout

Openl D Connect Back- Channel Logout (https://openid. net/specs/openid-
connect - backchannel -1_0. htm ) provides a mechanismfor an OpenlD
Provider to log users out of a Relying Party by maki ng a back-channel
PCST request containing the user identifier of the user to | og out.

This is the nobst simlar existing |ogout specification to d oba
Token Revocation. However, there are still a few key differences
that make it insufficient for the use cases enabled by d obal Token
Revocati on.

Qpenl D Connect Back- Channel Logout requires Relying Parties to clear
state of any sessions for the user, but doesn’t mention anything
about access tokens. It also says that refresh tokens issued with
the of fline_access scope "SHOULD NOT be revoked". This is a
concretely different outcome than is described by d obal Token
Revocation, which requires the revocation of all refresh tokens for
the user regardl ess of whether the refresh token was issued with the
of fli ne_access scope.

Openl D Connect Back- Channel Logout al so assunes that the Relying
Party inplements Openl D Connect, which creates inplenentation
chal l enges to use it when the Relying Party actually integrates with
the identity provider using other specifications such as SAM.

Par ecki Expi res 29 January 2026 [ Page 12]



I nternet-Draft A obal Token Revocati on July 2025

Addi tionally, OpenlD Connect Back-Channel Logout identifies the user
using the sub claimof an ID token. This limts the applicability,
since there is no mechanismto identify the user by email address or
other identifier that m ght be known between the identity provider
and aut horization server. G obal Token Revocation instead relies on
Security Event Token Subject ldentifiers ([RFC9493]) which provide
mul tiple options for identifying the user

G obal Token Revocation works regardl ess of the protocol that the
user uses to authenticate, so works equally well w th Openl D Connect
and SAM. i ntegrations.

A. 4. Shared Signal s Franework

The Shared Signals Franework at the Openl D Foundation provi des two
specifications that have functionality related to session and token
revocati on.

Conti nuous Access Evaluation Profile (CAEP)
(https://openid. net/specs/openi d- caep-specification-1_0.htm) defines
several event types that can be sent between cooperating parties. In
particul ar, the "Session Revoked" event can be sent froman identity
provider to an authorization server when the user’s session at the
identity provider was revoked. The nmain difference between this and
the d obal Token Revocation request is that the CAEP event is a
signal that may or nmay not be acted upon by the receiver, whereas the
G obal Token Revocation request is a command that has a defined |ist
of expected outcones.

Ri sk I ncident Sharing and Coordination (Rl SC

(https://openid. net/specs/openid-risc-profile-specification-1_0.htm)
defines events that have sonewhat stronger defined neani ngs conpared
to CAEP. In particular, the "Account Disabled" event has clear
meani ng and strongly inplies that a receiver should al so disable the
speci fied account. However, RISC al so has a nechanismfor a user to
opt out of sending events for their account, so it does not provide
the same | evel of assurance as a d obal Token Revocation request.

Lastly, it is nore conplex to set up a receiver for CAEP and RI SC
events conpared to a receiver for the @ obal Token Revocation
request, so if the receiver is only interested in supporting the
revocation use cases, it is nuch sinpler to support the single POST
request described in this draft.

Appendi x B. Document Hi story

(( To be renoved fromthe final specification))
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-05

* Editorial clarifications

* Added specific references to subject identifier formats
-04

* Edits for clarity

* Fixed prose description renam ng subject to sub id

-03

* Renamed property fromsubject to sub_id for consistency with JW
cl ai m name defined in RFC9493

* Added reference to draft-ietf-oauth-status-Iist

* Added additional security considerations for authentication of the
revocation request and malicious authorization servers

-02
* Added security consideration around enuneration of user accounts

* Added an appendi x describing the differences between this and
rel ated | ogout specifications

-01
* (Carified revocati on expectations
* Better definition of endpoint
* Added section defining endpoint in Authorization Server Mt adata
-00
* Initial Draft
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