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Abst ract

Thi s specification defines the concept of a Cient Identifier Prefix
to enabl e Authorization Servers and Clients to use nore than one
mechani smto obtain and validate Cient netadata.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://drafts.aaronpk. com oauth-client-id-prefix/draft-parecki-
oauth-client-id-prefix.htm. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-parecki-oauth-
client-id-prefix/.

Di scussion of this docunent takes place on the Wb Aut horization

Prot ocol Working Goup nailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com aar onpk/ oaut h-client-id-prefix.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

3.

I nt roducti on

A Cdient ldentifier is used by an QAuth 2.0 Cdient to identify itself
to an Authorization Server. The Client Identifier is used in the

Aut hori zati on Request and various other places throughout OAuth
flows. In ecosystens where nore than one method of obtaining and
validating Client metadata is used, it is necessary to indicate
unanbi guously which nethod is used. This specification defines a
structure for Cient ldentifiers that includes a prefix indicating
the Cient Identifier Prefix.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Client ldentifier Prefix

Thi s specification defines the concept of a Cient Identifier Prefix
that indicates how an Authorization Server is supposed to interpret
the Client Identifier and associated data in the process of dient
identification, authentication, and authorization. The dient
Ildentifier Prefix enables deployments of this specification to use
different mechanisnms to obtain and validate nmetadata of the dient
beyond the scope of [ RFC6749].

The Client Identifier Prefix is a string that MAY be comuni cated by
the Client in a prefix within the client_id paranmeter in the

Aut hori zation Request. A fallback to pre-registered Clients as in

[ RFC6749] or a default Cient lIdentifier Prefix is in place as a
default mechanismin case no Cient ldentifier Prefix was provided.

A certain Client ldentifier Prefix may require the Client to sign the
Aut hori zati on Request as neans of authentication and/or pass

addi tional parameters and require the Authorization Server to process
t hem

1. Syntax

In the client _id Authorizati on Request paraneter and ot her places
where the Client Identifier is used, the Cient Identifier Prefixes
are prefixed to the usual Cient ldentifier, separated by a : (colon)
character:

<client _id prefix> <orig client _id>
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Here, <client_id prefix>is the Cient Identifier Prefix and

<orig client_id>is an identifier for the ient within the nanespace
of that prefix. See Section 3.3 for Cient ldentifier Prefixes
defined by this specification

Aut hori zation Servers MJST use the presence of a : (colon) character
and the content preceding it to determine whether a Client ldentifier
Prefix is used. |If a : character is present, and the content
preceding it is a recognized and supported Cient ldentifier Prefix
val ue, the Authorization Server MIUST interpret the Client Identifier
according to the given dient ldentifier Prefix. The dient
Identifier Prefix is defined as the string before the (first)
character. |f the Authorization Server does not support the Cient
ldentifier Prefix, the Authorization Server MJST refuse the request.

For exanple, an Authorization Request might contain

client _id=client _attestation:exanple-client to indicate that the
client_attestation Client Identifier Prefix is to be used and that
within this prefix, the Cient can be identified by the string
exanpl e-client.

Note that the Cient nay need to determne which Cient ldentifier
Prefixes the Authorization Server supports prior to sending the
Aut hori zation Request in order to ensure the client’'s preferred
prefix is supported.

3.2. Fallback for Unrecognized dient |ID Prefixes

If a: character is not present in the Cient Identifier, the

Aut hori zation Server MUST treat the Client ldentifier as referencing
a pre-registered client. This is equivalent to the [RFC6749] default
behavior, i.e., the Cient Identifier needs to be known to the

Aut hori zation Server in advance of the Authorization Request. The
Client netadata is pre-registered using [ RFC7591] or through out-of -
band nmechani sns.

For exanple, if an Authorization Request contains client_id=exanple-
client, the Authorization Server would interpret the dient
Identifier as referring to a pre-registered client.

If a: character is present in the Uient Identifier but the value
preceding it is not a recognized and supported Client Identifier
Prefix value, the Authorization Server MAY treat the dient
Identifier as having a default Cient ldentifier Prefix.
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3.

3.

2

3.

For exanpl e, an Authorization Request containing a client_id value of
https://client. exanpl e.com metadata.json could be interpreted by the
Aut hori zation Server as referring to a dient | D Metadata Docunent
[1-D. draft-parecki-oauth-client-id-netadata-docunent], with the
default Cient ldentifier Prefix being client-id-netadata-docunent.

Fromthis definition, it follows that pre-registered clients MJST NOT
contain a : character preceded i mediately by a supported dient
Identifier Prefix value in the first part of their Cient ldentifier

1. Exanple

Depl oynments that use https URLs as client IDs and that have only one
way to resolve client nmetadata fromthe URL, MAY use only the ful
https URL as the client ID. If there is only one way to resol ve
client metadata then there is no anbiguity in which netadata
retrieval nmethod to use, and are not susceptible to client identifier
m xup attacks as described in Section 6.1

For exanple, an authorization server using only the Cient ID
Met adat a Docunent

[1-D. draft-parecki-oauth-client-id-netadata-docunent] nethod to
retrieve client netadata MAY accept client IDs such as

https://client.exanpl e. com nmet adat a. j son

This results in this non-normative exanpl e of an authorization
request:

GET /aut hori ze?
response_t ype=code
&client _id=https¥BAYRFY2Fcl i ent. exanpl e. or g¥2Fnet adat a. j son
&redirect _uri=https¥BAYRF¥2Fcl i ent.exanpl e. or g¥2Fcal | back
&code_chal | enge=GdE4nqBr wRxQF N2Y8f q3r r Yk_kkpwg6t Q74J94- 2nHw
&code_chal | enge_net hod=S256
&scope=write

Defined Client ldentifier Prefixes

This specification defines the following Client Identifier Prefixes,
foll owed by the exanpl es where appli cabl e:

* redirect_uri: This value indicates that the Cient ldentifier
(without the prefix redirect_uri:) is the dient’s Redirect UR
(or Response URI when Response Modde direct_post is used). The
Aut hori zation Request MJST NOT be signed. The Cient MAY onit the
redirect _uri Authorization Request paranmeter. Exanple dient
Identifier: redirect _uri:https%BA%RF%2Fclient. exanpl e. org¥%2Fch
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* client_id_netadata_document: This value indicates that the Cient
Identifer (without the prefix client_id_nmetadata docunent:) is the
client’s Cient |ID Metadata Docunent
[1-D. draft-parecki-oauth-client-id-netadata-docunent].

* https: This Cient Identifier Prefix MJST NOT be registered.
4. Example

The following is a non-normative exanple of an authorization request
with the client id netadata _docunent Client |ID Prefix:

GET /aut hori ze?
response_t ype=code
&client _id=client_id _nmetadata_docunent: htt ps¥8A¥RF%2Fcl i ent. exanpl e. or g%2Fnet adat a. j son
& edirect _uri=https¥BAYRFY2Fcl i ent.exanpl e. or g¥2Fr edi r ect
&code_chal | enge=GdE4nqgBr wRxQF N2Y8f q3r r Yk_kkpwg6t Q74J94- 2nHw
&code_chal | enge_net hod=S256
&scope=write

5. Authorization Server Mtadata

Aut hori zation servers that publish Authorization Server Mt adata
([ RFC8414]) MUST include the follow ng properties to indicate support
for client ID prefixes as described in this specification

client _id_prefixes_supported: REQU RED. A JSON array of strings
indicating the registered client ID prefixes supported by this
aut hori zation server.

6. Security Considerations
6.1. dient ldentifier M xups

Confusing Clients using a Client Identifier Prefix with those using
none can lead to various m xup attacks. Therefore, Authorization
Servers MJUST al ways use the full Cient ldentifier, including the
prefix if provided, within the context of the Authorization Server or
its responses to identify the client. This refers in particular to
pl aces where the Cient ldentifier is used in [ RFC6749] as well as in
any artifacts such as the aud claimof JW access tokens [ RFCO068].

7. | ANA Consi derati ons
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7.1. CQAuth Authorization Server Metadata Registry

The foll owi ng authorization server netadata value is defined by this
specification and (TBD) registered in the [ ANA "OQAuth Aut horization
Server Metadata" registry established in QAuth 2.0 Authorization
Server Metadata [ RFC8414].

* Metadata Nanme: client_id_prefixes_supported

* NMetadata Description: A JSON array of strings indicating the
client 1D prefixes supported by the authorization server.

* Change Controller: |IETF

* Specification Docunment: Section 5 of [[ this specification ]]
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