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Abst r act

Thi s specification defines a mechani smthrough which an QAuth client
can identify itself to authorization servers, w thout prior dynanic
client registration or other existing registration. This is through
the usage of a URL as a client_id in an QAuth flow, where the URL
refers to a docunent containing the necessary client netadata,
enabling the authorization server to fetch the netadata about the
client as needed.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://drafts. aaronpk. com draft - parecki-oaut h-client-id-netadat a-
docunent / dr aft - par ecki - oaut h-cl i ent -i d- met adat a- docunent . ht mi .
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-parecki-oauth-client-id-
met adat a- docunent /.

Di scussion of this docunent takes place on the Wb Aut horization

Prot ocol Working Goup nmailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. conl aar onpk/ dr aft - par ecki - oaut h-cl i ent -i d- met adat a-
docunent .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time.
material or to cite themother than as "work in progress."

It is inappropriate to use Internet-Drafts as reference

This Internet-Draft will expire on 24 January 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i ncl ude Revised BSD License text as

| i cense-info)
Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunent nust

described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In order for an QAuth 2.0 [RFC6749] client to utilize an OQAuth 2.0
aut hori zation server, the client needs to establish a unique
identifier, and needs to to provide the server with metadata about
the application, such as the application name, icon and redirect

URIs. |In cases where a client is interacting with authorization
servers that it has no relationship with, nanual registration is
i mpossi bl e.

VWil e Dynamic Cient Registration [ RFC7591] can provide a nethod for
a previously unknown client to establish itself at an authorization
server and obtain a client identifier, this is not always practical
in some deploynments and can create additional challenges around
managenent of the registration data and cl eanup of inactive clients.

Thi s specification describes how an QAuth 2.0 client can publish its
own registration infornmation and avoid the need for pre-registering
at each authorization server.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

3. Cdient ldentifier

This specification defines the client identifier as a URL with the
following restrictions. dient identifier URLs MJST have an "https"
schene, MJST contain a path conponent, MJST NOT contain single-dot or
doubl e-dot path segnents, MJST NOT contain a fragment conponent and
MUST NOT contain a usernane or password Client identifier URLs SHOULD
NOT include a query string conponent, and MAY contain a port.

This specification places no restrictions on what URL is used as a
client identifier. A short URL is RECOMVENDED, since the URL may be
di splayed to the end user in the authorization interface or in
managenent interfaces. Usage of a stable URL that does not
frequently change for the client is al so RECOVMENDED.
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4.

4.

Client Information Discovery

One purpose of registering clients at the authorization server is so
that the authorization server has additional information about the
client that can be used during an QAuth flow, such as presenting

i nformati on about the client to the user in an authorization consent
screen, for example the client nane and | ogo.

The aut horization server SHOULD fetch the docunent indicated by the
client _id to retrieve the client registration infornmation

1. dient Metadata

The client netadata docunment URL is a JSON document containing the
met adata of the client. The client netadata val ues are the val ues
defined in the QAuth Dynanmic Cient Registration Metadata QAuth
Paraneters registry https://ww.iana. org/assi gnnent s/ oaut h-

par anet er s/ oaut h- par anmet er s. xht nl #cl i ent - net adat a

(https://ww. i ana. or g/ assi gnnent s/ oaut h- par anet er s/ oaut h-

par anet er s. xht m #cl i ent - met adat a) .

The client netadata docunment MJUST contain a client _id property whose
val ue MUST natch the URL of the docunent using sinple string
conparison as defined in [ RFC3986] Section 6.2.1

The client nmetadata document MAY define additional properties in the
response. The client netadata docunent MAY al so be served with nore
specific content types as long as the response is JSON and conforns
to application/ <AS-defi ned>+j son

As there is no way to establish a shared secret to be used with
client metadata docunments, the following restrictions apply on the
contents of the client metadata docunent:

* the token_endpoi nt_auth_nethod property MJUST NOT incl ude
client_secret post, client_secret basic, client_secret jwt, or any
ot her nethod based around a shared symetric secret.

* the client_secret and client_secret_expires_at properties MJST NOT
be used

See Section 6.2 for nore details.

O her specifications MAY pl ace additional restrictions on the
contents of the client metadata document accepted by authorization
servers inplenenting their specification, for instance, preventing
the registration of confidential clients by requiring the

t oken_endpoi nt _auth_net hod property be set to "none"
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TBD: W may want a property such as client_id_expires_at for
indicating that the client is ephemeral and not valid after a given
ti mestanp, especially for documents issued by a service for

devel opnment pur poses.

4.2. dient Metadata Docunents for Devel opnent Purposes

An aut hori zation server may have restrictions on what it accepts as
valid redirect _uris, for instance, limting themto the sane-origin
as the client _id or client _uri properties. However, if an

aut hori zati on server does place additional restrictions on the
accepted redirect _uris then it SHOULD provide at |east one Client ID
Met adat a Docunent Service (described bel ow) which is exenpt from
these restrictions.

When devel opi ng applications agai nst an authorization server which
uses this specification, devel opers often encounter the issue of "
do | serve a Cient ID Metadata Docunent at a publicly accessible
https URL whil st devel oping ny application on ny | ocal host?"

how

To enabl e devel opers to author applications on their nachines,

wi t hout exposing their machines to the public internet, the usage of
Client | D Metadata Docunent Services by the authorization server is
RECOMVENDED.

A dient ID Metadata Docunment Service is a web service through which
devel opers can acquire a stable URL to a Client |ID Metadata Docunent.
This service MAY expire clients fromtine to tinme, and MAY require
devel opers to provide additional information about the client being
devel oped.

By providing at | east one Client |ID Metadata Docunent Service, an
aut hori zati on server can enabl e devel opers to create applications,
and still indicate to non-technical people that the client that they
are about to authorize is currently under-devel opnment and may not be
trustworthy or secure.

4.3. Metadata Discovery Errors

If fetching the nmetadata docunent fails, the authorization server
SHOULD abort the authorization request.

4.4. Metadata Caching

The aut hori zation server MAY cache the client netadata it di scovers
at the client netadata docunent URL.
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The aut horization server SHOULD respect HITP cache headers [ RFC9111]
when caching client metadata, but MAY define its own upper and/or
| ower bounds on an acceptable cache lifetinme as well.

The aut hori zation server MUST NOT cache error responses. The
aut hori zati on server al so MJST NOT cache docunments which are invalid
or mal f or ned.

4.5. Redirect URL Registration

According to [ RFC9700], the authorization server MJST require
registration of redirect URIs, and MJST ensure that the redirect UR
in a request is an exact match of a registered redirect UR

This method of client information discovery establishes a registered
redirect URl with the authorization server which is used when
conparing the redirect URI in an authorization request agai nst the
registered redirect URISs.

5. Authorization Server Mt adata

Aut hori zation servers that publish Authorization Server Mt adata
[ RFC8414] MUST include the follow ng property to signal support for
client metadata docunments as described in this specification

client_id_metadata _document _supported: OPTIONAL. Bool ean val ue
speci fyi ng whether the authorization server supports retrieving
client metadata froma client_id URL as described in this
speci fication.

This enables clients to avoid sending the user to a dead end, by only
redirecting the user to an authorization server that supports this
specification. Oherwise, the client would redirect the user and the
user would be nmet with an error about an invalid client as described
by Section 4.1.2.1 of [RFC6749].

6. Security Considerations
In addition to the security considerations in QAuth 2.0 Core

[ RFC6749], and QAuth 2.0 Threat Model and Security Considerations
[ RFC6819], and [ RFC9700] the additional considerations apply.
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6.1. Relationship between redirect_uris and client_id or client_uri

An aut hori zation server MAY inpose restrictions or relationships
between the redirect _uris and the client _id or client_uri properties,
for exanple to restrict the redirect _uri to the sane-origin as the
Client |1 D Metadata Docunent. Wthout restrictions |ike these, there
are potential trust and safety issues where the client attenpts to

i npersonate a nmore well-known client or otherwi se act in a way which
is malicious or puts the end-user at risk

Havi ng no restrictions on the relationship between redirect _uris and
client _id or client_uri was a comopn practice with [Solid-ODC's
Client ID Docurments, so this ability is preserved for backwards
compatibility between [Solid-O DC] and this specification

Sone restrictions on redirect _uris can nake devel oper usage of Cient
I D Metadata Docunents difficult. The section Section 4.2 contains
recomrendati ons for enabling devel opnent usage of Client |ID Metadata
Docurent s for authorization servers that inpose restrictions on the
redi rect _uri

6.2. dient Authentication

Since the client establishes its own registration data at the

aut hori zation server, prior coordination of client credentials is not
possi ble. However, clients MAY establish credentials at the

aut hori zati on server by using authentication nethods that use public/
private key pairs, by publishing the public key in their nmetadata
docunent .

For exanple, the client MAY include the follow ng properties inits
met adat a document to establish a public key and advertise the
private_key jw authentication nethod defined in [ Qpenl D]:

{

;fbken_endpoint_auth_nethod": "private_key jwt",
"jwks_uri": "https://client.exanple.conljwks.json"

}

This establishes this client as a confidential client, and any
communi cation with the authorization server MJST include client
aut hentication of the registered type.

The particular nmethod of how the client nanages the private key is

out of scope of this specification, but may include manual
provi sioning or nmethods such as Attestation Based dient
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Aut hentication [I-D.draft-ietf-oauth-attestation-based-client-auth].
For exanple, the client developer could run a dient Attester
Backend, using a native application’s platformspecific APIs to
authenticate to the backend service, where the private key
corresponding to the jwks uri key is managed by the backend servi ce.
This would allow a nobile app to request JWs fromthe backend
service that the nobile app could then use as client authentication
to the authorization server.

3. Changes in dient Keys

If the authorization server notices that the jwks uri or the contents
at the jwks_uri have changed conpared to the last tinme it fetched the
met adata, the authorization server MAY take actions such as revoking
any tokens issued to this client, or revoking the user’s consent for
this client. The particular actions to take are left up to the

di scretion of the authorization server based on its own risk
assessnent .

4. (QAut h Phishing Attacks

Aut hori zation servers SHOULD fetch the client_id netadata docunent
provided in the authorization request in order to provide users with
addi tional information about the request, such as the application
name and logo. |If the server does not fetch the client metadata
docunent, then it SHOULD take additional nmeasures to ensure the user
is provided with as nuch information as possi bl e about the request.

The aut hori zation server SHOULD di splay the hostnane of the client_id
on the authorization interface, in addition to displaying the fetched
client information if any. Displaying the hostname hel ps users know
that they are authorizing the expected application.

If fetching the client netadata docunent fails for any reason, the
client _id URL is the only piece of information the user has as an
i ndi cation of which application they are authori zing.

5. Server Side Request Forgery (SSRF) Attacks

Aut hori zation servers fetching the client netadata docunent and
resolving URLs located in the netadata docunent shoul d be aware of
possi bl e SSRF attacks. Authorization servers SHOULD avoi d fetching
any URLs using private or |oopback addresses and consi der network
policies or other measures to prevent naking requests to these
addresses. Authorization servers SHOULD al so be aware of the
possibility that URLs mi ght be non-http-based URI schenes which can
| ead to other possible SSRF attack vectors.
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6. Maxi mum Response Size for Cient Metadata Docunents

Aut hori zation servers SHOULD |limt the response size when fetching
the client netadata docunent, as to avoid denial of service attacks
agai nst the authorization server by consum ng excessive resources
(menory, disk, database). The recomended nmaxi mum response size for
client metadata documents is 5 kil obytes.

7. Displaying Logos to End-Users

Aut hori zation servers that wish to nake use of the | ogo uri property
within client metadata docunment SHOULD prefetch the file at |ogo_uri
and cache it for the cache duration of the client netadata document.
This allows for noderation tools to verify the file contents (e.qg.,
preventing usage of |ogos that | ook Iike other |ogos), as well as
preventing the |l ogo from being dynami cally changed to confuse an end-
user.

Caching of the logo_uri response can additionally prevent cross-
domai n tracking through the I ogo _uri being requested by the client,
since the cached file would be served not fromthe renpte URl but
instead froma URI that the Authorization server trusts

8. dient |D Donmain Trust

The aut hori zati on server MAY choose to have its own heuristics and
policies around the trust of domain nanes used as client |Ds.

For exanple, the authorization server could require that the first
100 users to authorize a client_id see an additional warning screen
before the QAuth consent screen. The authorization server could
check attributes of the domain reputation, such as how recently the
domai n was regi stered, and put up extra warnings for new domains.

I ANA Consi derations
1. CQAuth Authorization Server Metadata Registry
The foll owi ng authorization server netadata value is defined by this
specification and registered in the I ANA "QAuth Aut hori zation Server
Met adat a" registry established in QAuth 2.0 Authorization Server
Met adat a [ RFC8414] .
* Metadata Name: client_id_metadata docunment _supported:
* NMetadata Description: JSON bool ean val ue speci fyi ng whet her the

aut hori zati on server supports retrieving client netadata froma
client _id URL.
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* Change Controller: |IETF

* Specification Docunment: Section 5 of [draft-parecki-oauth-client-
i d- met adat a- docunent - 03]
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