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Abst r act

Thi s docunent defines a gl og event schema containing concrete events
for the core HTTP/ 2 protocol and sel ected extensions.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://LPardue. gi t hub.i o/ draft-pardue-httpbis-qgl og-h2-events/draft-
par due- ht t pbi s- gl og- h2-events. htm . Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-

par due- ht t pbi s- gl og- h2-events/.

Di scussi on of this docunent takes place on the HTTP Wirki ng G oup
mailing list (mailto:ietf-http-wy@3.o0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/.

Source for this draft and an issue tracker can be found at
https://github. com LPardue/ draft-pardue-httpbis-qgl og- h2-events.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026
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1. Introduction

Thi s docunent defines a qlog event schema (Section 8 of [QLOG MAIN])
contai ni ng concrete events for the core HTTP/2 protocol [HTTP/ 2] and
sel ected extensions ([ALTSVC], [ORIG N, [ EXTENDED- CONNECT] and

[ EXTENSI BLE_PRI ORI TI ZATI QN] ) .

The event namespace with identifier http2 is defined; see Section 3.
In this nanespace nultiple events derive fromthe gl og abstract Event
class (Section 7 of [QLOG MAIN]), each extending the "data" field and
defining their "nane" field values and senmanti cs.

Table 1 summari zes the name val ue of each event type that is defined
in this specification. Some event data fields use conplex data
types. These are represented as enuns or re-usable definitions,

whi ch are grouped together on the bottom of this docunent for

clarity.
[S eemesfoms b besoe s esoefsese s ese s ess s es el ess e os s ess s espe gl s e
| Nane val ue | I'mportance | Definition
[ el el st
| http2: paraneters_set | Core | Section 4.1
T Ty S ISRy I +
| http2:parameters_restored | Core | Section 4.2
o e e e e e R S +
| http2:franme_created | Core | Section 4.3
O S TR . +
| http2:frame_parsed | Core | Section 4.4
Fom e meemeeeeeeeccieaaaaaaa S ISRy I +

Table 1: HITP/ 2 Events
2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The event and data structure definitions in ths docunment are
expressed in the Concise Data Definition Language [CDDL] and its
ext ensi ons described in [ QOG MAIN] .

The following fields from[Q.OG MAIN] are inported and used: nane,
nanespace, type, data, group_id, Rawinfo, and tine-related fields.
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Events are defined with an inportance | evel as described in
Section 8.3 of [QLOG MAIN].

As is the case for [QLOG MAIN], the glog schema definitions in this
docunent are intentionally agnostic to serialization formats. The
choice of format is an inplenmentation decision.

3. Event Schema Definition

Thi s docunent describes how HTTP/2 is expressed in glog with an event
schenma. Per the requirenents in Section 8 of [QLOG MAIN], this
docunent registers the http2 nanmespace. The event schema URI is
urn:ietf:parans: gl og: events: http2.

3.1. Draft Event Schema Ildentification
This section is to be renoved before publishing as an RFC

Only inplenmentations of the final, published RFC can use the events
bel onging to the event schema with the URI

urn:ietf:params: gl og: events: http2. Until such an RFC exi sts,

i mpl ementations MJUST NOT identify thenselves using this URI.

I mpl enent ati ons of draft versions of the event schema MJUST append the
string "-" and the corresponding draft nunber to the URI. For
exanple, draft 99 of this docunent is identified using the URI
urn:ietf:parans: gl og: events: http2-99.

The nanespace identifier itself is not affected by this requirenent.
4. HITP/ 2 Events

HTTP/ 2 events extend the $Protocol Event Dat a extension point defined
in [QLOG-MAIN]. Additionally, they allow for direct extensibility by
their use of per-event extension points via the $$ CDDL "group
socket" syntax, as also described in [ QOG MAIN.
HTTP2Event Dat a = HTTP2Par anet er sSet /

HTTP2Par amet er sRest ored /

HTTP2Fr aneCreat ed /

HTTP2Fr anePar sed
$Pr ot ocol Event Data /= HTTP2Event Dat a

Figure 1: HTTP2EventData definiti on and Protocol Event Dat a ext ensi on
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4.1. paraneters_set

The paraneters_set event contains HITP/ 2 settings, nostly those
received fromthe SETTINGS frane. It has Core inportance |evel

Paraneters are typically set once but they can be set at different
times during the connection, therefore a gqlog can have nultiple
i nstances of paraneters_set with different fields set.

The "initiator" field reflects how Settings are exchanged on a
connection. Sent settings have the value "local" and received
settings have the value "received".

HTTP2Par anmet er sSet = {
?initiator: Initiator

header tabl e_size: uint32
enabl e_push: uint32
max_concurrent _streans: uint32
initial w ndow size: uint32
max_frane_size: uint32
max_header |ist_size: uint32

N ) N N ) )

-~

ext ended_connect: uint32
? no_rfc7540_priorities: uint32

* $$htt p2- par amet er sset - ext ensi on

Figure 2: HTTP2Par anet ersSet definition

The paraneters_set event can contain any nunber of unspecified
fields. This allows for representation of reserved settings (aka
GREASE) or ad-hoc support for extension settings that do not have a
rel ated gl og schema definition.

4.2. paraneters_restored

When using TLS O-RTT, HITP/2 clients are expected to renenber and
reuse the server’s SETTINGs fromthe previous connection. The
paraneters_restored event is used to indicate which HITP/ 2 settings
were restored and to which values when utilizing O-RTT. It has Core
i mportance | evel
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HTTP2Par aret er sRest ored = {
? initiator: Initiator

header tabl e _size: uint32
enabl e_push: uint32
max_concurrent _streans: uint32
initial_w ndow_size: uint32
max_frane_size: uint32
max_header |ist_size: uint32

N ) N N ) )

~J

ext ended_connect: uint32
? no_rfc7540_priorities: uint32

* $$htt p2- par anmet er sr est or ed- ext ensi on

Fi gure 3: HTTP2Par anet er sRestored definition
4.3. frane_created

The frame_created event is emtted when the HITP/2 fram ng actually
happens. It has Core inportance |evel

HTTP2Fr ameCreated = {
stream.id: uint32
frame: $HTTP2Frane

* $$htt p2-franecreat ed- ext ensi on

Figure 4: HTTP2FraneCreated definition
4. 4. frane_parsed

The frame_parsed event is emtted when the HITP/2 frane is parsed
It has Core inportance |evel

HTTP2Fr amePar sed = {
stream.id: uint32
frame: $HTTP2Frane

* $$htt p2-franepar sed- ext ensi on

Figure 5: HTTP2FraneParsed definition
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5. HITP/ 2 Data Type Definitions
The followi ng data type definitions can be used in HITP/ 2 events.
5.1. Initiator

Initiator = "local" /
"renot e"

Figure 6: Initiator definition
5.2. HITP2Fr ane

The generic $HTTP2Frane is defined here as a CDDL "type socket"
extension point. It can be extended to support additional HITP/ 2
frame types.

; The HTTP2Frane is any key-value map (e.g., JSON object)
SHTTP2Frane /= {

* text => any
}

Figure 7: HTTP2Frane type socket definition
The HTTP/ 2 frane types defined in this docunent are as foll ows:

HTTP2BaseFr anes = HTTP2Dat aFr ane /
HTTP2Header sFr ane /
HTTP2Pri orityFrame /
HTTP2Rst St r eantr anme /
HTTP2Set t i ngsFrane /
HTTP2PushPr on seFr anme /
HTTP2Pi ngFr ane /
HTTP2Goaway Fr ane /
HTTP2W ndowUpdat eFr ane /
HTTP2Cont i nuati onFr ame /
HTTP2UnknownFr ane

HTTP2Ext ensi onFranes = HTTP2AI t SvcFrame /
HTTP2Or i gi nFrane /
HTTP2Pri ori t yUpdat eFr ane
$HTTP2Fr ane /= HTTP2BaseFr anes / HTTP2Ext ensi onFr anes
Figure 8: HITP2Franes definition

5.2.1. HTTP2Dat aFr ane
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HTTP2Dat aFrame = {
frane_type: "data"

? padded: bool .default false
? end_stream bool .default false

? raw. Rawl nfo

Figure 9: HTTP2Dat aFrane definition

5.2.2. HITP2Header sFr ane

March 2026

The payl oad of an HTTP/ 2 HEADERS frame is the HPACK-encodi ng of an

HTTP field section; see [RFC7541]. HITP2Header sFr ane,

contains the HTTP field section w thout encoding.

HTTP2HTTPFi el d = {
? nane: text
? nane_bytes: hexstring
? val ue: text
? val ue_bytes: hexstring

Fi gure 10: HTTP2HTTPFi el d definition

HTTP2Header sFrane = {
franme_type: "headers"
? priority: bool .default false
? padded: bool .default false
? end_headers: bool .default false
? end_stream bool .default false

headers: [* HTTP2HTTPFi el d]
? raw. Rawi nfo

Figure 11: HITP2Header sFrane definition

For exanple, the HTTP field section
:path: /index. htn

s met hod: GET

cauthority: exanple.org

:schene: https

woul d be represented in a JSON serialization as:

Par due Expi res 3 Septenber 2026
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5

5.

headers: |

{
"name": ":path",
"val ue": "/"

¥

{
"name": ":method",
"val ue": "GET"

b

{
"nanme": ":authority",
"val ue": "exanpl e.org"

b

{
"nanme": ":schene",
"val ue": "https"

}

Figure 12: HTTP2Header sFrane exanpl e

[HTTP/ 2] and Section 5.1 of [HITP] define rules for the characters
used in HTTP field sections names and val ues. Characters outside the
range are invalid and result in the nessage being treated as

mal formed. It can however be useful to also |og these invalid HTTP
fields. Characters in the allowed range can be safely | ogged by the
text type used in the nane and value fields of HITP2HTTPFi el d.
Characters outside the range are unsafe for the text type and need to
be | ogged using the nane_bytes and value bytes field. An instance of
HTTP2HTTPFi el d MUST i nclude either the nane or nane_bytes field and
MAY include both. An HTTP2HTTPFi el d MAY include a val ue or

val ue_bytes field or neither.

2.3. HTTP2PriorityFrane

HTTP2PriorityFrame = {
frane_type: "priority"

exclusive: bool .default false
st ream dependency: ui nt 32

wei ght: uint8

? raw. Rawinfo

Figure 13: HITP2PriorityFrame definition

2. 4. HTTP2Rst St r eantr ane
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HTTP2Rst St reanfranme = {
frane_type: "rst_streant
error_code: uint32

? raw. Rawl nfo

Figure 14: HITPRst Streanframe definition
5.2.5. HTTP2SettingsFrane

The settings field can contain zero or nore entries. Each setting
has a nane field, which corresponds to Setting Nane as defined (or as
woul d be defined if registered) in the "HITP/3 Settings" registry

mai ntai ned at https://ww. i ana. org/ assi gnnent s/ HTTP2- par anet er s
(https://ww. i ana. org/ assi gnnent s/ HTTP2- par anet ers) .

An endpoint that receives unknown settings is not able to log a
specific nane. Instead, the nanme val ue of "unknown" can be used and
the value captured in the name_bytes field; a numerical val ue without
vari abl e-1 ength integer encoding.
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HTTP2Set t i ngsFrame = {

}

frane_type: "settings"
? ack: bool .default false

settings: [* HTTP2Setti ng]
? raw. Rawi nfo

HTTP2Setting = {

}

? name: $HTTP2Setti ngsName
; only when name === "unknown"
? nane_bytes: uint32

val ue: uint32

$HTTP2Setti ngsNane /= "settings_header table_size" /

5.2.6.

"settings_enabl e_push" /
"settings_max_concurrent_streans" /
"settings_initial_w ndow size" /
"settings_max_frane_size" |/
"settings_nmax_header |ist_size" /
"settings_extended connect" /
"settings_no_rfc7540 priorities" /
"unknown"

Figure 15: HITP2Setti ngsFrane definition

HTTP2PushPr om seFr ane

HTTP2PushPr om seFrame = {

5.2.7.

Par due

frame_type: "push_prom se"

? padded: bool .default false
? end_headers: bool .default false

prom sed_stream. d: uint32
headers: [* HTTP2HTTPFi el d]
? raw. Rawl nfo

Figure 16: HTTP2PushProm seFranme definition

HTTP2Pi ngFr ane

Expi res 3 Septenber 2026
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HTTP2Pi ngFrane = {

frame_type: "ping"

? ack: bool .default false

opaque_dat a: hexstring

? raw. Rawi nfo

Figure 17: HTTP2Pi ngFrane definition

5.2.8. HITP2GoAwayFr ane

HTTP2GoawayFr ame = {
frame_type: "goaway"

| ast _stream.id: uint32
error_code: uint32
? addi tional _debug_data: hexstring
? raw. Rawl nfo
Fi gure 18: HTTP2GoawayFranme definition
5.2.9. HITP2W ndowUpdat eFr ame

HTTP2W ndowUpdat eFrane = {
franme_type: "w ndow update”

wi ndow_si ze_i ncrenent: uint 32
? raw. Rawi nfo
Fi gure 19: HITP2W ndowUpdat eFr ane definition
5.2.10. HTTP2Conti nuati onFr ane

HTTP2Cont i nuat i onFrane = {
frame_type: "continuation"

? end_headers: bool .default false

headers: [* HTTP2HTTPFi el d]
? raw. Rawi nfo

Fi gure 20: HTTP2Conti nuati onFrane definition

Par due Expi res 3 Septenber 2026
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5.2.11. HTTP2UnknownFr anme

The frame_type_bytes field is the numerical value w thout variabl e-
| ength integer encoding.

HTTP2UnknownFr ane = {
frame_type: "unknown"
frame_type bytes: uint32
? raw. Rawinfo

Fi gure 21: HTTP2UnknownFrame definition
5.2.12. HITP2Al t SvcFr ane

The ALTSVC frane is defined in [ALTSV(.

HTTP2AI t SvcFranme = {
frane_type: "altsvc"

origin_len: uintl6

? origin: text

? alt-sve-field-value: text
? raw. Rawl nfo

}
Fi gure 22: HITP2Al t SvcFranme definition
5.2.13. HITP2Ori gi nFrane

The ORIG@ N frane is defined in [ORIRGN].
HTTP2Ori gi nEntry = {

origin_len: uintl6

? ASCII-Origin: text
}

HTTP2Ori gi nFrame = {
frame_type: "origin"

origin_entries: [* HITP2Ori gi nEntry]
? raw. Rawi nfo

}

Figure 23: HITP2Ori gi nFrame definition
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5.2.14. HITP2Pri orityUpdat eFrane
The PRI ORI TY_UPDATE frame is defined in [ EXTENSI BLE PRI ORI Tl ZATI O\ .

HTTP2Pri orityUpdat eFranme = {
frane_type: "priority update"

prioritized_stream.id: uint32
priority field value: HTTP2Priority
? raw. Rawinfo

}
; The priority value in ASCI| text, encoded using Structured Fields

; Exanpl e: u=5, i
HTTP2Priority = text

Fi gure 24: HTTP2PriorityUpdateFrane definition
6. Security Considerations

The security and privacy considerations discussed in Section 14 of
[QLOG MAIN] apply to this docunent as well.

7. 1 ANA Consi derations

Thi s docunent will have | ANA actions if adopted.
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