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Abst r act

Thi s docunent specifies two extensions to the Epheneral Diffie-

Hel | man over COSE (EDHOC). These two protocol versions aimto

provi de quantumresi stance to the original EDHOC protocol, while
reduci ng nessage-conplexity with respect to parallel drafts. The
docunent defines: (1) a 3-nmessage quantumresistant EDHOC proposal
when the Initiator knows the Responder; in this version, the
Initiator authenticates using a signature, while the Responder uses a
KEM (2) a 3-or-4-nessage quantumresi stant EDHOC proposal, which
proposes a tradeoff between nessage-conpl exity and conputati onal

over head.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

Thi s docunent ainms to present new alternatives for rendering the
Epheneral Diffie-Hell man Over COSE (EDHOC) protocol quantum
resistant. The nmain goal is to reduce the nunber of nessages
exchanged during the handshake, using a conbi nation of KEMs and
signatures, as well as Post-Quantum Cryptography (PQC) cipher suites,
for secure key-exchange and authentication

In this draft we:

* propose, building on [I-D. pocero-aut hkemikr-edhoc], a version of
quant um resi stant EDHOC where the Initiator knows the Responder,
but in a scenario where the Initiator authenticates with a
signature (M-DSA) and the Responder with a KEM ( M- KEM .

* propose, building on [I-D. pocero-aut hkem edhoc], a version of the
protocol that requires, depending on the case, either only 3 or 4
mandat ory nessages. This second version reduces the nmessage
over head, but conmes at an additional conputational overhead for
(at least) one of the two parties.

The two proposals in this draft can be viewed to extend (in the case

of the first bullet-point) and respectively to provide an alternative
(in the case of the second bullet-point) to the current proposal for

quant um r esi st ant EDHCOC

1.1. Termnology and Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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Readers are expected to be famliar with the terns and concepts
described in EDHOC [ RFC9528], CBOR [ RFC8949], CBOR Sequences

[ RFC8742], COSE Structures and Processing [ RFC9052] and COSE

Al gorithns [ RFC9053].

1.2

1.2

Definitions

KEMs (Key Encapsul ati on Mechani sns)

A Key Encapsul ati on Mechani sm (KEM consists of three al gorithns:

*

KEM KeyGen: a probabilistic key generation algorithm which takes
as input a security paraneter k and outputs a key pair (kem sk,
kem pk), where kemsk is secret and kem pk is public.

KEM Encapsul ati on: a probabilistic encapsul ati on al gorithm which
takes as input a KEM public key kem pk, and generates a pair (ss,
kemct), where ss is the shared-secret and kemct is a ciphertext.

KEM Decapsul ati on: a deterministic decapsul ati on al gorithm which
takes as input a KEM secret key kem sk and a KEM ci phert ext
kemct, and outputs the shared-secret ss (associated to kemct).

In practice, if Alice and Bob use a KEM Alice generates the public
and private keys, sends the public key to Bob, who generates the
shared-secret and ciphertext. He then returns the latter to Alice,
who can subsequently recover the same shared-secret using her private
key and the ciphertext.

1.2

Digital Signature

A Digital Signature (DS) schene consists of three al gorithns:

*

DS. KeyGen: a probabilistic key generation algorithm which takes
as input a security paraneter k and outputs a key pair (sign.sk,
sign. pk), where sign.sk is secret and sign.pk is public.

DS.Sign: a probabilistic algorithm which takes as input a signing
secret key sign.sk and a nessage m and generates a signature s.

DS. Verify: a determnistic algorithm which takes as input a
signing public key sign.pk, a nessage mand a signature s, and
outputs 1 if the signature is valid for the nmessage, and 0O

ot herw se.
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2.

2.

2.

2.

In practice, if Alice and Bob use a DS schenme, Alice generates the
public and private keys, and sends the public key to Bob. Later,
Alice sends a nessage together with a signature to Bob. Bob can then
verify the validity of the signature on the nessage under the public
key.

Post - Quant um EDHOC when the Initiator knows the Responder (PQ EDHOC-
I KR)

1. Mdtivation

In [I-D. pocero-aut hkemikr-edhoc], the authors adopt an EDHOC
approach for use cases where the Initiator already knows the identity
of the Responder, in a post-quantum version using ephemeral and
static KEMs for authentication. The Initiator, knowing the long-term
public key of the Responder, can derive the shared-secret ss R and
conpute a key, then encrypt part of the first message. It can thus
send its identity directly and securely authenticate hinself, since
only the Responder with its | ong-term secret key can decrypt the
first message. Knowing the Initiator’'s identity, the Responder can
derive the second shared-secret ss_| and continue the key derivation
schedul e. Sending the encrypted second nessage allows it to securely
confirmits identity to the Initiator.

The key notivation behind our current proposal is a desire to reduce
the message-conpl exity of quantumresistant EDHOC. W propose an
extension to draft proposal [I-D.pocero-authkemikr-edhoc], which
allows the Initiator and Responder to authenticate using different
mechani snms -- much as in the original EDHOC. In particular, while
the Responder still authenticates using a KEM in our proposal the
Initiator will use a signature.

Thi s approach comes with the follow ng benefit: there is no need to
partially encrypt the first nessage. Instead, during the third
message, the Initiator calculates a MAC and signs it. Upon receiving
the encrypted third nessage, the Responder, after decryption,
authenticates the Initiator in the usual EDHOC manner.

2. PQ EDHOC- | KR protocol overview
2.1. PQ EDHOC- 1 KR protocol description
We present here a high-level description of our PQ EDHOC-| KR where

the Initiator authenticates with a signature and the Responder with a
KEM

Papon & Onete Expi res 2 Septenber 2026 [ Page 5]



I nternet-Draft PQ EDHOC - Sign and KEM March 2026

- - - - - 4 4 - oo -

METHOD, SUI TES I, kem pk_eph, kemct_R C.1, EAD 1 |
message_1 |

kem ct _eph, Enc(KEYSTREAM 2, C R 1D CRED R MAC 2, EAD 2) |

message_2

AEAD(| D_CRED |, SI GNATURE_ 3, EAD_3)

nmessage_3

AEAD( EAD_4)

-+ V—/—— +

nmessage_4

Figure 1: PQ EDHOC-IKR (I sign, R ken) nessage fl ow.

2.2.1.1. Formatting and sendi ng nessage_ 1

As in the usual EDHOC protocol, the first nessage (nmessage_ 1)
consi sts of:

*

METHOD --> as specified in [RFCO528] it is an integer specifying
the authentication nmethod the Initiator wants to use;

SUTES | --> it consists of an ordered set of algorithns supported
by the Initiator and formatted as specified in [ RFC9528];

Cl (and also as C R which will appears later) --> the Connection
Identifiers chosen by the Initiator (C.1) and by the Responder
(C R as specified in [ RFC9528] ;

EAD 1 (and al so EAD 2, EAD 3 and EAD 4, which will appear |ater)
-> External Authorization Data, respectively included in
message_1, nessage_2, nessage_3 (and optionally) nessage 4, and
formatted as specified in [ RFC9528];

kem pk_eph --> the Epheneral KEM public key generated by the
Initiator;

kemct_R --> based on the Responder |ong-term KEM public key, the
Initiator conmputes ss_R and kemct_R with the KEM Encapsul ati on
algorithm He keeps secret ss Rto conpute, later, PRK 3e2m and
sends kemct_R to the Responder
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2.2.1.2. Processing nmessage_1, formatting and sendi ng nmessage_2
On the reception of the first nessage, the Responder first recovers
ss R thanks to his long-term KEM secret key kem sk R and kemct_R,
usi ng the KEM Decapsul ation algorithm (if the decapsul ati on process
fails, he aborts). He then proceeds as in the original EDHCC
protocol with elenments METHOD, SU TES I, C_| and EAD 1. Finally,
usi ng kem pk_eph and the KEM Encapsul ati on al gorithm he conputes the
epheneral ciphertext kemct_eph and the epheneral shared-secret
ss_eph.

The Responder selects its Connection Identifier CR as specified in
[ RFC9528]. He then conputes:

* TH 2 = H(kem ct _eph, H(nmessage_1));

* PRK 2e = EDHOC Extract(TH 2, ss_eph).

And al so, as in [ RFC9528]:

* KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext_Ilength);
*  SALT 3e2m = EDHOC KDF(PRK 2e, 1, TH 2, hash_l ength).

Conpared to [ RFC9528], the conputation of PRK 3e2mis nodified as
follows :

*  PRK 3e2m = EDHOC Extract (SALT 3e2m ss_R).
The Responder now conputes MAC 2 and assenbl es PLAI NTEXT_2:

* MAC 2 = EDHOC KDF(PRK 3e2m 2, CR |IDCRED R TH 2, EAD 2,
mac_| ength_2);

* PLAINTEXT 2 = (C_R IDCRED R, MAC 2, EAD 2).
So the second nmessage consists of:
* kemct_eph --> the epheneral ciphertext obtained with kem pk_eph;
* ClI PHERTEXT_2 = PLAI NTEXT_2 XOR KEYSTREAM 2.

2.2.1.3. Processing nmessage_2, formatting and sendi ng nmessage_3
On reception of the second nessage, the Initiator, using kenp.ct_eph,
can conpute the epheneral shared-secret ss _eph. As the Responder

did, he conputes TH 2, PRK 2e and KEYSTREAM 2. He can now deci pher
and retrieve : PLAINTEXT_2 = Cl PHERTEXT_2 XOR KEYSTREAM 2.
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Thanks to ID CRED R the Initiator verifies the validity of the |ong-
term KEM publ i c key of the Responder, kenp.pk R, and conputes
SALT_3e2m and PRK 3e2m using the shared-secret ss_R he generates at
t he begi nning of the exchange.

At this point the Initiator is able to authenticate the Responder (at
| east, nake sure he is talking to the endpoint he hopes to talk to).
For that, he conputes, as the Responder did, the MAC MAC 2. If it
mat ches with the one he received, then he properly authenticated the
Responder. O herw se he aborts.

It is nowup to the Initiator to authenticate hinself. To do so, the
Initiator conputes the follow ng el enents:

* TH 3 = H(TH 2, PLAINTEXT_2, ID CRED R);
* K 3 = EDHOC KDF(PRK 3e2m 3, TH 3, key_length);
* |V_3 = EDHOC KDF(PRK 3e2m 4, TH 3, iv_length);

* MAC_3 = EDHOC KDF(PRK 3e2m 6, ID CRED I, TH 3, EAD 3,
mac_| ength_3).

In this version of the protocol, the Initiator authenticates itself
to the Responder with a signature:

* SIGNATURE_3 = DS. Sign(sign.sk_|I, (IDCRED I, TH 3, EAD 3, MAC 3,
sign_length))

where sign.sk | is the long-termsigning private key of the
Initiator.

Setting PLAINTEXT 3 =
ci phers PLAI NTEXT_3 wi
SU TES | .

(ID_CRED |, SIGNATURE 3, EAD 3), the Initiator
th the AEAD encryption algorithmnegociated in

2.2.1.4. Processing nessage_3

On reception of nmessage_3, the Responder conputes TH 3, K 3, and 1V_3
as the Initiator did, and deci phers CIPHERTEXT 3 with the AEAD
decryption algorithm Wth PLAINTEXT 3, he can conpute MAC 3 on his
side, and verify the signature:

* DS.Verify(sign.pk I, (IDCRED I, TH 3, EAD 3, MAC 3, sign_length),
S| GNATURE_3)
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where sign.pk_l is the long-term signing public key of the Initiator.
If the verification algorithmreturns 1, the Responder properly
authenticated the Initiator. Oherw se he aborts.

2.2.1.5. Optionally formatting, sending and receiving nessage_ 4

If the Responder decides of a fourth nmandatory nessage, he then
computes the follow ng el ements:

* TH 4 = H(TH_ 3, PLAINTEXT_3, ID CRED I);
* K 4 = EDHOC KDF(PRK _3e2m 8, TH 4, key_length);
* 1V_4 = EDHOC KDF(PRK 3e2m 9, TH 4, iv_length).

Usi ng the AEAD encryption algorithm he ciphers PLAINTEXT 4 = EAD 4
and sends it to the Initiator. The latter conputes TH 4, K 4, |V 4,

I

and deci phers Cl PHERTEXT_4 thanks to the AEAD decryption al gorithm
2.2.1.6. Conputing the session key PRK out

It doesn't matter if there is a fourth nandatory nessage, in any

case, both the Initiator and the Responder, in order to conpute the

key PRK out, have to calculate the fourth transcript hash:

* TH 4 = H(TH_3, PLAINTEXT 3, IDCRED |).

Wth that elenent, using the EDHOC KDF al gorithm they both obtain:

*  PRK_out = EDHOC _KDF(PRK_3e2m 7, TH_4, hash_Il ength)

which is the desired session key, and the authentication process is
fully achi eved.

2.2.2. Key Derivation Schedul e

In this section we sunmarize the key derivation operations that
appears throughout the protocol.

oo e e e e e e o - +
| TH 2=H(kem ct _eph, H(nessage 1)) |
. R Hemmemmemmeecaiaaaaaaas + PLAI NTEXT_2
I I
F-- - - - + +-- - - - -+ F-- - - - + F-- - - - + o m e e e - + +- +- +
| ss_eph| -->| Extract| -->| PRK 2e| - - >| Expand| - - >| KEYSTREAM 2| - - >| XOR|
F------ + Fomm - - + +--- - -+ +-- - - -+ R + +- +- +

I I v
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| +-+- -+ - +- -+
| | TH 2| | CI PHERTEXT 2|
| +- -+ + R +
S |
| Expand| -------- +
R
I
I
+o-m - - +-- -+
R | SALT_3e2nm
| S +
I
+---- 4+ +oe e -+ SRR + +oemmm - + +o--- - +
| ss_R|-->| Extract|-->| PRK _3e2ni - - >| Expand| - - >| MAC 2|
+--- -+ S RS + Fomm - -+ Fommm - + +o-m - - +
| PLAI NTEXT_3
I S S + Fommmeaaa + +- - |+- +
o - | Expand| - - >| K_3/1V_3| - - >| AEAD|
| R Fommm e e + +- - -+
I I I
I I v
| | S R +----+
| | | CI PHERTEXT 3|
| | . +
I I
| E S o e e e e e e e e oo - +
| | TH_ 3=H(TH_ 2, PLAINTEXT_2, ID _CRED R)|
| . +
I
| +o-o - - + +----- + e +
e - - | Expand| - - >| MAC_3] - - >| SI GNATURE_3|
| [ S, + +- - - - - + S +
I
| PLAI NTEXT_4
I +oemmm - + SRR + +- - I+- +
message_4? +-------- | Expand| - - >| K_4/1V_4| - - >| AEAD|
| +o- - - -+ Fomm oo + +- - +- +
I I I
I I v
| | - +----+
| | | Cl PHERTEXT_4|
| | S +
I I
| S SRR o e e e e e e e oo +
| | TH 4=H(TH 3, PLAINTEXT_ 3, I D CRED |)]|
| S . S +
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Figure 2: PQ EDHOC-IKR (1 sign, R ken) key derivation schedul e.

So we can sunmarize the different conputations as in [ RFC9528]:

PRK 2e = EDHOC Extract(TH 2, ss_eph);

KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext_|ength);

SALT_3e2m = EDHOC _KDF(PRK_2e, 1, TH 2, hash_l ength);

PRK 3e2m = EDHOC Extract (SALT_3e2m ss_R);

MAC 2 = EDHOC _KDF(PRK _3e2m 2, context_2, mac_| ength_2)
(with context_2 = C R IDCRED R TH 2, EAD 2);

K3 = EDHOC KDF(PRK 3e2m 3, TH 3, key_length);

1V_3 = EDHOC_KDF( PRK_3e2m 4, TH 3, iv_length);

MAC_3 = EDHOC_KDF( PRK_3e2m 6, context_3, mac_| ength_3)

(with context_3 = 1D CRED |, TH 3, EAD 3);

K 4 = EDHOC KDF(PRK 3e2m 8, TH 4, key_l ength);

I1V_4 = EDHOC_KDF( PRK_3e2m 9, TH 4, iv_length);

PRK out = EDHOC KDF(PRK 3e2m 7, TH 4, hash_| ength).

2.2.3. Additional explanations

We detail here the main elements that differ fromthe original EDHOC
pr ot ocol .

2.2.3.1. Epheneral KEM

As explained in [I-D. pocero-authkemikr-edhoc], the usual epheneral
Diffie-Hell man el enents (x,g”"x) and (y,g"y), are here replaced by an
epheneral KEM

* At first, the Initiator generates a ephenmeral KEM key pair
(kem sk_eph, kem pk_eph) using the KEM KeyGen(k) al gorithm (where
k is a security paraneter);

* On reception of the epheneral KEM public key kenp.pk _eph, the
Responder generates a pair (ss_eph, kemct_eph) with the
KEM Encapsul ati on al gorithm (with i nput kem pk_eph). The el enent
ss_eph is the epheneral shared-secret, later used to derive a key,
and kem ct_eph is the epheneral KEM ci phertext, used by the
Initiator to retrieve the epheneral shared-secret;
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*  On reception of the epheneral KEM ciphertext, the Initiator
recovers the epheneral shared-secret ss_eph thanks to the
KEM Decapsul ati on’” al gorithm (w th inputkem sk_ephandkem ct_eph').

2.2.3.2. Authentication keys

For the Initiator, the authentication key MJST be a static signing
key pair (sign.sk_I, sign.pk_|) generated using a DS. KeyGen(k)
al gorithm (where k is a security paraneter).

For the Responder, the authentication key MJUST be a static KEM key
pair (kem sk R kem pk R) generated using a KEM KeyGen(k) al gorithm
(where k is a security paraneter).

2.2.3.3. Key derivation

In this version of the protocol, the EDHOC Extract fonction is used
to derive two keys, in a way that slightly differ fromthe origina
EDHOC pr ot ocol

* PRK 2e = EDHOC Extract(TH 2, ss_eph) --> the salt SHALL be TH 2
and the | KM SHALL be the epheneral shared-secret ss_eph;

*  PRK 3e2m = EDHOC Extract (SALT 3e2m ss R) --> the salt SHALL be
SALT_3e2m directly derived from PRK 2e, and the | KM SHALL be the
"static’ shared-secret ss R

Concerning PRK out, there is no nodifications conpared to the
ori gi nal EDHOC pr ot ocol

2.3. Analysis

In sunmary, we retain here the use case proposed by

[1-D. pocero-aut hkemikr-edhoc], where the Initiator already knows the
Responder identity. Qur protocol proposes a hybridization between
the protocol proposed by [I-D. pocero-authkemikr-edhoc] and EDHOC
method 1. In other words, Diffie-Hellman elenents are replaced with
KEMs, and the Initiator authenticates here using a signature (instead
of a KEM. An inportant difference with the proposal of

[1-D. pocero-aut hkemikr-edhoc] concerns the first nmessage nessage 1,
which in our version is sinplified and rermains cl oser to the standard
EDHOC structure. Indeed, the Initiator authenticates via a signature
at the third nmessage. So he no | onger needs to derive a key and
encrypt part of the first message to securely send its identity. The
second message also finds itself sinplified. Since the Initiator
does not use KEMin this situation, the Responder has no need to
generate a shared-secret ss_| and send the KEM ci phertext kemct _|.
The second nessage is therefore closer to the usual EDHOC structure.
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3.

3.

Finally, the third nmessage is alnmpst 'identical’ to the third nessage

of the EDHOC method 1 protocol. It seens inportant to note that
compl ete and secure authentication is ensured here entirely in three
nmessages, and the fourth nessage is optional. Regarding the Key

Derivation Schedul e, the changes are minor conpared to [ RFC9528]
(adaptati on of notations, especially for the IKMto take into account
the post-quantum nature of the cryptographic material) and

[1-D. pocero-aut hkemikr-edhoc] (sinply one | ess key derivation, since
the Initiator uses a signature rather than a static KEM. W wll

di scuss security considerations further in this docunment. We wll

al so soon present a byte conparison for each nessage.

KEM & Sign Aut hentication for Post-Quantum EDHOC
1. Motivation

Qur second idea is to propose a tradeoff, allowi ng for a reduced
nunber of nessages in the quantumresi stant EDHOC handshake, which
come at a slightly higher conmputational overhead conpared to

[1-D. pocero-aut hkem edhoc] .

Starting fromthe standard EDHOC protocol, nmethod 0 allows for nutual
aut hentication via signature between both users. As proposed in
[1-D. pocero-aut hkem edhoc], replacing classical signatures with post-
quant um resi stant signatures such as M.-DSA and epheneral Diffie-

Hel Il man el ements with a KEM | i ke M.-KEM seens reasonabl e to nake
EDHOC post-quantumresistant (even if this still needs to be proved).
These two changes do not affect the nunber of mandatory nessages,
since the fundanmental structure of the protocol is preserved (however
a post-quantum signature will |ikely be nore conputationally
expensive, just like a KEM. Things get conplicated when trying to
apply these nodifications to the other three nethods. Continuing on
this track, we replace epheneral Diffie-Hellmn elements with an
epheneral KEM This does not affect the usual structure of EDHCC.
However, if we want to take it further and al so replace long-term
Diffie-Hell man el enents with a KEM nanagi ng asymmetric keys for the
| atter poses a problemwhen trying to preserve the authentication
structure of EDHOC, nanely a MAC derived froma |long-termsecret. As
proposed in [|-D. pocero-aut hkem edhoc], we go from3 to 4 or 5

mandat ory nessages to achi eve conpl ete nutual authentication. Here,
we want to explore a different path. Qur solution ains to strike a
bal ance between the nunber of mandatory nessages and the conputations
performed by each endpoint.

The principle is as follows. Suppose that the Initiator
authenticates with a signature and the Responder uses a KEM In this
case, we will need an obligatory fourth nessage (for the Initiator to
aut henti cate the Responder via the MAC, as proposed in
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[1-D. pocero-aut hkem edhoc]). To avoid this obligatory fourth nessage
and return to three, we propose renmoving the MAC MAC 2 used to

aut henti cate the Responder (elimnating cal cul ations on both sides)
and replacing it with a signature fromthe Responder (adding

cal culations on both sides). To do this, the Responder signs an

el ement (which should not be chosen randomy for security reasons and
which nust allow the Initiator to identify the session) and sends it
directly (encrypted) in the second nessage. The Initiator can then
imediately identify the Responder: it retrieves its identity from
the encrypted nmessage and verifies the signature. The rest of the
protocol renmins 'unchanged’, and the cal culation of PRK out is
possible directly after sending/receiving the third nmessage (thus no
nmore obligatory fourth nessage). The costs of calculations are
compensated, but the delicate point remains the size of the second
message (we will provide a bytes analysis for this nessage |ater).

We decline this procedure when the Initiator wants to authenticate
with a KEM and the Responder with a signature, or when both parties
want to authenticate with KEMs. In these two |atter cases, the
nunber of mandatory nessages conpared to [|-D. pocero-aut hkem edhoc]
decreases from5 to 4.

3.2. First case: Initiator signs, Responder KEM and signs
We descri be bel ow the equival ent of EDHOC nethod 1. The Initiator
will authenticate with a signature, and the Responder with a KEM and

a signature.

3.2.1. Protocol overview

| R
-i- METHOD, SUI TES |, kem pk_eph, CI, EAD 1 -i-
T sage T 1
Ikem ct_eph, Enc(KEYSTREAM 2, C R |ID CRED R EAD 2, Sl GNATURE_Z)I
T ssage 2T \
} kemct _R, AEAD(| D CRED |, SIGNATURE_3, EAD 3) }
T ssage s T 1
I AEAD( EAD_4) I
e
| message_4 |

Figure 3: PQEDHOC, | Signs - R KEM & Signs nessage fl ow.
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3.2.2. Protocol description
3.2.2.1. Formatting and sendi ng nmessage_1

As in the usual EDHOC protocol, the first nessage (nmessage_ 1)
consi sts of:

* METHOD --> as specified in [RFC9528] it is an integer specifying
the authentication nethod the Initiator wants to use;

* SUTES | --> it consists of an ordered set of algorithns supported
by the Initiator and formatted as specified in [ RFC9528];

* C.I (and also as C R which will appears later) --> the Connection
Identifiers chosen by the Initiator (C.) and by the Responder
(C R as specified in [ RFC9528] ;

* EAD 1 (and al so EAD 2, EAD 3 and EAD 4, which will appear |ater)
-> External Authorization Data, respectively included in
message_1, nessage_2, nessage_3 (and optionally) nessage 4, and
formatted as specified in [ RFC9528];

* kem pk_eph --> the Epheneral KEM public key generated by the
Initiator.

3.2.2.2. Processing nmessage_1, formatting and sendi ng message_2
On the reception of the first nessage, the Responder proceeds as in
the original EDHOC protocol with elenments METHOD, SUTES |, C| and
EAD 1. 1In a second step, using kem pk_eph and the KEM Encapsul ati on
al gorithm he conmputes the epheneral ciphertext kem ct_eph and the
epheneral shared-secret ss_eph.

The Responder selects its Connection Identifier CR as specified in
[ RFC9528]. He then conputes:

* TH 2 = H(kem ct_eph, H(nessage_1));

* PRK 2e = EDHOC Extract(TH_ 2, ss_eph);

* KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext_|ength).
The Responder now assenbl es PLAI NTEXT_2:

* PLAINTEXT 2 = (C R IDCRED R TH 2, EAD 2)

then signs this nessage :
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*  SIGNATURE_2 = DS. Sign(sign.sk_R (PLAINTEXT_2, sign_length))
where sign.sk_ R is the long-termsigning private key of the
Responder, and finally ciphers PLAI NTEXT 2A = (PLAI NTEXT 2,
S| GNATURE_2) :
*  CI PHERTEXT_2 = PLAI NTEXT_2A XOR KEYSTREAM 2.
So the second nessage then consists of:
* kemct_eph --> the epheneral ciphertext obtained with kem pk_eph;
*  Cl PHERTEXT_2.
*Important note:* let us nmention that the el enent signed by the
Responder, for security considerations during the security analysis,
could be subject to slight changes. However, it serves here to
illustrate the principle proposed here.

3.2.2.3. Processing nmessage_2, formatting and sendi ng message_3
On reception of the second nessage, the Initiator, using kenp.ct_eph,
can conpute the epheneral shared-secret ss _eph. As the Responder
did, he conputes TH 2, PRK 2e and KEYSTREAM 2. He can now deci pher
and retrieve : PLAI NTEXT_2A = Cl PHERTEXT_2 XOR KEYSTREAM 2.
Thanks to ID CRED R, the Initiator obtains the |long-term public keys
of the Responder, kemp.pk R and sign.pk R At first, he checks the
validity of the signature of the Responder:
*  DS. Verify(sign.pk_R (PLAINTEXT_2, sign_length), SIGNATURE_2).

If the verification algorithmreturns 1, the Initiator properly
aut henticated the Responder. Qherw se he aborts.

Assumi ng everything goes well, using the KEM encapsul ation al gorithm
KEM Encapsul ati on, and the long-terminput material kem pk_R of the
Responder, the Initiator generated the couple (ss_R kemct_R).

The shared-secret ss Rw Il then serve as KM for the conputation of
PRK 3e2m

*  SALT_3e2m = EDHOC KDF(PRK_2e, 1, TH 2, hash_l ength);
*  PRK _3e2m = EDHOC Extract (SALT_3e2m ss_R).

It is nowthe turn of the Initiator to authenticate hinself. To do
so, he conputes the followi ng el ements:
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* TH 3 = H(TH 2, PLAINTEXT 2A, ID CRED R);
* K _3 = EDHOC KDF(PRK 3e2m 3, TH 3, key_length);
* |V_3 = EDHOC KDF(PRK 3e2m 4, TH 3, iv_length);

* MAC_3 = EDHOC KDF(PRK 3e2m 6, ID CRED |, TH 3, EAD 3,
mac_| engt h_3)

as in the original EDHOC protocol. Then cones the signature:

* Sl GNATURE_3 = DS. Sign(sign.sk_I, (IDCRED I, TH 3, EAD 3, MAC 3,
sign_l ength))

where sign.sk_| is the long-termsigning private key of the
Initiator.

Setting PLAINTEXT 3 = (1D CRED |, SIGNATURE 3, EAD 3), the Initiator
ci phers PLAINTEXT_3 with the AEAD encryption al gorithm negociated in
SUTES I. The third message is then conposed of:

*  Cl PHERTEXT_3;
* kemct_ R
3.2.2.4. Processing nmessage_3

On reception of nessage_ 3, the Responder conputes TH 3. He al so used
the KEM Decapsul ation algorithmwith its long-term KEM private key
kem sk_R and the KEM ci phertext kemct_ R to obtain the shared-secret
ss_R

He can now conpute SALT_3e2m PRK 3e2m K 3, and IV_3 as the
Initiator did, and deci phers Cl PHERTEXT_3 with the AEAD decryption
algorithm Wth PLAINTEXT 3, he calculates MAC 3 on his side, and
verifies the signature:

* DS.Verify(sign.pk I, (IDCRED I, TH 3, EAD 3, MAC 3, sign_length),
S| GNATURE_3)

where sign.pk | is the long-termsigning public key of the Initiator.

If the verification algorithmreturns 1, the Initiator is properly

authenticated to the Initiator. Qherw se the Responder aborts.
3.2.2.5. Optionally formatti ng, sending and receiving nessage_4

If the Responder decides of a fourth nandatory nessage, he then
conputes the follow ng el enents:
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* TH 4 = H(TH_ 3, PLAINTEXT 3, ID CRED |);
* K 4 = EDHOC KDF(PRK 3e2m 8, TH 4, key_length);
* |V_4 = EDHOC KDF(PRK 3e2m 9, TH 4, iv_length).
Usi ng the AEAD encryption algorithm he ciphers PLAINTEXT_4 = EAD_

4
and sends it to the Initiator. The latter conputes TH 4, K4, IV 4
and deci phers Cl PHERTEXT_4 thanks to the AEAD decryption al gorithm

3.2.2.6. Conputing the session key PRK out
Here again, it doesn't matter if there is a fourth mandatory message,
in any case, both the Initiator and the Responder, in order to
compute the key PRK out, have to calculate the fourth transcript hash
as in the original EDHOC protocol:
* TH 4 = H(TH 3, PLAINTEXT 3, ID CRED I).
Wth this elenent, using the EDHOC KDF, they both obtain:
*  PRK out = EDHOC KDF(PRK 3e2m 7, TH 4, hash_| ength)

which is the desired session key, and the authentication process is
ful ly achieved.

3.2.3. Associated key derivation schedul e

In this section we present the key derivation schedul e of the
previously described protocol version.

o mm e e e e e e e e e e e e e oo +
| TH 2=H(kem ct _eph, H(message_1)) |
to----- A R +--+ PLAI NTEXT_2A
I I I
- - + R - - + oo oo+ e + +-+-+
| ss_eph| -->| Extract| - - >| PRK_2e| - - >| Expand| - - >| KEYSTREAM 2| - - >| XCR)
F-- - - - + B S, + +- - - - -+ +- - - - -+ o m e e e - + +- +- +
I I
| %
| S +- -+
| | G PHERTEXT_2|
| - +- -+
I
Feommmmeaaa + +-- - - -+
| SALT_3e2ni <- - | Expand|
oot + +---4- -+ PLAI NTEXT_3
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| ss_R| -->| Extract]|-->| PRK 3e2n] - - >| Expand| - - >| K_3/ 1 V_3] - - >| AEAD|
Fomm - -+ e Fomm e e e + +- - -+
I I I
I I v
| | - +----+
| | | CI PHERTEXT 3|
| | S +
I I
| S SRR o e e e e e e e oo +
| | TH 3=H(TH 2, PLAINTEXT_2, I D CRED R)|
| e +
I
| F-- - - - + +----- + o m e e e - +
Fommm - - | Expand| - - >| MAC_3| - - >| SI GNATURE_3|
| +o-m - - + +----- + S +
I
| PLAI NTEXT_4
I I
| S + - + +- - +- +
R | Expand| - ->| K_4/1V_4| - - >| AEAD|
| +-- - -+ S + +--+-+
I I I
I I v
| | - +----+
| | | CI PHERTEXT_4|
| | R +
I I
| S . +
| | TH 4=H(TH 3, PLAINTEXT_ 3, I D CRED |)]
| E - Fem e e e eeeeeeaeaaaaa +
I I
I I
| +-- - -+ S +
L | Expand| - - >| PRK_out |
S S + S e +

Figure 4: PQ EDHOC,

Signs - R KEM & Signs key derivation schedul e.

So we can summarize the different conputations as previously:
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3.

2.

PRK 2e = EDHOC Extract(TH 2, ss_eph);

KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext_length);

SALT_3e2m = EDHOC KDF(PRK 2e, 1, TH 2, hash_Il ength);

PRK 3e2m = EDHOC Extract (SALT_3e2m ss_R);

K3 = EDHOC KDF(PRK 3e2m 3, TH 3, key_length);

1V_3 = EDHOC_KDF( PRK_3e2m 4, TH 3, iv_length);

MAC_3 = EDHOC_KDF( PRK_3e2m 6, context_3, mac_| ength_3)
(with context_3 = 1D CRED |, TH 3, EAD 3);

K 4 = EDHOC KDF(PRK 3e2m 8, TH 4, key_l ength);

I1V_4 = EDHOC_KDF( PRK_3e2m 9, TH 4, iv_length);

PRK out = EDHOC KDF(PRK 3e2m 7, TH 4, hash_| ength).

4. Additional explanations

We detail here the main elements that differ fromthe original EDHOC
pr ot ocol

3.2.4.1. Epheneral KEM

As previously explain the usual epheneral Diffie-Hellnman el ements are
repl aced by an ephenmeral KEM In this protocol, it works exactly as
we previously descri bed.

3.2.4.2. Authentication keys

For the Initiator, the authentication key MJST be a static signing
key pair (sign.sk_I, sign.pk_l) generated using a DS. KeyGen(k)
al gorithm (where k is a security paraneter).

For the Responder, the authentication key MJST be: (1) a static KEM
key pair (kemsk_R, kem pk_R) generated using a KEM KeyGen(k)

al gorithm (where k is a security paraneter) *and* (2) a static
signing key pair (sign.sk_R, sign.pk_R) generated using a

DS. KeyGen(k) algorithm (where k is a security paraneter).

3.2.4.3. Key derivation

In this version of the protocol, the keys PRK 2e and PRK 3e2m are
obtain thanks to EDHOC Extract fonction

* PRK 2e = EDHOC Extract(TH 2, ss_eph) --> the salt SHALL be TH 2
and the | KM SHALL be the epheneral shared-secret ss_eph;

*  PRK 3e2m = EDHOC Extract (SALT_3e2m ss_R) --> the salt SHALL be
SALT _3e2mdirectly derived from PRK 2e, and the | KM SHALL be the
"static’ shared-secret ss_ R
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Concerning PRK out, here again, there is no nodifications conpared to
the origi nal EDHOC pr ot ocol

3.2.5. Analysis

In this version of the protocol, we assunmed that the Initiator has a
pair of static signature keys (sign.sk_ I, sign.pk_|I) and that the
Responder has not only a pair of static signature keys (sign.sk_R
sign.pk_R) but also a pair of static KEM keys (kem sk_R kem pk_R)
This is not an unusual case. W can suppose that each user, when
registering in a Public Key Infrastructure (PKI), provides pairs of
keys of both types (signature and KEM, which they update regularly.
The difference in our protocol is that the Responder is forced to use
both types during the same AKE. From a technical point of view, the
first message nessage_1 and the third message nmessage_3 do not differ
fromthose proposed in [|-D. pocero-aut hkem edhoc]. Two mgjor
differences are worth noting regarding the nessages. Firstly, here
we have only an *optional* fourth nessage nessage 4. Secondly, our
second nmessage message_2 contains an additional signature SIGNATURE 2
i n PLAI NTEXT_2A (before ciphering) (we will propose a byte analysis
of this message later). Finally, froma conputational point of view,
both the Initiator and the Responder no | onger need to calculate the
MAC MAC 2. In return, the Responder nust sign a nessage, and the
Initiator nust verify this signature. Regarding the Key Derivation
Schedul e, aside fromthe | KM which adapts to post-quantum
cryptographic material, we remain close to the one of EDHOC s met hod
1. W thus have a tradeoff between the size of messages, cal cul ation
capabilities, and the nunber of nessages.

3.3. Second case: Initiator KEM and signs, Responder signs
We now invert the roles and descri be bel ow t he equi val ent of EDHOC
method 2. The Initiator will authenticate with a KEM and a
signature, and the Responder only with a signature.

3.3. 1. Pr ot ocol overvi ew
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| METHOD, SUITES I, kem pk_eph, C_I, EAD 1 |
| message_1 |
| kem ct_eph, Enc(KEYSTREAM 2, C_R |D CRED R, EAD 2, Sl GNATURE_Z)I
| message_2 |
| AEAD(1 D_CRED |, EAD 3, Sl GNATURE 3) |
| message_3 |

| kemct |, AEAD(EAD 4) |

Figure 5: PQ EDHOC, | KEM & Signs - R Signs nessage flow
3.3.2. Protocol description
3.3.2.1. Formatting and sendi ng nessage_1

As for our previous protocol version, the first nessage (nmessage_1)
consi sts of:

* METHOD --> as specified in [RFC9528] it is an integer specifying
the authentication nethod the Initiator wants to use;

* SUTES | --> it consists of an ordered set of algorithns supported
by the Initiator and formatted as specified in [ RFC9528];

* C.I (and also as C R, which will appears later) --> the Connection
Identifiers chosen by the Initiator (C1) and by the Responder
(C_R as specified in [ RFC9528];

* EAD 1 (and al so EAD 2, EAD 3 and EAD 4, which will appear later)
-> External Authorization Data, respectively included in
message_1, nessage_ 2, nessage_3 (and optionally) nessage 4, and
formatted as specified in [ RFC9528];

* kem pk_eph --> the Epheneral KEM public key generated by the
Initiator.
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3.3.2.2. Processing nmessage_1, formatting and sendi ng nmessage_2
On the reception of the first nessage, the Responder proceeds as in
the original EDHOC protocol with elenments METHOD, SUTES I, C| and
EAD 1. 1In a second step, using kem pk_eph and the KEM Encapsul ati on
al gorithm he conputes the epheneral ciphertext kemct_eph and the
epheneral shared-secret ss_eph.

The Responder selects its Connection Identifier CR as specified in
[ RFC9528]. He then conputes:

* TH 2 = H(kem ct _eph, H(nessage 1));

* PRK 2e = EDHOC Extract (TH 2, ss_eph);

*  KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext_|ength).

In order to authenticate himself to the Initiator, in this version,
simlarly to the EDHOC nmet hod 2, the Responder computes a MAC MAC 2

and signs it with its long-termsigning private key sign.sk_R

* MAC 2 = EDHOC KDF(PRK 2e, 2, CR IDCRED R TH2, EAD 2,
mac_| ength_2);

* SIGNATURE_ 2 = DS. Sign(sign.sk_R (CR IDCRED R TH 2, EAD 2,
MAC 2, sign_length)).

The Responder now assenbl es PLAI NTEXT_2:
* PLAINTEXT_2 = (C R |DCRED R SIGNATURE 2, EAD 2)
then ci phers this message :
* Cl PHERTEXT_2 = PLAI NTEXT_2 XOR KEYSTREAM 2
and finally sends nessage 2 conposed of Cl PHERTEXT 2 and kem ct_eph.
So, so far, except the epheneral KEM material, everything works |ike
in the usual EDHOC met hod 2 protocol.

3.3.2.3. Processing nessage_2, formatting and sendi ng nessage_3
On reception of the second nessage, the Initiator, using kenp.ct_eph,
can conpute the epheneral shared-secret ss_eph. As the Responder

did, he computes TH 2, PRK 2e and KEYSTREAM 2. He can now deci pher
and retrieve : PLAINTEXT 2 = Cl PHERTEXT_2 XOR KEYSTREAM 2.
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Thanks to I D CRED R, the Initiator obtains the |Iong-term signing
public key of the Responder, sign.pk_R He can then compute MAC 2 on
its own, and check the validity of the signature of the Responder:

* DS. Verify(sign.pk R, (CR IDCRED R TH 2, EAD 2, MAC 2,
sign_length), SIGNATURE 2).

If the verification algorithmreturns 1, the Initiator properly
aut henti cated the Responder. Oherw se he aborts.

Assumi ng everything goes well, the Initiator conputes the follow ng
el enent s:

* TH 3 = H(TH 2, PLAINTEXT 2, ID CRED R);
* K_3 = EDHOC_KDF(PRK 2e, 3, TH 3, key_length);
* |V_3 = EDHOC KDF(PRK 2e, 4, TH 3, iv_length).

Then, in order to authenticate, he fornms PLAINTEXT 3 = (I D CRED I,
TH 3, EAD 3) and signs it:

*  SIGNATURE 3 = DS. Sign(sign.sk I, (PLAINTEXT 3, sign_length)).
where sign.sk_| is the long-termsigning private key of the
Initiator. Finally he ciphers PLAI NTEXT _3A = (PLAI NTEXT_3,
SI GNATURE_3) with the AEAD encryption al gorithm negociated in
SU TES |, as Cl PHERTEXT_3
The third nmessage is then conposed of:
*  Cl PHERTEXT_3.
*| mportant note:* let us nmention that the el enent signed by the
Initiator, here again, for security considerations during the
security analysis, could be subject to slight changes.

3.3.2.4. Processing nmessage_3, formatting and sendi ng nessage_4
On reception of nessage_3, the Responder conputes TH 3, K 3 and IV_3,
and deci phers CI PHERTEXT_3 with the AEAD decryption algorithm Wth
PLAI NTEXT_3A, he obtains the Initiator’s long-term signing public
key, and so he verifies the signature:

* DS. Verify(sign.pk_I, (PLAINTEXT_ 3, sign_|length), SIGNATURE 3).

Papon & Onete Expi res 2 Septenber 2026 [ Page 24]



I nternet-Draft PQ EDHOC - Sign and KEM March 2026

If the verification algorithmreturns 1, the Initiator is properly
authenticated to the Initiator. Oherw se the Responder aborts.
Wth PLAINTEXT_3, the Responder also gets the Initiator’s long-term
KEM public key. He then uses the KEM Encapsul ati on algorithmto
generate ss_| and kemct _|I.

Fol | owi ng that, he conputes:
* TH 4 = H(TH_3, PLAINTEXT_3A, IDCRED |);
*  SALT 4e3m = EDHOC KDF(PRK 2e, 5, TH 4, hash_l ength);
*  PRK 4e3m = EDHOC Extract (SALT_4e3m ss_|);
* K 4 = EDHOC KDF(PRK 4e3m 8, TH 4, key_length);
* |V_4 = EDHOC KDF(PRK 4e3m 9, TH 4, iv_length).
Usi ng the AEAD encryption algorithm he ciphers PLAINTEXT 4 = EAD 4
and sends it to the Initiator, along with kemct_I. He then finishes
the AKE by conputing the final key PRK out:
*  PRK out = EDHOC KDF(PRK 4e3m 7, TH 4, hash_| ength).

3.3.2.5. Processing nessage_4
In this situation the fourth nessage is mandatory. It is used to
send the KEM ci phertext kemct | to the Initiator (it cannot be
shared before, since the Responder only learns the identity of the
Initiator with the third nessage).
When receiving this |last message, the Initiator conputes the shared-
secret ss_| thanks to the KEM Decapsul ation algorithm and el ements
kemsk I, kemct |I. After that, he can conpute TH 4, K 4, IV _4, and
deci pher Cl PHERTEXT_4 thanks to the AEAD decryption algorithm Once
he had checked the well formedness of PLAINTEXT_4, he can finally
comput e PRK out as the Responder did.

3.3.3. Associated key derivation schedul e

In this section we present the key derivation schedul e of the
previously described protocol version.

Papon & Onete Expi res 2 Septenber 2026 [ Page 25]



I nternet-Draft PQ EDHOC - Sign and KEM March 2026
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| | TH 4=H(TH 3, PLAINTEXT_ 3, I D CRED |)]|
| S . S +
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3.

3.

Figure 6: PQEDHOC, | KEM & Signs - R Signs key derivation schedul e.

So we can sunmmarize the different conputations as previously:

PRK 2e = EDHOC Extract(TH 2, ss_eph);

KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext | ength);

MAC 2 = EDHOC_KDF( PRK_2e, 2, context_2, mac_l ength_2)
(with context_2 = CR IDCRED R TH 2, EAD 2);

K 3 = EDHOC KDF(PRK 2e, 3, TH 3, key_length);

I1V_3 = EDHOC _KDF(PRK 2e, 4, TH 3, iv_length);

SALT 4e3m = EDHOC KDF(PRK 2e, 5, TH 4, hash_|ength);

PRK 4e3m = EDHOC Extract (SALT _4e3m ss_|);

K 4 = EDHOC_KDF( PRK_4e3m 8, TH 4, key_length);

1V_4 = EDHOC_KDF( PRK_4e3m 9, TH 4, iv_length);

PRK out = EDHOC KDF(PRK 4e3m 7, TH 4, hash_l ength).

4. Additional explanations

We detail here the main elements that differ fromthe original EDHOC
pr ot ocol .

3.3.4.1. Epheneral KEM

As previously explain the usual epheneral Diffie-Hellnan el enents are
repl aced by an epheneral KEM In this protocol, it works exactly as
we previously described.

3.3.4.2. Authentication keys

For the Initiator, the authentication key MJUST be: (1) a static KEM
key pair (kemsk I, kempk |I) generated using a KEM KeyGen(k)

al gorithm (where k is a security paraneter) *and* (2) a static
signing key pair (sign.sk_ |, sign.pk_|) generated using a

DS. KeyGen(k) algorithm (where k is a security parameter).

For the Responder, the authentication key MJUST be a static signing
key pair (sign.sk R sign.pk R) generated using a DS. KeyGen(k)
algorithm (where k is a security paraneter).

3.3.4.3. Key derivation

In this version of the protocol, the keys PRK 2e and PRK 4e3m are
obtain thanks to EDHOC Extract fonction:
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*  PRK_ 2e = EDHOC Extract(TH_ 2, ss_eph) --> the salt SHALL be TH 2
and the KM SHALL be the epheneral shared-secret ss_eph;

*  PRK 4e3m = EDHOC Extract(SALT 4e3m ss |) --> the salt SHALL be
SALT 4e3mdirectly derived fromPRK 2e, and the | KM SHALL be the
"static’ shared-secret ss_|.

Concerning PRK out, here again, there is no nodifications compared to
the original EDHOC protocol. W can note that in this two previous
cases, the Key Derivation Schedule remains close to the standard
EDHOC Key Derivation Schedul e of nmethod 1 and 2.

3.3.5. Analysis

This is actually a mrror version of the previous protocol presented,
in the sense that this tine we assuned that the Responder has a pair
of static signature keys (sign.sk R, sign.pk R and that the
Initiator has not only a pair of static signature keys (sign.sk |,
sign.pk_l) but also a pair of static KEM keys (kem sk_I, kem pk_l).
For the sane reasons, this is not an unusual case.

From a technical point of view, nessages nessage_ 1, nessage 2 and
message_4 do not differ fromthose proposed in

[1-D. pocero-aut hkem edhoc]. Here again, two nmajor differences are
worth noting regarding the nessages. Firstly, here we no nore have a
fifth mandatory nessage nessage 5. Secondly, our third nessage
message_3 contains an additional signature SIGNATURE 3 in

PLAI NTEXT _3A (before ciphering) (as this was the case for the

previ ous protocol we propose, with SIGNATURE 2) (we will propose a
byte analysis of this nessage later). Finally, froma conputationa
poi nt of view, both the Initiator and the Responder no | onger need to
calculate the MAC MAC 3. In return, in the sane vein, the Initiator
must sign a nessage, and the Responder mnust verify this signature, in
order to authenticate the Initiator, and send himthe KEM ci phert ext
kemct |I. Regarding the Key Derivation Schedul e, aside fromthe | KM
whi ch adapts to post-quantum cryptographic material, we renmain close
to the one of EDHOC s nmethod 2. So conpared to

[1-D. pocero-aut hkem edhoc], we reduce the nunber of nandatory
messages, from5 to 4, and again we obtain a tradeoff between the
size of messages, calculation capabilities, and the nunber of
messages.
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3.

3.

4.

4.

Third case: Initiator and Responder KEM and sign - version 1

We now present the equival ent of EDHOC nmethod 3, which is in our
case, an hybridation of the previous cases. W propose two vari ant
of this version. W start here with the first one, where the
Initiator authenticates with a KEM and a signhature, and the Responder
with only a KEM Mre specifically, this first version is a kind of
hybrid between a protocol proposed in [I-D.pocero-authkem edhoc] and
one of the protocols we have proposed above.

1. Protocol overview

I R
| METHOD, SUI TES |, kem pk_eph, C |, EAD 1 |
T ssage T 1
I kem ct _eph, Enc(KEYSTREAM 2, C R, |D CRED R, EAD 2) I

T T  ssage 2T \
I kemct R AEAD(1D CRED |, EAD 3, S| GNATURE_3) I

T T ssage s T 1
I kemct |, AEAD(EAD 4, MAC 2) I

Qo m o m e e o e e e e e e e e e e e e e e e e e e e e e e e em o eeoo—— oo +

| nmessage_4 |
Figure 7: PQ EDHOC, | KEM & Signs - R KEM nessage fl ow.

2. Protocol description

3.4.2.1. Formatting and sendi ng nessage_1

As for our previous protocol version, the first nessage (nmessage_1)
consi sts of:

* METHOD --> as specified in [RFC9528] it is an integer specifying
the authentication nethod the Initiator wants to use;

* SUTES | --> it consists of an ordered set of algorithns supported
by the Initiator and formatted as specified in [ RFC9528];

* C.I (and also as C R, which will appears later) --> the Connection
Identifiers chosen by the Initiator (C1) and by the Responder
(C_R as specified in [ RFC9528];
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* EAD 1 (and also EAD 2, EAD 3 and EAD 4, which will appear later)
-> External Authorization Data, respectively included in
message_1, nessage_2, nessage_3 (and optionally) nessage 4, and
formatted as specified in [ RFC9528];

* kem pk_eph --> the Epheneral KEM public key generated by the
Initiator.

3.4.2.2. Processing nessage_1, formatting and sendi ng nmessage_2
On the reception of the first nessage, the Responder proceeds as in
the original EDHOC protocol with el enents METHOD, SU TES I, C.| and
EAD 1. 1In a second step, using kem pk_eph and the KEM Encapsul ati on
al gorithm he conmputes the epheneral ciphertext kem ct_eph and the
epheneral shared-secret ss_eph.

The Responder selects its Connection Identifier CR as specified in
[ RFC9528]. He then conputes:

* TH 2 = H(kem ct_eph, H(nessage_1));
* PRK 2e = EDHOC Extract(TH 2, ss_eph);
*  KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext _|ength).

In this version the Responder authenticates with the fourth nandatory
message. So he directly assenbl es PLAI NTEXT_2:

* PLAINTEXT_2 = (C_ R, ID CRED R TH 2, EAD 2)

then ciphers this message :

* Cl PHERTEXT_2 = PLAI NTEXT_2 XOR KEYSTREAM 2

and finally sends nessage_ 2 conposed of ClPHERTEXT 2 and kem ct_eph.
3.4.2.3. Processing nessage_2, formatting and sendi ng nmessage_3

On reception of the second nmessage, the Initiator, using kenp.ct_eph,

can conpute the epheneral shared-secret ss _eph. As the Responder

did, he conputes TH 2, PRK 2e and KEYSTREAM 2. He can now deci pher

and retrieve : PLAINTEXT_2 = Cl PHERTEXT_2 XOR KEYSTREAM 2.

Thanks to ID CRED R, the Initiator obtains the |ong-term KEM public

key of the Responder, kempk_ R He then uses the KEM Encapsul ati on

algorithmto generate ss_R and kemct_R

He then conputes the follow ng el ements:
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*  SALT_3e2m = EDHOC KDF(PRK_2e, 1, TH 2, hash_l ength);
*  PRK_3e2m = EDHOC Extract (SALT_3e2m ss_R);

* TH 3 = H(TH 2, PLAINTEXT 2, ID CRED R);

*  K_3 = EDHOC KDF(PRK 3e2m 3, TH 3, key_length);

* |V_3 = EDHOC_KDF(PRK 3e2m 4, TH 3, iv_length).

Then, in order to authenticate, he then forns PLAINTEXT 3 =
(IDCRED |, TH 3, EAD 3) and signs it:

* SIGNATURE 3 = DS. Sign(sign.sk_ I, (PLAINTEXT_3, sign_|length))
where sign.sk | is the long-termsigning private key of the
Initiator. Finally he sets PLAI NTEXT _3A = (PLAI NTEXT 3, SIGNATURE 3)
and ciphers it with the AEAD encryption al gorithm negociated in
SU TES_I, as Cl PHERTEXT_3.
The third message is then conmposed of:
* kemct R
*  Cl PHERTEXT_3.

3.4.2.4. Processing nessage_3, formatting and sendi ng nessage_4
On reception of nessage_3, the Responder conputes TH 3. He al so used
the KEM Decapsul ation algorithmwith its long-term KEM private key
kem sk_R and the KEM ci phertext kemct_R, to obtain the shared-secret
ss_R
He can now conpute SALT 3e2m PRK 3e2m K 3, and IV_3 as the
Initiator did, and deci phers Cl PHERTEXT_3 with the AEAD decryption
algorithm Wth PLAINTEXT _3A, he obtains kempk | and sign.pk |, and
verifies the signature:
* DS. Verify(sign.pk_I, (PLAINTEXT_ 3, sign_|length), SIGNATURE 3).

If the verification algorithmreturns 1, the Initiator is properly
authenticated to the Initiator. Qherw se the Responder aborts.

He then uses the KEM Encapsul ation algorithmto generate ss_| and
kemct 1.

Fol | owi ng that, he conputes:
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* TH 4 = H(TH_3, PLAINTEXT 3A, ID CRED I);

*  SALT _4e3m = EDHOC KDF(PRK 3e2m 5, TH 4, hash_l ength);
*  PRK 4e3m = EDHOC Extract(SALT 4e3m ss_|);

* K 4 = EDHOC KDF(PRK 4e3m 8, TH 4, key_length);

* |V_4 = EDHOC KDF(PRK 4e3m 9, TH 4, iv_length).

The Responder now needs to authenticate. For that, he conputes a MAC
MAC 2:

* MAC 2 = EDHOC KDF(PRK 4e3m 2, CR |IDCRED R TH 4, EAD 4,
mac_| ength_2).

Usi ng the AEAD encryption al gorithm he ciphers PLAI NTEXT 4 = (EAD 4,
MAC 2) and sends it to the Initiator, along with kemct _|I. He then
finishes the AKE by computing the final key PRK out:

*  PRK out = EDHOC KDF(PRK 4e3m 7, TH 4, hash_l ength).
3.4.2.5. Processing nessage_4

In this situation the fourth nessage is mandatory. It is used to
send the KEM ci phertext kemct | to the Initiator (it cannot be
shared before, since the Responder only learns the identity of the
Initiator with the third nmessage).

When receiving this |last nessage, the Initiator conputes the shared-
secret ss_| thanks to the KEM Decapsul ation algorithm and el enments
kemsk I, kemct _|I. After that, he can conmpute TH 4, K 4, IV_4, and
deci pher Cl PHERTEXT_4 thanks to the AEAD decryption algorithm Once
he had checked the well formedness of PLAINTEXT 4, he can

aut henti cate the Responder by conputing MAC 2 on its own and
conparing with the one he finds in PLAINTEXT_4. |If everything goes
well, he finally conputes PRK out as the Responder did.

3.4.3. Associated key derivation schedul e

In this section we present the key derivation schedul e of the
previously described protocol version.
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I Fommm e o oo +
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Figure 8. PQEDHOC, | KEM & Signs - R KEM key derivati on schedul e.

As above, we sunmarize the different conputations:

PRK 2e = EDHOC Extract(TH 2, ss_eph);

KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext_|length);

SALT _3e2m = EDHOC KDF(PRK 2e, 1, TH 2, hash_length);

PRK 3e2m = EDHOC Extract (SALT_3e2m ss_R);

K 3 = EDHOC_KDF( PRK_3e2m 3, TH_ 3, key_length);

IV_3 = EDHOC_KDF( PRK_3e2m 4, TH 3, iv_length);

SALT_4e3m = EDHOC KDF(PRK 3e2m 5, TH 4, hash_l ength);

PRK 4e3m = EDHOC Extract (SALT_4e3m ss_I);

K 4 = EDHOC_KDF( PRK_4e3m 8, TH 4, key_length);

1V 4 = EDHOC KDF(PRK 4e3m 9, TH 4, iv_length);

MAC 2 = EDHOC_KDF( PRK_4e3m 2, context_2, mac_| ength_2)
(with context_2 = CR IDCRED R TH 4, EAD 4);

PRK out = EDHOC KDF(PRK 4e3m 7, TH 4, hash_l ength).

3.4.4. Additional explanations

We detail here the main elements that differ fromthe original EDHOC
pr ot ocol .

3.4.4.1. Epheneral KEM

As previously explain the usual epheneral Diffie-Hellnan el enents are
repl aced by an epheneral KEM In this protocol, it works exactly as
we previously described.

3.4.4.2. Authentication keys

For the Initiator, the authentication key MIUST be: (1) a static KEM
key pair (kemsk I, kempk |I) generated using a KEM KeyGen(k)

al gorithm (where k is a security paraneter) *and* (2) a static
signing key pair (sign.sk_ |, sign.pk_|) generated using a

DS. KeyGen(k) algorithm (where k is a security parameter).
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For the Responder, the authentication key MJUST be a static KEM key
pair (kem sk_R, kem pk_R) generated using a KEM KeyGen(k) al gorithm
(where k is a security paraneter).

3.4.4.3. Key derivation

In this version of the protocol, the keys PRK 2e, PRK 3e2m and
PRK 4e3m are obtain thanks to EDHOC Extract fonction:

* PRK 2e = EDHOC Extract(TH 2, ss_eph) --> the salt SHALL be TH 2
and the | KM SHALL be the epheneral shared-secret ss_eph;

*  PRK 3e2m = EDHOC Extract (SALT_3e2m ss_R) --> the salt SHALL be
SALT _3e2mdirectly derived from PRK 2e, and the | KM SHALL be the
"static’ shared-secret ss_R

*  PRK 4e3m = EDHOC Extract (SALT 4e3m ss |) --> the salt SHALL be
SALT 4e3mdirectly derived from PRK _3e2m and the | KM SHALL be the
"static’ shared-secret ss_|I.

Concerning PRK out, here again, there is no nodifications conmpared to
the origi nal EDHOC protocol .

3.4.5. Analysis

Thi s variant combines our PQ EDHOC I KEM & Signs - R Signs protoco
with the version where the Initiator and Responder authenticate using
a KEM as presented in [I-D. pocero-authkem edhoc]. The advantage of
this alternative is that it preserves Responder authentication via a
KEM and sinply asks the Initiator to sign its identity.

Additionally, there is no |longer need to calculate the MAC MAC 3. In
this variant, we assuned that the Initiator has a pair of static
signature keys (sign.sk I, sign.pk_I) and also a pair of static KEM
keys (kem sk I, kempk 1), and that the Responder has only a pair of
static KEM keys (kemsk R kempk R). As already explain, this is
not an unusual case. Froma technical point of view nessages
message_1, nessage_2 and nessage_4 do not differ fromthose proposed
in [I-D. pocero-authkem edhoc]. Again, two major differences are
worth noting regarding the messages. Firstly, here we no nore have a
fifth mandatory nessage nessage 5. Secondly, our third nessage
nmessage_3 contains an additional signature SIGNATURE 3 in

PLAI NTEXT_3A(befoire ciphering) (as this was the case for protocols
that we have proposed above, with SIGNATURE 2 or SIGNATURE 3) (we

wi Il propose a byte analysis of this nessage later). Finally, froma
comput ational point of view, both the Initiator and the Responder no
| onger need to calculate the MAC MAC 3. In return, here again, the
Initiator nust sign a nessage, and the Responder nust verify this
signature, in order to authenticate the Initiator, and send himthe
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3.

3.5. 1.

3.

KEM ci phertext kemct_|. Regarding the Key Derivation Schedul e,
aside fromthe | KM which adapts to post-quantum cryptographic
material, we remain close to the one of EDHOC s nethod 3. So
conpared to [I-D. pocero-aut hkem edhoc], we reduce the nunber of
mandat ory nessages, from5 to 4, and again we obtain a tradeoff
bet ween the size of nessages, calculation capabilities, and the
nunber of nessages.

5

5

e
3.

Third case: Initiator and Responder KEM and sign - version 2

now present the second variant of the equival ent of EDHOC net hod
In this situation both the Initiator and the Responder

authenticate with a KEM and a signature, which makes this protoco
hybrid of two of the protocols we presented previously.

Pr ot ocol overvi ew

METHOD, SUI TES_ |, kem pk_eph, C|, EAD 1

nmessage_1

| kem ct_eph, Enc(KEYSTREAM 2, C R |D CRED R EAD 2, S| GNATURE 2)

kem ct R, AEAD(ID CRED |, EAD 3, SIGNATURE 3)

nmessage_3

kemct |, AEAD(EAD 4)

nmessage_4

Figure 9: PQ EDHOC, | KEM & Signs - R KEM & Si gns nessage fl ow.

2

Prot ocol description

3.5.2.1. Formatting and sendi ng nessage_1

As

for our previous protocol version, the first nessage (nessage_ 1)

consi sts of:

*

METHOD --> as specified in [RFCO528] it is an integer specifying
the authentication nmethod the Initiator wants to use;

26

a
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* SUTES | --> it consists of an ordered set of algorithns supported
by the Initiator and formatted as specified in [ RFC9528];

* C.I (and also as C R, which will appears later) --> the Connection
Identifiers chosen by the Initiator (C1) and by the Responder
(C_R as specified in [ RFC9528];

* EAD 1 (and al so EAD 2, EAD 3 and EAD 4, which will appear |ater)
-> External Authorization Data, respectively included in
message_1, nessage_ 2, nessage_3 (and optionally) nessage 4, and
formatted as specified in [ RFC9528];

* kem pk_eph --> the Epheneral KEM public key generated by the
Initiator.

3.5.2.2. Processing nessage_1, formatting and sendi ng nessage_2
On the reception of the first nessage, the Responder proceeds as in
the original EDHOC protocol with elenents METHOD, SU TES I, C. and
EAD 1. 1In a second step, using kem pk_eph and the KEM Encapsul ati on
al gorithm he conputes the ephemeral ciphertext kem ct_eph and the
epheneral shared-secret ss_eph

The Responder selects its Connection Identifier CR as specified in
[ RFC9528]. He then conputes:

* TH 2 = H(kem ct _eph, H(nmessage_1));
* PRK 2e = EDHOC Extract(TH 2, ss_eph);
* KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext_length).

In this version, the Responder authenticates with message_ 2 thanks to
a signature. So he assenbl es PLAI NTEXT 2:

* PLAINTEXT 2 = (C R IDCRED R TH 2, EAD 2)

then signs this nessage

* SIGNATURE 2 = DS. Sign(sign.sk R (PLAINTEXT 2, sign_length))
where sign.sk Ris the long-termsigning private key of the
Responder. And finally he ciphers PLAI NTEXT_2A = (PLAI NTEXT_2,
S| GNATURE_2) :

* Cl PHERTEXT_2 = PLAI NTEXT_2A XOR KEYSTREAM 2

So the second nessage then consists of:
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* kem ct_eph --> the epheneral ciphertext obtained with kem pk_eph;
*  Cl PHERTEXT_2.

3.5.2.3. Processing nessage 2, fornmatting and sendi ng nessage_3
On reception of the second nessage, the Initiator, using kenp.ct_eph,
can conpute the ephenmeral shared-secret ss_eph. As the Responder
did, he computes TH 2, PRK 2e and KEYSTREAM 2. He can now deci pher
and retrieve : PLAI NTEXT_2A = Cl PHERTEXT_2 XOR KEYSTREAM 2.
Thanks to ID CRED R, the Initiator obtains the long-term public keys
of the Responder, kenp.pk_R and sign.pk_R At first, he checks the
validity of the signature of the Responder:
* DS. Verify(sign.pk R (PLAINTEXT 2, sign_length), SIGNATURE 2).

If the verification algorithmreturns 1, the Initiator properly
aut henti cated the Responder. Oherw se he aborts.

Usi ng the KEM encapsul ati on al gorithm KEM Encapsul ati on, and the
long-terminput material kem pk R of the Responder, the Initiator
generated the pair (ss_R kemct_R).

The shared-secret ss_R will then serve as | KM for the conputation of
PRK 3e2m

*  SALT_3e2m = EDHOC KDF(PRK 2e, 1, TH_ 2, hash_l ength);
*  PRK 3e2m = EDHOC Extract (SALT 3e2m ss_R).

It is nowthe turn of the Initiator to authenticate hinself. To do
so, he conputes the foll owi ng el enents:

* TH 3 = H(TH_2, PLAINTEXT_2A, ID CRED R);
*  K_3 = EDHOC _KDF(PRK 3e2m 3, TH 3, key_length);
* |V_3 = EDHOC KDF(PRK 3e2m 4, TH 3, iv_length);

assenbl es PLAINTEXT 3 = (ID CRED |, TH 3, EAD 3), and signs
PLAI NTEXT_3:

* SIGNATURE 3 = DS. Sign(sign.sk_ I, (PLAINTEXT_3, sign_|length))
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where sign.sk_| is the long-termsigning private key of the
Initiator. Then, with the AEAD encryption al gorithm negociated in
SUI TES |, he ciphers PLAINTEXT_3A = (PLAI NTEXT_3, SI GNATURE_3) as
Cl PHERTEXT_3.
The third nmessage is then conposed of:
* kemct R
*  Cl PHERTEXT_S.

3.5.2.4. Processing nessage_3, formatting and sendi ng nessage 4
On reception of nmessage_3, the Responder conputes TH 3, K 3 and IV_3,
and deci phers CI PHERTEXT_3 with the AEAD decryption algorithm Wth
PLAI NTEXT _3A, he obtains the Initiator’s long-term public keys
kem pk_|I and sign.pk_|I, and so he verifies the signature:
*  DS.Verify(sign.pk_I, (PLAINTEXT_3, sign_length), SIGNATURE_3).
If the verification algorithmreturns 1, the Initiator is properly
authenticated to the Initiator. Oherw se the Responder aborts. He
then uses the KEM Encapsul ation algorithmto generate ss | and
kemct _|I.
Fol I owi ng that, he conputes:
* TH 4 = H(TH_3, PLAINTEXT_3A, IDCRED |);
*  SALT_4e3m = EDHOC KDF(PRK 3e2m 5, TH 4, hash_l ength);
*  PRK 4e3m = EDHOC Extract (SALT_4e3m ss_|);
* K 4 = EDHOC_KDF(PRK_4e3m 8, TH 4, key_length);
* |V_4 = EDHOC KDF(PRK 4e3m 9, TH 4, iv_length).
Usi ng the AEAD encryption algorithm he ciphers PLAINTEXT_4 = EAD 4
and sends it to the Initiator, along with kemct_I. He then finishes
the AKE by conputing the final key PRK out:

*  PRK_out = EDHOC_KDF(PRK_3e2m 7, TH 4, hash_l ength).
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3.5.2.5. Processing nessage_4

In this situation the fourth nessage is mandatory. It is used to
send the KEM ci phertext kemct | to the Initiator (it cannot be
shared before, since the Responder only learns the identity of the
Initiator with the third nessage).

When receiving this |ast message, the Initiator conputes the shared-
secret ss_| thanks to the KEM Decapsul ation algorithm and el ements
kemsk I, kemct |I. After that, he can conpute TH 4, K 4, IV _4, and
deci pher Cl PHERTEXT_4 thanks to the AEAD decryption algorithm Once
he had checked the well formedness of PLAINTEXT_4, he can finally
comput e PRK out as the Responder did.

3.5.3. Associated key derivation schedul e

In this section we present the key derivation schedule of the
previously described protocol version.

o mm e e e e e e e e e e e e e oo +
| TH 2=H(kem ct _eph, H(message_1)) |
to----- A R +--+ PLAI NTEXT_2A
I I I
- - + R - - + oo oo+ e + +-+-+
| ss_eph| -->| Extract| -->| PRK_2e]| - - >| Expand| - - >| KEYSTREAM 2| - - >| XCR)
F-- - - - + B S, + +- - - - -+ +- - - - -+ o m e e e - + +- +- +
I I
| %
| S +- -+
| | G PHERTEXT_2|
| - +- -+
I
Feommmmeaaa + +-- - - -+
| SALT_3e2ni <- - | Expand|
R ST + oo -+
| e +
| | TH_ 3=H(TH 2, PLAINTEXT_2, ID CRED R)|
| B S, o m e e e e e e e e m e ao- +
I I
| | PLAI NTEXT_3A
I I I
+----+ R Fommm e m - + oo 4o -+ Fommm e m - + - - 4o+
| ss_R|-->| Extract]|-->| PRK_3e2ni - - >| Expand| - - >| K_3/ 1 V_3] - - >| AEAD|
+----+ B S, + F-m o=+ +- - - - -+ B + +- - +- +
I I
v

I
| S R +----+
| | CI PHERTEXT 3|
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| - +----+
I
S + Fom e+
| SALT_4e3n <- - | Expand|
R + +--- -+ PLAI NTEXT_4
I I
+o--- 4+ Fome e+ Fommmme s + Fommmm + Fommmme s + +- - -+
| ss_I]|-->| Extract]|-->| PRK 4e3n - ->| Expand| - ->| K_4/ 1 V_4] - - >| AEAD|
+----+ Fommmm - + Fomm e ma -+ Fom e+ R + - - -+
I I I
I I v
| | - +----+
| | | Cl PHERTEXT_4|
| | S +
I I
| S SRR o e e e e e e e oo +
| | TH 4=H(TH 3, PLAINTEXT_ 3, I D CRED |)]|
| S . S +
I I
| +- - - - -+ B S, +
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Figure 8 PQEDHOC, | KEM & Signs - R KEM & Sings key derivation
schedul e.

Here, we summarize the different conputations:

PRK 2e = EDHOC Extract(TH 2, ss_eph);

KEYSTREAM 2 = EDHOC KDF(PRK 2e, 0, TH 2, plaintext_length);
SALT_3e2m = EDHOC _KDF(PRK_2e, 1, TH 2, hash_l ength);
PRK 3e2m = EDHOC Extract (SALT_3e2m ss_R);

K 3 = EDHOC KDF(PRK 3e2m 3, TH 3, key_l ength);
I1V_3 = EDHOC_KDF( PRK_3e2m 4, TH 3, iv_length);
SALT 4e3m = EDHOC KDF(PRK 3e2m 5, TH 4, hash_| ength);
PRK 4e3m = EDHOC Extract (SALT _4e3m ss_|);

K 4 = EDHOC_KDF( PRK_4e3m 8, TH 4, key_length);
1V_4 = EDHOC KDF(PRK 4e3m 9, TH 4, iv_length);
PRK out = EDHOC KDF(PRK 4e3m 7, TH 4, hash_l ength).

3.5.4. Additional explanations

W detail here the main elenments that differ fromthe original EDHOC
pr ot ocol .
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3.5.4.1. Epheneral KEM

As previously explain the usual epheneral Diffie-Hellnman el ements are
repl aced by an epheneral KEM In this protocol, it works exactly as
we previously descri bed.

3.5.4.2. Authentication keys

For the Initiator, the authentication key MJST be: (1) a static KEM
key pair (kemsk I, kempk |I) generated using a KEM KeyGen(k)
algorithm (where k is a security paraneter) *and* (2) a static
signing key pair (sign.sk_l, sign.pk_l) generated using a

DS. KeyGen(k) algorithm (where k is a security parameter).

For the Responder, the authentication key MJST be: (1) a static KEM
key pair (kemsk R kem pk R) generated using a KEM KeyGen(k)

al gorithm (where k is a security paraneter) *and* (2) a static
signing key pair (sign.sk_R sign.pk_R) generated using a

DS. KeyGen(k) algorithm (where k is a security parameter).

3.5.4.3. Key derivation

In this version of the protocol, the keys PRK 2e, PRK 3e2m and
PRK 4e3m are obtain thanks to EDHOC Extract fonction:

* PRK 2e = EDHOC Extract(TH 2, ss_eph) --> the salt SHALL be TH 2
and the KM SHALL be the epheneral shared-secret ss_eph;

*  PRK 3e2m = EDHOC Extract (SALT 3e2m ss_R) --> the salt SHALL be
SALT _3e2m directly derived from PRK 2e, and the | KM SHALL be the
"static’ shared-secret ss_R

*  PRK 4e3m = EDHOC Extract (SALT_4e3m ss_|I) --> the salt SHALL be
SALT 4e3mdirectly derived fromPRK 3e2m and the | KM SHALL be the
"static’ shared-secret ss_|I.

Concerning PRK out, here again, there is no nodifications conpared to
the origi nal EDHOC protocol .

3.5.5. Analysis

We conclude all these descriptions, with a | ast one variant which
combi nes our PQ EDHOC | KEM & Signs - R Signs protocol with our PQ
EDHOC | Signs - R KEM & Signs protocol. In this situation, both the
Initiator and the Responder will authenticate using a signature, and
there will be no | onger MACs MAC 2 and MAC 3 to conpute. In this
variant, we assuned that the Initiator has a pair of static signature
keys (sign.sk_I, sign.pk_l) and also a pair of static KEM keys
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(kemsk_l, kempk_I), and that the Responder has a pair of static
signature keys (sign.sk_R sign.pk_R and also a pair of static KEM
keys (kem sk_R, kempk R). As already explain, this is not an
unusual case. Froma technical point of view, only nmessage nessage_1
remai ns unchanged as the one proposed in [|-D. pocero-authkem edhoc].
Here, four major differences are worth noting regarding the nessages.
Firstly, here we no nore have a fifth mandatory nessage nessage_5.
Secondl y, our second and third nessages nmessage_2 and nessage_3
contain each an additional signature SIGNATURE 2 and Sl GNATURE 3
respectively in PLAINTEXT_2A and in PLAINTEXT 3A. Mbreover, the

pl ai nt ext PLAINTEXT 4 no | onger includes MAC 2, which inplies that
the ciphertext CIPHERTEXT_4 is lighter, and so is our fourth nessage
message_4 (we will propose a byte analysis of these nmessages later).
Finally, froma conputational point of view, both the Initiator and
the Responder no | onger need to cal culate the MACs MAC 2 and MAC 3

In return, both the Initiator and the Responder nust sign a nessage
and verify signature, in order to authenticate thenselves. This
allows the Initiator to authenticate the Responder directly when he
receives the second nmessage, and vice versa for the Responder when he
receives the third message. That is why we no | onger need MAC 2 and
MAC 3 in the fourth and fifth nmessages. Regarding the Key Derivation
Schedul e, aside fromthe | KM which adapts to post-quantum
cryptographic material, we remain close to the one of EDHOC s net hod
3. So conpared to [|-D. pocero-aut hkem edhoc], we reduce the nunber
of mandatory nmessages, fromb5 to 4, and again we obtain a tradeoff
bet ween the size of nessages, calculation capabilities, and the
nunber of messages.

4. Security Considerations
We propose here a global security analysis of our five proposals (if
necessary, we nunber the protocols from1l to 5 according to their
order of appearance in the docunment). At the end of each handshake,
bot h endpoi nt s:
* securely conpute the session key PRK out;
* securely authenticate their partner.
For the first protocol, the Responder authenticates through the MAC
in nmessage 2, while the Initiator authenticates through the signature

produced in nessage 3. This approach is simlar to that of EDHOC
[ RFC9528] in method 1.
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For the second protocol, the Responder’s authentication is guaranteed
by its signature in nessage 2, while the Initiator authenticates
through its signature in message_3. Note that in this protoco
variant, the Responder’s signature is securely ciphered in the second
message

The third protocol is essentially a nmirrored version of the second
protocol, and the authentication nethods of the Initiator and the
Responder are switched

For the fourth protocol, this authentication is ensured by the
Responder’s MAC, sent in nessage 4, and the Initiator’s signature,
sent encrypted in nessage_3.

Finally, for the fifth protocol, authentication is guaranteed by the
Initiator’s and Responder’s signatures, both sent encrypted in the
third and second nessage respectively.

Qur hybrid approaches (conbi ni ng KEM and si gnature for

aut hentication) follow the structure of the Key Derivation Schedul e
in EDHOC [ RFC9528]. The use of a ’'static’ shared-secret in key
derivation strengthens the security of the key between two non-

conprom sed parties (e.g., if the epheneral KEM key of the session is
conprom sed), and to sonme extent also strengthens forward-security
and authentication (e.g., if a long-termsignature secret key is

conpr om sed) .
4.1. Forward Secrecy

A forward-secrecy attacker could conprom se the | ong-term signature
key sign.sk and/or the static KEM secret key kem sk for one of the
endpoints, after that particular endpoint has conpleted a protoco
session. The attacker’s goal is to conprom se the session key
PRK_out .

First note that conpronising | ong-term signature keys does not
conprom se the security of past sessions
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If the static KEM secret key of the Initiator kemsk_| or of the
Responder kem sk_R (depending on the use case and protocol) is
comprom sed, the attacker can retrieve the shared secrets ss_| or
ss R However, this know edge is insufficient to |l earn PRK out.
This is because, as in the case of EDHOC [ RFC9528] (and similarly to
the recent proposals [I|-D. pocero-aut hkem edhoc] and

[1-D. pocero-authkemikr-edhoc]), PRK out is derived fromall shared
secrets of the session, including the ephemeral KEM secret ss_eph.
As a result, to reconmpute PRK out, attackers would also need to
conprom se the epheneral KEM secret ss_eph used in the session

Thus, each of the five protocols achi eves Forward Secrecy (FS)

provi ded that the epheneral KEM secret ss_eph remai ns unconproni sed.

4.2. ldentity protection

Protocol 1 is relatively close to the one proposed in

[1-D. pocero-aut hkemikr-edhoc]. Concerning the ldentity Protection
property, in the way it is constructed, protocol 1 guarantees this
property agai nst passive attackers for the Responder and active

attackers for the Initiator. Indeed, the same attacks as in EDHOC
[ RFC9528] by an active attacker allow learning the identity of the
Responder. Mbreover, since all information about identities is

encrypted fromthe second nessage onwards, this ensures ldentity
Protecti on agai nst passive/active attackers for Responder/Initiator,
provi ded that |ong-termkeys are not conprom sed. However, we want
to point out a disputed aspect regarding this property. W think it
m ght be possible to reuse the security game introduced in

[ CottierPointcheval 23], reused in [LI EDHOC] and adapted in [ EDHOCPSK]
to prove ldentity Protection. But this security ganme seens difficult
to adapt to the protocol proposed in [|-D. pocero-authkemikr-edhoc]
due to the encryption present in the first nessage. W suggest a
more gl obal approach for this property, possibly based on [ PPAKE].

To return to a nore classical definition of lIdentity Protection
property, protocols 2 to 5 keep a sinmlar structure as EDHOC, and so
inherit of this property. 1In other words, the identities of the
Initiator and the Responder are never sent in plaintext, always
encrypted, and only fromthe second message onwards. Moreover, the
various signatures executed by the endpoints are encrypted in the
messages and therefore do not appear in clear in the exchange, as
this is the case in the original EDHOC protocol

According to the definition in [CottierPointcheval 23], protocols 2 to
5 verify the lIdentity Protection property agai nst passive attackers
for the Responder and agai nst active attackers for the Initiator

However, we can still keep our previous proposal in nmnd and try to
prove this property in a nore general franework for these protocols
as wel | .
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4.3. Downgrade Protection

Qur protocols protect against downgrade attacks in the same way as
EDHOC si nce the choice of nethods and ci pher suites is included in
the calculation of certain THs and is |inked to Connection
Identifiers of each session (and then to endpoint identities). As a
result, we have the same Downgrade Protection as in EDHOC [ RFC9528] .

4.4. Transcript Hash Bi nding

4.

6.

6.

5.

1.

In our protocols, transcript hashes are constructed as in [ RFC9528].
They contain el enments from previ ous nessages as well as endpoint
identities. They are also involved in the conputation of derived and
intermedi ari es keys (as explained in the Key Derivation Schedul es).
Thus, |ike EDHOC, they provide protection against m sbhinding attacks
(since identities are linked to keys and nessages via THs) and inter-
session replay attacks (since any changes to a nessage or injected
message from anot her session invalidates subsequent THs).
Consequently, at each step of the handshake, the integrity of the
process is verified using THs.

External Authorization Data (EAD)

The External Authorization Data (EAD) in our protocols behaves
simlarly to what is done in EDHOC [ RFC9528] and

[1-D. pocero-aut hkem edhoc]. The first two nmessages nessage_1 and
message_2 carry EAD (partially encrypted), which are not yet
authenticated. This rmakes them potentially vul nerable to replay
attacks by an active attacker. The last two nessages nessage_3 and
message_4 protect the EAD using either MAC or signature, as well as
AEAD encryption. Thus, like in EDHOC [ RFC9528], our 5 protocols’ EAD
data nmust be treated as untrusted until the handshake is successfully
compl et ed.
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