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Abstract

Thi s docunent addresses key operational challenges in |arge-scale

| Pv6 depl oynment and proposes an architecture for |Pv6 depl oynent
nmonitoring and analysis. It describes an architectural approach and
conmprehensive netrics to provide end-to-end visibility across network
infrastructure, cloud services, edge conmputing, and end-user domai ns.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents

Pang, et al. Expi res 3 Septenber 2026 [ Page 1]



I nternet-Draft | Pv6 Network Mnitoring Depl oynent March 2026

extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 2
1.1. Current |1Pv6 Depl oyrrent St at us 3
1.2. Current Approaches to Mnitoring IPv6 Depl oyrrent 3

2. Probl em St at enent . . . 4
2.1. Fragnmented Monitori ng Coverage 4
2.2. Singl e-Dinensional Eval uation . 4
2.3. Lack of Cross-Domain Correlation 4
2.4. Insufficient In-Depth Analysis 4
2.5. Limted Dynam c Prediction . . 4

3. 1Pv6 Network End-to-End Monitoring and AnaI yS| s

Architecture .o . . 4

3.1. Architectural Pri nC| pI es 5
3.2. Architecture Conponents . 5
3.2.1. Data Collection Layer 6
3.2.2. Intelligent Analysis Layer 7
3.2.3. Visualization Layer 8
3.2.4. | Pv6 Mnnitoring Metrics . 8

4. I nplementation Considerations . 9
4.1. Phased Depl oyment Strategy . . Ce e e e e 9
4.2. Organizational Collaboration I\/bdel e X ¢
4.3. Technical Selection Reconmendations . . . . . . . . . . . 10
4. 4. Deploynent Validation . . . . . . . . . . . . . . . ... 10

5. Security Considerations . . . . . . . . . . . . . . . .. .. 10

6. | ANA Considerations . . . . . . . . . . . . . . . ... ... 10

7. References . . T K¢
7.1. Normative Ref erences . . . . . . . . . . . . .. ... .01n
7.2. Informative References . . . . . . . . . . . . . . . .. 11

Authors’ Addresses . . . . . . . . . . . . . . . . ... ... 12

1. Introduction

The 1 Pv6 protocol specification was published in 1998. As |Pv6
adoption has accelerated in recent years, |Pv6 was standardi zed as an
I nternet Standard [ RFC8200] in 2017.
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1.1. Current |Pv6 Depl oynent Status

The depl oyment of |1Pv6 has become a core driving force for network
devel opment. Wth the continuous expansi on of network scale and the
energence of new services, |Pv6 provides abundant address space,
enhanced security, and inproved network performance, naking it a key
conponent in network evolution. The efficient deployment and
pronotion of |IPv6 networks have becone critical priorities for
operators and service providers.

As of 2023, significant progress has been nade in gl obal |Pv6

depl oynent. According to the G obal |1Pv6 Devel opnent Report 2024
[ G obal | Pv6Report 2024], 1Pv6 depl oynment accel erated notably in 2023,
wi th gl obal coverage exceeding 30% for the first time. 1In |eading
countries, |IPv6 coverage has reached or approached 70% and the
proportion of IPv6 nobile traffic has surpassed that of [|Pv4.

[ RFCO386] describes the | Pv6 depl oynent status in 2022, and Section 5
lists common chal | enges including transition mechani sns, network
managenment and operation, performance, and customer experience.

ETSI - GR- 1 PE- 001 [ ETSI - GR- | PE-001] al so anal yzes existing gaps in

| Pv6-rel ated use cases.

1.2. Current Approaches to Mnitoring | Pv6 Depl oynent

Several tools and platforns are used to nonitor |Pv6 depl oynent, such
as:

* |Internet Society Pulse: Curates information about |Pv6 adoption
I evels in countries and networks worl dwi de.

* Akamai | Pv6 Adoption Visualization: Tracks | Pv6 adoption trends at
country or network | evel

* APNIC | Pv6 Measurenent: Provides an interactive nap for view ng
| Pv6 depl oynment rates in specific countries.

* Coudflare IPv6 Adoption Trends: O fers | Pv6 adoption insights
across the Internet.

* (Cisco 6lab IPv6: Displays | Pv6 prefix data.

* Regional or National Mnitoring Platforns: Exanples include NZ
I Pv6, RIPE NCC I Pv6 Statistics, and USG | Pv6 & DNSSEC Ext er na
Servi ce Depl oynment Status.

Whi | e val uabl e for high-level trend analysis, these tools have
significant Iimtations for carrier-grade operational use.
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I nadequate |1 Pv6 nmonitoring can | ead to unrecogni zed service
degradation, increased operational costs, and poor end-user
experience, which hinders the | arge-scal e adoption of |Pv6.

2. Probl em St at enent
2.1. Fragnented Mnitoring Coverage

Moni toring points are predom nantly concentrated in backbone networks
[ RFC7707], lacking fine-grained visibility into user termnals,
access networks, and application endpoints.

2.2. Singl e-Dinensional Eval uation

Assessnents mainly rely on basic metrics such as connection
availability [ RFC9099] and address allocation rates, |acking a
holistic view of service continuity, transm ssion quality, network
el ement readi ness, and active connection states.

2.3. Lack of Cross-Domain Correl ation

Data silos exist anobng different network donmains (fixed, nobile,
core, application), preventing end-to-end path analysis and fault
correlation [ RFC9312].

2.4. Insufficient In-Depth Analysis

I nconplete I1Pv6 transformation in applications and content delivery
chains (e.g., deeply nested links, nultinedia content) is difficult
to characterize without in-depth nonitoring capabilities for such
scenari os.

2.5. Limted Dynam c Prediction
Current nodel s cannot effectively quantify the inpact of externa
factors (policy changes, user behavior, market dynamics) on | Pv6
evol ution, which linmts proactive network planning.

3. 1Pv6 Network End-to-End Monitoring and Anal ysis Architecture
To address the above chal | enges, this docunent describes an end-to-
end | Pv6 nmonitoring and anal ysis architecture. The architecture

provides full visibility into | Pv6 depl oynment while ensuring
interoperability and scalability.
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3. 1

Architectural Principles

The nonitoring framework foll ows these key principles:

*

3. 2.

St andardi zed Data Model s: Use standardi zed data nodels (e.g.,
YANG) for consistent data representati on across domains to ensure
interoperability.

Modul ar Desi gn: Depl oy i ndependent functional conmponents with
wel | -defined interfaces to support increnental deploynent.

Cross-Domain Correlation: Enable end-to-end visibility via
i ntegrated data anal ysis across admi nistrative donmains.

Service-Oriented Metrics: Use a conprehensive nonitoring metrics
framework aligned with operational objectives.

Vi sual i zation Tool s: Dashboards and visual interfaces to support
key operational decisions.

Extensibility: Support integration with existing nonitoring
systens and al | ow future extensions.

Archi tecture Conponents

The architecture consists of three |layers, as shown in Figure 1: the
Data Col | ection Layer, the Intelligent Analysis Layer, and the
Vi sual i zati on Layer.

Pang,
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Vi sual i zati on Layer |
| (Dashboards, Topol ogy, Fault Alerts) |

I I
| |
| | Traffic | | Dynamic | | Qality | |
| | Correlation| |Attribution| | Analysis| |
I I

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmmm e mm o m e — e —— - ==
| Data Col | ection Layer

| . S R R S R R + e-emeaa-a +
| |  Home || || || I

| | Broadband | | Mobile | | Bearer | App |

| | MNetwork | | Network | | Network | | Domain |

| S S SR SRS S SR SRS +  A--------- +
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm ==

Figure 1: I Pv6 Network End-to-End Monitoring and Anal ysis
Architecture

3.2.1. Data Collection Layer

This layer defines unified interface standards to integrate nmulti-
source data fromthe home broadband network, nobile network, IP
bearer network, and application domain. The framework supports
interworking with multi-vendor devices and subsystens.

I mpl enent ati ons SHOULD | everage existing | ETF standards for data
col I ecti on where applicable.

* Integration with existing network nanagenment systens can provide
daily-level nonitoring data through standardi zed interfaces.

* The architecture | everages nmature, standardi zed coll ection
mechani sms (such as Tel enmetry, NETCONF/ YANG etc.) to ensure
uni form data formats and neet hi gh-frequency traffic nonitoring
requirenents.
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3.2.2. Intelligent Analysis Layer

The Intelligent Analysis Layer processes traffic data collected from
the four mmjor service domains. Using nulti-dinensional traffic

anal ysi s nodel s and conprehensive netrics, it provides fine-grained

i nsights and supports cross-donain root cause diagnosis. This |ayer
al so supports Al-based nodel extensions, including anomaly detection
for unexpected drops in IPv6 traffic and predictive analytics for
forecasting I Pv6 traffic growmh based on historical data and externa
factors (e.g., regional policy rollouts).

3.2.2.1. Milti-domain Traffic Correlation Analysis

* Network Traffic Analysis: Supports collection of IPv6/IPv4 inbound
and outbound traffic at key network nodes. Analyzes traffic
evol ution trends.

* User-Side Traffic Analysis: Mnitors user-side devices and access
networks (fixed and mobile), including |IPv6 capability nonitoring
of home ONTs, routers, end-user devices, and access networks.

* Application Traffic Analysis: Supports collection and anal ysis of
| Pv6/ 1 Pv4 active applications, and calculates IPv6 traffic for
di fferent services.

* Inter-network Traffic Analysis: Builds region-application matrices
to anal yze cross-operator paths and | ocate regional bottl enecks.

3.2.2.2. Dynamic Traffic Attribution

Based on traffic analysis results from each domain, this conponent
identifies regions with anomal ous 1 Pv6 traffic. Using multi-domain
correlation analysis (e.g., by region, network |layer, or application
type), it attributes traffic fluctuations to specific subsystens.

Optionally, monitoring insights can informnetwork policy adjustments
that influence client-side path selection behaviors, such as those
defined in Happy Eyeballs [ RFC8305].

3.2.2.3. Traffic Quality Analysis
* User-1level Topol ogy Reconstruction: Mdels service chains and
reconstructs end-to-end topol ogi es, supporting segnmented di agnosi s
of latency and packet |oss (hone term nal, access network,
application segments).

* Deterioration Localization: Conpares |Pv4/|IPv6 perfornance segnent
by segnment to | ocate underperform ng network el enents.
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*

3.2.3.

| Pv6 Application Access Quality Assessnent: Eval uates KPIs of
application systens in |IPv6 environnents, including response tine,
connection success rate, and data transm ssion rate.

Vi sual i zation Layer

The Visualization Layer presents analyzed data via operationa
dashboards to support network nanagement deci sions.

Key functions include:

*

3.2. 4.

Uni fied Operational Dashboard: Presents an overview of key |Pv6
depl oynent netrics and ecosystemtrends using real -tine w dgets,
charts, and graphs.

Cross-Donmmi n Topol ogy Views: Displays interactive topol ogy maps
for each network donmain, showi ng the status of |Pv6-enabl ed
resources, connections, and operational state.

Mul ti-Di nmensional Data Exploration: Provides chart-based views
(traffic distribution, quality trends, application support
conparison etc.) that allow operators to filter netrics by tine,
regi on, service type, and ot her dinensions.

Fault and Status Visualization: Converts root cause anal ysis
results into visual alerts on dashboards and topol ogi es (col or-
coded nodes, heat maps etc.) to speed up fault identification and
t roubl eshoot i ng.

| Pv6 Monitoring Metrics

The conprehensive | Pv6 nmonitoring nmetrics framework includes the
foll owi ng categori es:

*

Pang,

Readi ness Metrics

- Network Elenent Readiness: |Pv6 readi ness of network equi pment,
end- user devices, and security devices.

- Application Readiness: |Pv6 support rates for websites and
service systens.

- Infrastructure Readi ness: |Pv6 readi ness of fixed |Internet,
mobil e Internet, dedicated |lines, and data center network (DCN)
infrastructure

- Networ k Readi ness:
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4.

4.

Pang,

o |Pve coverage of backbone networks, netropolitan area
networ ks (MANs), IDCs, and dedi cated |ines.

o0 End-to-end I Pv6 performance of backbone networks, MANSs,
| DCs, dedicated |ines, and access networks.

Cl oud Readi ness: | Pv6 readi ness of CDNs, cloud services, cloud
pl atforns, and DNS servers.

* (Qperational Metrics

IPv6 Traffic: IPv6 traffic share in cross-border, inter-domain,
intra-domain, fixed MAN, nobile core, IDC, dedicated |line, and
application traffic.

Active | Pv6 Connections: |Pv6 active connection share in fixed
MAN, nobile core, IDC, dedicated line, and application
services

* Performance and Quality Metrics

DNS Resol uti on Latency and Success Rate.
End-t o- End Latency (RTT).

Packet Loss Ratio (PLR).

I npl enent ati on Consi derati ons

This architecture and its associated nmetrics have been depl oyed in
operational networks, delivering nmeasurable inprovenents in |Pv6
depl oynent effectiveness. Based on experiences froml arge-scale
operator networks, the follow ng key recomendati ons are provided:

Phased Depl oynent Strategy

Phase 1: Prioritize nmonitoring of key nodes in core and netro
networks to quickly obtain basic IPv6 traffic visibility.

Phase 2: Extend to user-side terminal collection and application-
side active probing to establish end-to-end nonitoring
capabilities.

Phase 3: Enhance intelligent analysis nodels to support automated
root cause |localization and predictive anal ytics.
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4. 3.
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Organi zati onal Col | aborati on Model

* Establish cross-departnmental teams (fixed, nobile, |IP bearer,
application etc.) to ensure data sharing and process integration.

* Define data ownership for each donmain and establish data quality
gover nance nechani sns.

Techni cal Sel ecti on Recommendati ons

* Prioritize network devices that support standard interfaces
(NETCONF/ YANG, Tel enetry) to reduce integration conplexity.

* Adopt a nodul ar architecture to facilitate future function
expansi on and nulti-vendor access.

Depl oynment Val i dati on
The architecture and nmetrics described in this docunent have been
depl oyed on the operational networks of nmjor operators (e.g., China
Uni con), covering fixed broadband, nobile, |IP bearer, and application
domai ns.

Security Considerations

| mpl enent ati ons MUST provi de:
* Rol e-based access control
* Anonyni zation of user-related data.
* Secure data transm ssion protocols.
* Integrity verification for collected netrics.
The nonitoring mechani smdescribed in this docunent uses passive
monitoring only. It does NOT nodify, insert, or delete any |Pv6 or

| Pv4 packet headers, payloads, or user traffic. No changes are made
to packet content or format during collection and anal ysis, ensuring
user traffic integrity and no inpact on network services. No
personally identifiable information (PIl) is collected, processed, or
reported, thus elimnating end-user privacy risks.

I ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
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