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Abstract

Thi s docunent identifies key operational challenges in |arge-scale

| Pv6 depl oynment and proposes an architecture for |Pv6 depl oynent
nmonitoring and analysis. It describes an architectural approach and
conpr ehensive netrics to enable end-to-end visibility across network
infrastructure, cloud services, edge conmputing, and end-user domai ns.
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1. Introduction

The energence of 1 Pv6 can be traced back to the 1990s, when the

devel opment of 1 Pv6 was initiated by the Internet Engi neering Task
Force (I ETF) to solve the problem of |Pv4 address exhaustion. In
1998, the I Pv6 protocol specification was published. As |Pv6
adopti on has been accel erating over the past years, the |Pv6 protocol
was elevated to an Internet Standard status [ RFC8200] in 2017
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1.1. Current |Pv6 Depl oynent Status

The depl oyment of |1Pv6 has become a core driving force for network
devel opment. Wth the continuous expansi on of network scale and the
energence of new applications, the extensive address space, enhanced
security, and inproved network performance of |IPv6 have nade it a key
el ement in network evolution. How to better deploy and pronote | Pv6
net wor ks has becone a wi dely concerned issue.

As of 2023, significant strides have been made in the gl oba

depl oynent of I Pv6. According to the statistics fromthe ' d oba

| Pv6 Devel opnent Report 2024', in 2023 the depl oyment of |Pv6
networks significantly accel erated, breaking through the 30% mark in
gl obal coverage for the first tine. Anpbng |eading countries, the

| Pv6 coverage rate has reached or approached 70% and the percentage
of IPv6 nobile traffic has surpassed that of |Pv4.

[ RFCO386] presents the state of | Pv6 network deployment in 2022, and
its Section 5 lists comon chal | enges, such as transition mechani sms,
net wor k managerment and operation, performance, and customer
experience. ' ETSI-GRIPE-001" also discusses the existing gaps in

| Pv6-rel ated use cases.

1.2. Current Approaches to Mnitoring | Pv6 Depl oynent
Several tools and platforns nonitor |Pv6 depl oyment, such as:

* |Internet Society Pulse: Curating information about |evels of |Pv6
adoption in countries and networks around the worl d.

* Akamai | Pv6 Adoption Visualization: Review ng | Pv6 adoption trends
at a country or network |evel

* APNIC | Pv6 Measurenent: Providing an interactive map that users
can click on to see the IPv6 deploynent rate in a particul ar
country.

* Coudflare I Pv6 Adoption Trends: O fering insights into |IPv6
adoption across the Internet.

* (Cisco 6lab IPv6: Displaying | Pv6 prefix data.

* Regional or National Mnitoring Platforns: Exanples include the Nz
I Pv6, the RIPE NCC I Pv6 Statistics, and the USG | Pv6 & DNSSEC
Ext ernal Service Depl oynent Status, anpbng ot hers.

Wi | e val uabl e for high-level trend anal ysis, these tools exhibit
significant Iimtations for operational purposes.
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2. Probl em St at enent
2.1. Fragnented Mnitoring Coverage

Moni toring points are predominantly concentrated in backbone networks
[ RFC7707], lacking fine-grained visibility into user termnals,
access networ ks, and application endpoints.

2.2. Single-D nensional Evaluation

Assessnents primarily rely on basic nmetrics |ike connection
avai l ability [ RFC9099] and address allocation rates, |lacking a
holistic view of service continuity, transnission quality, network
el ement readi ness, and active connection states.

2.3. Lack of Cross-Domain Correlation
Data silos exist between different network domains (e.g., fixed,
mobil e, core, application), preventing end-to-end path anal ysis and
fault correlation [ RFC9312].

2.4. Insufficient In-Depth Analysis
I nconplete IPv6 transformation in applications and content delivery
chains (e.g., secondary/tertiary links, nmultinedia content) remains
difficult to detect, as deep nonitoring capabilities for these
scenarios are | acking.

2.5. Limted Dynam c Prediction
Current nodels struggle to quantify the inpact of external factors
(e.g., policy changes, user behavior, nmarket dynanics) on | Pv6
evolution, limting proactive planning.

3. 1Pv6 Network End-to-End Monitoring and Analysis Architecture
To overcone the above chal |l enges, the docunment describes an
architecture for |1 Pv6 network end-to-end nonitoring and anal ysis.
The architecture is designed to provide conprehensive visibility into
| Pv6 depl oynment while nmaintaining interoperability and scalability.

3.1. Architectural Principles

The nonitoring framework i s designed around the foll owi ng key
princi pl es:
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* Standardi zed Data Mdel s: | nplenent standardi zed data nodel s
(e.g., YANG for consistent data representation across domains to
ensure interoperability.

*  ©Mbdul ar Design: Deploy discrete functional conponents with well -
defined interfaces to support increnental inplenentation.

* Cross-Domain Correl ation: Enable end-to-end visibility through
i ntegrated data anal ysis across network adm nistrative domains.

* Service-Oriented nmetrics: A conprehensive indicator system aligned
wi t h busi ness objectives.

* Visualized tools: Dashboards and visual tools to support key
oper ati onal deci sions.

* Extensibility: Support integration with existing nonitoring
infrastructure while allowi ng for future enhancenents.

3.2. Architecture Components
The architecture conprises three |layers as shown in Figure 1. the

Data Col | ection Layer, the Intelligent Analysis Layer, and the
Vi sual i zation Layer.

o m m e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e me—mao +
| Vi sual i zation Layer
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Figure 1: I Pv6 Network End-to-End Mnitoring and Anal ysis
Architecture
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3.

3.

2

2

1. Data Collection Layer

Defines unified interface standards to integrate nulti-source data
from honme broadband network, nobile network, |P bearer network and
application. The framework is designed to integrate with nulti-
vendor devi ces and subsystens.

I mpl enent ati ons are encouraged to | everage existing | ETF standards
for data collection where avail abl e.

* |Integration with existing network managenent systens can provide
daily-level nonitoring data through standardi zed interfaces.

* Adopt established standardi zed data coll ecti on nechani sns (such as
Tel enetry, NETCONF/ YANG, etc.) to ensure uniformty of data
formats to neet second-level/mnute-level traffic nonitoring
requirenents.

2. Intelligent Analysis Layer

The Intelligent Analysis Layer processes the traffic data collected
fromthe four major professional domains. By enploying nulti-

di mensional traffic analysis nodels and a set of key indicators, it
enabl es granular insights and facilitates cross-donmain root cause
di agnosis. This layer also supports certain Al-based nodel

ext ensi ons.

3.2.2.1. Milti-domain Traffic Correlation Anal ysis

* Network traffic analysis: Supports collection of |Pv6/IlPv4 i nbound
and outbound traffic at key network nodes. Analyze traffic change
trends.

* User Side traffic analysis: Mnitors devices and access networks
on the user side (including fixed and nobil e networks), supporting
| Pv6 capability nonitoring for home optical network termnals
(ONTs), connected routers, end-user devices, and access networKks.

* Application traffic analysis: Supports collection and anal ysis of
I Pv6/ 1 Pv4 active applications on the application side. Calculates
IPv6 traffic data for different service applications

* Inter-network traffic analysis: Constructs region-application
matrices to anal yze cross-operator paths and identify regiona
bott| enecks.
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3.2.2.2. Dynamic traffic attribution

Based on network traffic analysis results from each professiona
dommi n, this conponent identifies regions with high | Pv4d | egacy
traffic. Using nulti-domain traffic correlation analysis results, it
attributes traffic fluctuations to specific subsystens.

Optionally, solutions for issues in subsystens can be inplenented by
combi ning with other mechani sms such as Happy Eyeballs.

3.2.2.3. Traffic Quality Analysis

3.

2

* User-|evel Topol ogy Reconstruction: Mdels service chains to
reconstruct end-to-end topol ogi es, enabling segmented di aghosi s of
| at ency/ packet loss (e.g., home term nal, access network,
application segnents).

* Deterioration Localization: Conpares |Pv4/lIPv6 performance
segnent - by- segnent to pinpoint degraded network el enents.

* |1 Pv6 Application Access Quality Assessnent: Eval uates key
performance indicators of application systens in |IPv6 environnents
froma network perfornmance perspective, including response tineg,
connection success rate, and data transmission rate.

3. Visualization Layer

The visualization |ayer presents analyzed data through operationa
interfaces designed to support network managenent deci sions.

Key presentation capabilities include:

* Unified Operational Dashboard: Presents a overview of key |IPv6
depl oynent netrics and ecosystemtrends through real-tinme sumary
cards, charts, graphs, and other visual el enents.

* Cross-Donai n Topol ogy Views: Renders interactive topol ogy nmaps for
each professional network domain, visually representing the state
of | Pv6-enabl ed resources, their connections, and operationa
status based on data fromthe anal ysis |ayer

* Multi-Dinmensional Data Exploration: Provides various chart-based
views (e.g., traffic distribution graphs, quality trend Iines,
comparative application support charts, etc.) that allow operators
to filter and exam ne the indicator data by dinmensions such as
time, region, service type, and nore
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3.2. 4.

Fault and Status Visualization: Translates root cause anal ysis
results fromthe underlying layer into visual cues on dashboards
and topol ogy maps, such as col or-coded node al erts, geographic
heat nmaps, and other indicators, to accel erate problemrecognition
and navigation to rel evant details.

I ndi cator System

A conprehensive indicator systemfor |Pv6 support nonitoring and
anal ysis includes the followi ng categories:

*

Pang,

Readi ness | ndi cators

- Network El enent Readi ness: |Pv6 Readi ness of Network Equipnent,
End- user Devices, and Security Devi ces.

- Application Readiness: |Pv6 Support Rate of Wbsite
Applications and Busi ness Systens.

- Infrastructure Readi ness: | Pv6 Readi ness of Fi xed |Internet,
Mobil e Internet, Dedicated Lines, and Data Center Network (DCN)
I nfrastructure.

- Networ k Readi ness:

o |Pve Network Coverage of Backbone Networks, Metropolitan
Area Networks (MANs), Internet Data Centers (IDCs), and
Dedi cat ed Li nes.

0 End-to-End I Pv6 Network Perfornmance of Backbone Networks,
Metropolitan Area Networks (MANs), Internet Data Centers
(I DCs), Dedicated Lines, and Access Networks.

-  Coud Readiness: |IPv6 Readi ness of Content Delivery Networks
(CDNs), Coud Services, Coud Platforns, and DNS Servers.

Qperational Metrics

- |IPve Traffic: IPv6 Traffic Share in Cross-Border, Inter-Donain,
I ntra-Domain, Fixed Metropolitan Area Networks (MANs), Mobile
Core Networks, Internet Data Centers (IDCs), Dedicated Lines,
and Applications.

- Active I Pv6 Connections: Active |Pv6 Connection Share in Fixed
Metropolitan Area Networks (MANs), Mobile Core Networks,
Internet Data Centers (IDCs), Dedicated Lines, and
Appli cati ons.
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*

*

Quality Metrics

- DNS Resol ution Performance
-  End-to-End Latency

- Packet Loss Ratio

Pol i cy Conpliance Indicators

4. 1 npl enentati on Consi derations

This practice has been deployed in operational networks, leading to
measur abl e i nprovenents in | Pv6 depl oynent. Based on depl oynent
experience in major operator networks, we summarize the foll owi ng key
i mpl ement ati on recomendat i ons:

4.1.

4. 2.

4. 3.

Pang,

Phased Depl oynent Strategy

Phase 1: Prioritize nmonitoring of key nodes in the core and netro
networks to quickly obtain basic IPv6 traffic visibility.

Phase 2: Extend to user-side term nal data collection and
application-side active probing to establish end-to-end
nmonitoring capabilities.

Phase 3: Enhance intelligent analysis nodels to achi eve aut omated
root cause localization and predictive anal ytics.

Organi zati onal Col | aborati on Model

Establi sh cross-departnmental (fixed, mobile, |IP bearer
application, etc.) joint teans to ensure data sharing and process
i ntegration.

Def i ne data managenent responsibility for each domain and
establish data quality governance mechani sms.

Techni cal Sel ecti on Recommendati ons

Prioritize network devices supporting standard interfaces (e.qg.,
NETCONF/ YANG, Tel enetry) to reduce integration conplexity.

Adopt nodul ar architecture design to facilitate future function
expansi on and nulti-vendor device access.
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5. Security Considerations

I mpl enent ati ons are expected to provide: * Rol e-based access control.
* Anonym zation of user-specific data. * Secure data transm ssion
protocols. * Integrity verification for collected netrics.

6. | ANA Consi derations

Thi s docurment has no | ANA acti ons.
7. References
7.1. Normative References

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(1 Pv6) Specification", STD 86, RFC 8200,
DO 10. 17487/ RFC8200, July 2017,
<https://ww.rfc-editor.org/info/rfc8200>.

7.2. I nformati ve References

[ RFC7707] Gont, F. and T. Chown, "Network Reconnai ssance in |Pv6
Net wor ks", RFC 7707, DO 10.17487/RFC7707, March 2016,
<https://ww. rfc-editor.org/info/rfc7707>.

[ RFC9099] Wyncke, ., Chittimneni, K, Kaeo, M, and E. Rey,
"QOperational Security Considerations for |Pv6 Networks",
RFC 9099, DA 10.17487/ RFC9099, August 2021,
<https://www. rfc-editor.org/info/rfc9099>.

[ RFC9312] Khlewind, M and B. Trammell, "Manageability of the QU C
Transport Protocol", RFC 9312, DA 10.17487/ RFC9312,
Sept enber 2022, <https://ww.rfc-editor.org/info/rfc9312>.

[ RFC9386] Fioccola, G, Volpato, P., Palet Martinez, J., Mshra, G,
and C. Xie, "IPv6e Deploynent Status", RFC 9386,
DO 10.17487/ RFC9386, April 2023,
<https://ww.rfc-editor.org/info/rfc9386>.

Aut hors’ Addr esses

Ran Pang (editor)

Chi na Uni com

Bei jing

Chi na

Enmai | : pangran@hi nauni com cn

Pang, et al. Expires 23 May 2026 [ Page 10]



I nternet-Draft | Pv6 Network Mnitoring Depl oynent Noverber 2025

Jing Zhao (editor)

Chi na Uni com

Bei j i ng

Chi na

Enmai | : zhaoj 501@hi nauni com cn

M ngshuang Jin (editor)

Huawei

Bei jing

Chi na

Emai | : jinm ngshuang@uawei . com

Shuai Zhang (editor)

Chi na Uni com

Bei jing

Chi na

Emai | : zhangs366@hi nauni com cn

Pang, et al. Expires 23 May 2026 [ Page 11]



