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Abstract

Thi s docunent identifies key operational challenges in |arge-scale

| Pv6 depl oynment and proposes a set of proven, integrated nonitoring
and anal ysis frameworks to address them By establishing a
standardi zed architecture and a conprehensi ve eval uati on i ndex
system it enables end-to-end visibility across cloud, network, edge,
and end systens. This docunent provides conpl ete operationa

gui dance fromdata collection and cross-domain correlation to
intelligent analysis and bottleneck identification, offering
executabl e solutions for operators to accelerate | Pv6 depl oynent.

The described best practices have been validated in the |ive networks
of major operators, achieving significant inprovenents in |IPv6
traffic.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . . . .. ... 1
I nt roduction

The energence of |1 Pv6 can be traced back to the 1990s, when the

devel opment of I1Pv6 was initiated by the Internet Engineering Task
Force (I ETF) to solve the problem of |Pv4 address exhaustion. In
1998, the I Pv6 protocol specification was published. AAs |IPv6
adopti on has been accel erating over the past years, the |IPv6 protocol
was el evated to be an Internet Standard status [ RFC8200] in 2017

1. Current |Pv6 Depl oynent Status

In today’'s digital age, the deploynent of |Pv6 has becone a core
driving force for network devel opment. Wth the continuous expansion
of network scal e and the energence of new applications, the extensive
address space, enhanced security, and inproved network perfornmance of
| Pv6 have nmade it a key elenent in network evolution. Howto better
depl oy and pronote | Pv6 networks has become a wi dely concerned issue.

As of 2023, significant strides have been made in the gl oba

depl oynent of IPv6. According to the statistics fromthe ' d oba

| Pv6 Devel oprment Report 2024’ , in 2023 the depl oynent of |Pv6
networks significantly accel erated, breaking through the 30% mark in
gl obal coverage for the first tinme. Anong |eading countries, the

| Pv6 coverage rate has reached or approached 70% and the percentage
of IPv6 nobile traffic has surpassed that of I|Pv4.

[ RFC9386] presents the state of | Pv6 network depl oynment in 2022, and
its Section 5 lists comobn chal | enges, such as transition nmechani sms,
net wor k managerment and operation, performance, and customner
experience. ’'ETSI-GRIPE-001" also discusses the existing gaps in

| Pv6-rel ated use cases.

2. Current Approaches to Monitoring | Pv6é Depl oynent
Several tools and platforns nonitor |Pv6 depl oynment, such as:

* Internet Society Pulse: Curating information about |evels of |Pv6
adoption in countries and networks around the worl d.

* Akanmai | Pv6 Adoption Visualization: Review ng |Pv6 adoption trends
at a country or network |evel

* APNIC | Pv6 Measurenent: Providing an interactive map that users
can click on to see the IPv6 deploynent rate in a particul ar
country.
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* Cloudflare I Pv6 Adoption Trends: O fering insights into | Pv6
adoption across the Internet.

* (Cisco 6lab IPv6: Displaying | Pv6 prefix data.
* Regional or National Mnitoring Platforns: Exanples include the NZ
I Pv6, the RIPE NCC | Pv6 Statistics, and the USG | Pv6 & DNSSEC

Ext ernal Service Depl oynent Status, anbng others.

Whi | e val uabl e for high-level trend anal ysis, these tools exhibit
significant Iimtations for operational purposes.

2. Probl em St at enent

2.1. Fragnmented Mnitoring Coverage
Moni toring points are predonminantly concentrated in backbone networks
[ RFC7707], lacking fine-grained visibility into user termnals,
access networks, and application endpoints.

2.2. Single-D nensional Evaluation
Assessnents primarily rely on basic nmetrics |ike connection
avai l ability [ RFC9099] and address allocation rates, |lacking a
holistic view of service continuity, transmi ssion quality, network
el ement readi ness, and active connection states.

2.3. Lack of Cross-Domain Correlation
Data silos exist between different network domains (e.g., fixed,
mobil e, core, application), preventing end-to-end path anal ysis and
fault correlation [ RFC9312].

2.4. Insufficient In-Depth Analysis
I nconplete I Pv6 transformation in private applications and content
delivery chains (e.g., secondary/tertiary links, multimedia content)
remains difficult to detect, as deep nonitoring capabilities for
these scenarios are | acking.

2.5. Limted Dynam c Prediction
Current nodels struggle to quantify the inpact of external factors

(e.g., policy changes, user behavior, market dynanics) on | Pv6
evolution, limting proactive planning.
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3. Framework for |Pv6 Deploynment Monitoring Anal ysis

This framework i s designed to overconme the above chal |l enges through
the follow ng core principles:

* Unified Data Collection: Standardi zed interfaces for cross-domain
data ingestion.

* Correlation analysis: Integrated data fusion and cross-domain
anal ytics.

* Service-Oiented Metrics: A conprehensive indicator system aligned
wi t h busi ness objectives.

* Visualized operation: Dashboards and visual tools to support key
oper ati onal deci sions.

* Extensibility: Leverages existing nonitoring infrastructure and
supports integration with external systens.

3.1. 1Pv6 Network End-to-End Mnitoring and Anal ysis System
Architecture

The system architecture is divided into three layers fromtop to
bottom (shown in Figure 1): the Data Collection Layer, the
Intelligent Analysis Layer, and the Visualization Layer.

[ e s s s s U
| Vi sual i zation Layer
+::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::+

I I
[ oo oo oo e s

Intelligent Analysis Layer

[ e s s s s U
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+::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::+
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| | | |
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Figure 1: IPv6 Network End to End Monitoring and Anal ysis System
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3.1. 1.

Data Col | ection Layer

Defines unified interface standards to integrate nulti-source data
fromuser, network, and application sides, ensuring conpatibility
with nmulti-vendor devices and subsystens.

Data collection relies on the existing technical system The
speci fic nethods are:

*

3.1.2.

Adopt the established standardi zed data col |l ection mechanismto
ensure the unifornity of data fornmats.

Access the existing network managenent systens of each
prof essi onal network, and realize automatic collection and
synchroni zati on of indicator data through interface docking.

Intelligent Analysis Layer

Devel ops mul ti-di mensional traffic analysis nodels to enabl e granul ar
i nsights and cross-domai n root cause di agnosis.

3.1.2. 1.

*

*

Pang,

Multi-domain Traffic Correl ation Anal ysis

Mul ti-domain Traffic Correl ation

Network traffic analysis: Supports collection of |Pv6/IlPv4
i nbound and outbound traffic at key network nodes. Analyze
traffic change trends.

Application traffic analysis: Supports collection and anal ysis
of IPv6/IPv4 active applications on the user side and
application side. Calculates IPv6 traffic data for different
service applications.

Inter-network traffic analysis: Constructs region-application
matrices to anal yze cross-operator paths and identify regiona
bott| enecks.

Dynamic traffic attribution

Identifies traffic-constrained areas, fornulates nulti-
di nensi onal investigation plans (network, user, application),
and attributes traffic fluctuations to specific subsystens.
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3.1.2.2. (Quality Deterioration Delimitation and Topol ogy Restoration
* User-level Topol ogy Reconstruction: Mdels service chains to
reconstruct end-to-end topol ogi es, enabling segnented di agnosi s of
| at ency/ packet loss (e.g., hone terminal, access network,
application segnents).
* Segnented Quality Degradation Localization: Conpares |Pv4/1Pv6
performance segnent-by-segment to pinpoint degraded network
el ement s.
3.1.3. Visualization Layer
Provi des indi cator-based presentation and deci si on support.

3.1.3.1. Indicator-Based Presentation

Moni tors and anal yzes | Pv6 support across donai ns, deconposing
metrics by business and network segnent.

3.1.3.2. Decision Support

3.2. Indicator System
Based on a standardi zed indi cator system conduct |Pv6 support
moni toring and anal ysis for each professional domain, breaking down
monitoring nmetrics into specific services and network segnents.

* Readi ness Indicators

- Network Elenent Readi ness: |Pv6 Readi ness of Network Equi prent,
End- User Devices, and Security Devi ces.

- Application Readiness: |Pv6 Support Rate of Wbsite
Appl i cations and Busi ness Systens.

- Infrastructure Readi ness: |Pv6 Readi ness of Fixed |Internet,
Mobile Internet, Private Lines, and Data Center Network (DCN)
Infrastructure

- Networ k Readi ness:

o |Pv6 Network Coverage of Backbone Networks, Metropolitan

Area Networks (MANs), Internet Data Centers (IDCs), and
Private Lines.
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0 End-to-End I Pv6 Network Performance of Backbone Networks,
Metropolitan Area Networks (MANs), Internet Data Centers
(IDCs), Private Lines, and Access Networks.

-  Coud Readiness: |IPv6 Readi ness of Content Delivery Networks
(CDNs), Coud Services, Coud Platfornms, and DNS Servers.

* (Qperational Metrics
- |IPv6e Traffic: IPv6 Traffic Share in Cross-Border, |nter-Donuin,
I ntra-Domain, Fixed Metropolitan Area Networks (MANs), Mobile
Core Networks, Internet Data Centers (IDCs), Private Lines, and
Appli cati ons.
- Active I Pv6 Connections: Active |IPv6 Connection Share in Fixed
Metropolitan Area Networks (MANs), Mobile Core Networks,
Internet Data Centers (IDCs), Private Lines, and Applications.
* Quality Metrics
- DNS Resol ution Performance
-  End-to-End Latency
- Packet Loss Ratio
* Policy Conpliance Indicators
4. Scenari o-Based Capability Exanples
4.1. 1Pv6 Mnitoring and Anal ysis on the User Side
Moni tor and anal yze data fromfixed and nobil e network user sides,
including: IPv6 support nonitoring and IPv6 traffic quality analysis.

Support end-to-end data analysis at the intelligent analysis |ayer.

4.2. 1Pv6 Support and Application Access Quality Mnitoring for
Application Systens

Thr ough application nonitoring points, nonitor and anal yze the | Pv6
support of application systens, including: website and APP

moni toring, |Pv6 application access quality evaluation, and DNS
resol ution capability nonitoring.

TBD.

5. Use cases
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-t

| Terminal device |-------- ONT | -------- BRAS  |-----

5.2

Pang,

User Network Quality Issue Localization

Scenario: User A experiences |lag during cloud gam ng at hone.
Chal | enge: |solating the cause requires correlating performance
data across nmultiple segnents (NL: terminal to ONT; N2: ONT to

BRAS; N3: BRAS to application), but domains are independently
managed.

Figure 2: Network schematic di agram based on hone broadband
net wor k access application

Sol ution: The system detected end-to-end quality degradation

Usi ng segnmented analysis, it pinpointed abnormal |atency in the N3

segment. Correlation with CDN | ogs reveal ed a content source
switch froma local IDC to a renmpte cross-province node

Concl usion: Quality degradation was caused by CDN renpte
scheduling and N3 inter-network |ink congestion

Action: Adjusting CDN scheduling strategy resol ved the issue.

Ef fectiveness: This approach reduced the average fault
localization time for simlar issues fromhours to m nutes.

Horme terminals and routers Traffic Analysis

Sol ution: The System detected bel ow average I Pv6 traffic share in
a denp community.

I nvestigation: Correlation with ternminal data showed a high
proportion of bridge-node optical network termnals (ONTs) and
ol der routers supporting only | Pv4/ NAT.

Root Cause: Legacy routers forced IPv6 traffic to fall back to
| Pv4.

Action: Targeted replacenent of bridge-npode ONTs with router-node
ONTs and upgrading old routers.
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*

Effectiveness: After inplenentation, the comunity’ s IPv6 traffic

share increased from 15%to 45% within tw weeks.

6. I nplenentation Considerations

Based on depl oynent experience in najor operator networks, we
summari ze the foll owi ng key inpl enentati on recommendati ons:

6. 1.

6. 2.

6. 3.

Phased Depl oynent Strategy

Phase 1: Prioritize nmonitoring of key nodes in the core and netro
networks to quickly obtain basic IPv6 traffic visibility.

Phase 2: Extend to user-side term nal data collection and
appl i cation-side active probing to establish end-to-end
nmoni toring capabilities.

Phase 3: Enhance intelligent analysis nodels to achieve autonmated
root cause localization and predictive anal ytics.

Organi zati onal Col | aborati on Model

Establ i sh cross-departnental (fixed, nobile, data center) joint
teans to ensure data sharing and process integration

Define data responsibility for each domain and establish data
qual ity governance nechani sns.

Techni cal Sel ecti on Recommendati ons

Prioritize network devices supporting standard interfaces (e.qg.,
NETCONF/ YANG, Tel enetry) to reduce integration conplexity.

Adopt nodul ar architecture design to facilitate future function
expansi on and nulti-vendor device access.

7. Security Considerations

The nonitoring system nust inplenent:

*

Pang,

Rol e- based access control
Anonym zati on of user-specific data.
Secure data transm ssion protocols.

Integrity verification for collected netrics.
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8. | ANA Consi derati ons

TBD.
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