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Abstract

Thi s docunent presents an | Pv6 network end-to-end nonitoring and
anal ysis system |t describes a standardi zed end-to-end nonitoring
and anal ysis architecture and an indicator system while al so
enabling capabilities for end-to-end nonitoring data collection and
integrated intelligent analysis. This solution has been verified in
the operators’ network.
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1. Introduction

The energence of 1 Pv6 can be traced back to the 1990s, when the
devel opment of I Pv6 was initiated by the Internet Engi neering Task
Force (I ETF) to solve the problem of |Pv4 address exhaustion. In
1998, the I Pv6 protocol specification was published. As |IPv6
adoption accel erating over the past years, the |IPv6 protocol was
el evated to be an Internet Standard status [ RFC8200] in 2017.
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1.1. Current |Pv6 Depl oynent Status

In today’'s digital age, the deploynent of |1Pv6 has becone a core
driving force for network devel opment. Wth the continuous expansion
of network scal e and the energence of new applications, the extensive
address space, enhanced security, and inproved network perfornmance of
| Pv6 have nmade it a key elenent in network evolution. Howto better
depl oy and pronote | Pv6 networks has become a w dely concerned issue.

As of 2023, significant strides have been made in the gl oba

depl oynent of I Pv6. According to the statistics fromthe ' d oba

| Pv6 Devel opnent Report 2024', in 2023 the depl oyment of |Pv6
networks significantly accel erated, breaking through the 30% mark in
gl obal coverage for the first tine. Anpbng |eading countries, the

| Pv6 coverage rate has reached or approached 70% and the percentage
of IPv6 nobile traffic has surpassed that of |Pv4.

[ RFCO386] presents the state of | Pv6 network deployment in 2022, and
its Section 5 lists comon chal | enges, such as transition mechani sms,
net wor k managerment and operation, performance, and customer
experience. ' ETSI-GRIPE-001" also discusses the existing gaps in

| Pv6-rel ated use cases.

1.2. Current Approaches to Mnitoring | Pv6 Depl oynent

Exi sting | Pv6 depl oyment nonitoring approaches include (not an
exhaustive list):

* |Internet Society Pulse: Curating information about |evels of |Pv6
adoption in countries and networks around the worl d.

* Akamai | Pv6 Adoption Visualization: Review ng | Pv6 adoption trends
at a country or network | evel

* APNIC | Pv6 Measurenent: Providing an interactive map that users
can click on to see the |IPv6 deploynent rate in a particul ar
country.

* Coudflare I Pv6 Adoption Trends: O fering insights into |IPv6
adoption across the Internet.

* Cisco 6lab I Pv6: Displaying | Pv6 prefix data.
* Regional or National Mnitoring Platforns: Exanples include the Nz

I Pv6, the RIPE NCC | Pv6 Statistics, and the USG | Pv6 & DNSSEC
Ext ernal Service Depl oynent Status, anobng others
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N

The af orenentioned tools are capable of providing effective
statistics and visualization of |IPv6 support |evels. However, they
do not adequately address the key problens that currently exist. The
specific deficiencies are presented in the followi ng five aspects.

Pr obl em St at enent

.1. Fragnmented Monitoring Coverage

Exi sting nonitoring points are concentrated in the backbone network
[ RFC7707], | acking fine-grained coverage of termnals and
appl i cations.

2. Singl e-Di mensi onal Eval uation

It mainly relies on basic indicators such as connection availability
[ RFC9099] and address allocation rate, |acking a conprehensive
assessnent of service continuity, transm ssion quality, Network

El ement Readi ness, Active | Pv6 Connections, and other key metrics.

. 3. Lack of Cross-Domain Correl ation

The nonitoring data of each network donmain is isolated, nmaking it
i mpossi ble to conduct correlation analysis of end-to-end traffic
pat hs [ RFC9312] .

.4. Insufficient In-Depth Analysis

For instance, the IPv6 transformation in sone private network
applications is not thorough enough, with internal application
systens yet to be upgraded. This results in secondary and tertiary
links, as well as multinmedia content traffic, still relying

predom nantly on I Pv4. However, there is a lack of effective deep
nmoni toring nmethods to oversee these connections.

.5. Limted Dynamic Prediction

Exi sting nodels find it difficult to quantify the inpact of externa
factors such as policies and regul ati ons, user behavior patterns, and
mar ket dynam cs on the evol ution of |Pv6.

| Pv6 Network End-to-End Monitoring and Anal ysis System

This system adheres to the followi ng core principles.

* Correlation analysis: Capabilities for cross-domain data
integration and anal ysis
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* Business orientation: A standardized indicator neasurenment system

* Visualized operation: Key operations supported by visual charts

* Scalability: Full utilization of current infrastructure, support
for external system docking, and conpatibility with rmulti-vendor
devi ces and subsystens

3.1. 1Pv6 Network End-to-End Mnitoring and Anal ysis System
Architecture

+::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::+
Vi sual i zati on Layer
[ oo oo oo e s
| |
[ e s s s s U
Intelligent Analysis Layer
+::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::+
I I
[ oo oo oo e s
Data Col | ection Layer
[ e s s s s U
I I I I
o a o e e e
| Horme Broadband | | Mobi | e | ] | P Bearer | ] Appli cation
| Net wor k | Net wor k | Net wor k |
o e SRR RSy SRR RSy SRR RSy

Figure 1: IPv6 Network End to End Mnitoring and Anal ysis System

The system architecture is divided into three layers fromtop to
bottom (shown in Figure 1): the Data Collection Layer, the
Intelligent Analysis Layer, and the Visualization Layer

Based on network functions and service scenarios, the network is
divided into four major professional network domai ns. These
specifically include: Honme Broadband Network, Mobile Network, IP
Bearer Network, and Application

3.1.1. Data Collection Layer

For these four major professional network domains, data cleaning,
transformati on, and standardization are performed respectively.
Based on multi-source data fusion nethods, the aggregation,
correlation and integration of data from each professional network
are realized, fornmng a unified data anal ysis foundation. According
to the hierarchical division of the network architecture, the

coll ected data indicators are explained fromthree di nensions: the
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user side, the network side and the application side. The core
collection indicators are specified as follows. For specific
i ndicator details, refer to Section 3.2.

*

User side: network el ement readi ness, network readi ness, basic
resources, network traffic, active connections.

Net wor k side: network el ement readi ness, network readi ness, basic
resources, network traffic, active connections.

Application side: network el enent readi ness, network readi ness,
basi ¢ resources, network traffic, active connections. Data
collection relies on the existing technical system The specific
met hods are:

- Adopt the established standardi zed data col |l ection mechanismto
ensure the unifornity of data fornmats.

- Access the existing network managenent systens of each
prof essi onal network, and realize automatic collection and
synchroni zati on of indicator data through interface docking.

TBD.

3.1. 2.

Intelligent Analysis Layer

The system devel ops a fine-grained, multi-dinmensional traffic

anal ysis nodel. 1t enables correl ated anal ysis of nonitoring data
fromcloud, network, edge, and end systens. This allows accurate
identification of issues related to IPv6 traffic inprovenent.

3.1.2.1. Milti-domain Traffic Correlati on Anal ysis

*

Pang,

End-to-end cross-systemintegration: Integrate end-to-end data
from professional systens such as user hone networks, access

net wor ks, netro networks, |1DCs, and content providers (covering
cloud, network, edge, and end). This enables end-to-end traffic
anal ysis, quality localization and demarcation, and eval uation of
overal |l 1Pv6 support.

End-to-end traffic analysis: Performcorrel ated anal ysis on
traffic data fromend, network, and cloud systenms. It precisely
attributes the causes of IPv6 traffic changes to end, network, or
cl oud subsyst ens.

- Network traffic analysis: Support collection of |1Pv6/IPv4

i nbound and outbound traffic at key network nodes. Analyze
traffic change trends.
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- Application traffic analysis: Support collection and anal ysis
of I Pv6/I1Pv4 active applications on the user side and
application side. Calculate IPv6 traffic data for different
service applications.

- Inter-network traffic analysis: Support analysis of |Pv6/IlPv4
traffic direction and application bearing informtion between
muni ci pal -1 evel networks. Provide an inter-nunicipal traffic
mat ri X.

* Dynamc traffic attribution
- ldentify traffic-restricted areas. Develop nulti-dinmensiona
probl eminvestigation plans covering the network side, user
side, and application side. Investigate potential influencing
factors level by level. Attribute traffic fluctuations to
speci fic subsystens.
3.1.2.2. (Quality Deterioration Delimitation and Topol ogy Restoration

* User-|evel Topol ogy Reconstruction: Using user services as the
link, reconstruct the end-to-end topol ogy and di agnose | at ency/
packet | oss segnent by segnment (e.g., segnental quality of hone
term nal, access network, and application sides).

* Segnented Quality Degradation Localization: Conpare |Pv4/|Pv6
performance differences segnment by segnent to | ocate degraded
net work el enents.

3.1.3. Visualization Layer
3.1.3.1. Indicator-Based Presentation

Data is statistically aggregated and presented according to

scenarios, with support for manual editing of display content and

di nensi ons.

3.1.3.2. Decision Support
3.2. Indicator System

Based on a standardi zed indi cator system conduct |Pv6 support

moni toring and anal ysis for each professional domain, breaking down

monitoring metrics into specific services and network segnents.

* Readi ness I ndicators
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*

4.

4. 1.

Net wor k El ement Readi ness: | Pv6 Readi ness of Network Equi prent,
End- User Devices, and Security Devi ces.

Application Readiness: |Pv6 Support Rate of Wbsite
Appl i cations and Busi ness Systens.

Infrastructure Readi ness: | Pv6 Readi ness of Fixed |Internet,
Mobile Internet, Private Lines, and Data Center Network (DCN)
I nfrastructure.

Net wor k Readi ness:

o |Pv6 Network Coverage of Backbone Networks, Metropolitan
Area Networks (MANs), Internet Data Centers (IDCs), and
Private Lines.

0 End-to-End | Pv6 Network Perfornmance of Backbone Networks,
Metropolitan Area Networks (MANs), Internet Data Centers
(IDCs), Private Lines, and Access Networks.

Cl oud Readi ness: | Pv6 Readi ness of Content Delivery Networks
(CDNs), Coud Services, Coud Platforns, and DNS Servers.

Qperational Metrics

IPv6 Traffic: IPv6 Traffic Share in Cross-Border, Inter-Domain,
I ntra-Domain, Fixed Metropolitan Area Networks (MANs), Mobile
Core Networks, Internet Data Centers (IDCs), Private Lines, and
Appli cati ons.

Active | Pv6 Connections: Active |IPv6 Connection Share in Fixed
Metropolitan Area Networks (MANs), Mobile Core Networks,
Internet Data Centers (IDCs), Private Lines, and Applications.

Pol i cy Conpliance Indicators.

Scenari o- Based Capability Exanpl es

I Pv6 Monitoring and Anal ysis on the User Side

Moni tor and anal yze data fromfixed and nobil e network user sides,
including: | Pv6 support monitoring and I Pv6 traffic quality analysis.
Support end-to-end data analysis at the intelligent analysis |ayer.

Pang,
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4.2. 1Pv6 Support and Application Access Quality Mnitoring for
Application Systens

Thr ough application nonitoring points, nonitor and anal yze the | Pv6
support of application systens, including: website and APP
nmonitoring, |Pv6 application access quality evaluation, and DNS
resol ution capability nonitoring.

TBD.
5. Use cases
5.1. User Network Quality Issue Localization

When User A experiences network congestion while playing cl oud-based
ganmes at hone, it affects the gam ng experience. To identify the
cause, it is necessary to collect perfornmance data from each network
segnent for quality localization. However, current independent
managerment of network domai ns prevents direct data correlation. The
network segnments are as follows: Nl (terminal device to ONT), N2 (ONT
to BRAS), and N3 (BRAS to application side).

Fecmemmeiiiaaaaas + S + S + S
.-t
| Terminal device |-------- ONT | -------- BRAS  |-------- APP
+--I- -------------- + o e e + o e e o + Fom e e e
p—
I I I I
| <--------- NL ---------- > | | |
I | <--------- N2 ---------- >| I
I I | <--------- N3 ---------- >|

Figure 2: Network schematic di agram based on hone broadband
networ k access application

The system detected end-to-end quality degradation of a certain
service. After the system segnented and delimted the quality
degradation, it conpared the perfornmance of N1/N2/N3 segnent by
segnent based on its preset nulti-segment nonitoring nodel

(Figure 2). It was determ ned that an abnormality occurred in the N3
network segnment. At the sanme tinme, by correlating with CDN
schedul i ng 1 ogs, a content source swi tching event was found. The
original service node was a local IDC, while the nmonitored service
node was a rempte node across provinces. Therefore, it is concluded
that the end-to-end quality degradation is caused by CDN renpte
schedul i ng and the bottl eneck of the N3 cross-network |ink

Adj usting the CDN scheduling strategy can inprove the quality
degradation issue.
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5.2. Home terminals and router Traffic Analysis

Hone terminals and routers, as the "last kilometer" for users to
access the Internet, play a crucial role in user experience with
regard to their 1 Pv6 support. The systemdetected that the
proportion of IPv6e traffic in a denonstrati on comunity was | ower
than the city-wi de average. By correlating with home broadband

term nal data, it was found that the proportion of bridge-node
optical nodens in this conmunity was relatively high, and the
proportion of old devices anong the connected routers was higher than
the average. Therefore, the root cause was identified as inadequate
term nal support. dd routers only support |Pv4/NAT node, which
forces IPv6 traffic to be downgraded. Targeted termi nal replacenments
were carried out. Specifically, bridge-node optical nodens for
community users were upgraded to router-node ones. This has led to a
significant increase in the proportion of IPv6 traffic.

6. Security Considerations
The nonitoring system nust inplenent:
* Rol e-based access control
* Anonyni zation of user-specific data.
* Secure data transm ssion protocols.
* Integrity verification for collected netrics.
7. 1 ANA Consi derations
TBD.
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