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1. Introduction

Network traffic nmonitoring and analysis are crucial for ensuring
service quality, detecting anonalies, and optin zi ng network
performance. However, nodern networks face increasingly severe
chal l enges in managing traffic data fromdifferent sources, each with
its own formats and schenmas. These challenges align with broader
operational issues identified in [I|-D. nmackey-nnop-kg-for-netops],
such as data silos, loss of context, and conplex correlation
requirenents

The know edge graph framework for network operations

[1-D. mackey- nnop-kg-for-netops], based on semantic web technol ogi es,
provides a structured approach to integrating, correlating, and
reasoni ng over heterogeneous data. This docunment extends the

know edge graph framework to the traffic nonitoring domain, show ng
how know edge graphs can sol ve | ong-standing traffic nmanagenent
chal I enges through semantic integration and aut omated reasoni ng.

2. Probl em St at enent

There are pain points in traffic nonitoring and anal ysis, such as
compl ex cross-domain correlations and inefficient root-cause

anal ysis. Therefore, the traffic nonitoring systemcan serve as an

i nput source for the know edge engine to build a semantic network
digital twin, nmapping the physical network into a virtual know edge
graph and enabl i ng cl osed-1oop deci si on-naki ng based on the inference
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engi ne.

3. Formal Ontol ogy Design
3. Core Classes and Rel ationshi ps
o e e e oo T
----------------------------- S
| dass | Definition Key Subcl asses

| Critical Relationships |
[ ey e ey e e
| MonitoringObject | Entities observed in traffic nonitoring Net wor KEl ement (ro
uters, swtches), | * isMonitoredBy (to DataSource),
| | (network conponents, terminals, Term nal (phones,
ONTs), Application | * hasMetric (to MonitoringMetric) |
o e e o s e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee oo s
----------------------------- o m m e e e e e e e e e e e e e e e e e e e eee oot
| Dat aSource | Systens/tools collecting traffic data. Net f | owCol | ect or,
Pr obe, | * providesDataTo (to Anal ysi sScenari 0), |
| | | SPNet wor kManager (
interface designed by YANG | * collectsFrom (to MonitoringObject)
| | nodel s)

I I
o e e e oo T
----------------------------- S

Cl oudReadi ness, | Anal ysisScenario), * hasThreshold (to

I
| Pv6Traffic | nurerical val ue)

o e e e o o e e e e e e e e e e e e e e e e e e e e e e e e e me— o

_____________________________ o e e e e e e e e e e e e e e e e e e m =

| Anal ysisDi mension | Perspectives for traffic analysis.

s(Networ kTr af fi cAnal ysi s, | * isUsedln (to Anal ysisScenario),

I I

i s), UserSideAnalysis, | * includesMetric (to MonitoringMetric)

R .
_____________________________ o e e e e e e e e e e e e e e e e e — ==
| Anal ysisScenario | Business-specific analysis scenari os.
si s, Mobil eNetworkAnalysis, | * coversOhject (to Monitoringhject),
| |
lysis, ApplicationAnalysis | * usesDi nmension (to Anal ysisD nension)
S .
_____________________________ o e e e e e e e e e e e e e e e e e — ==
| Policy | Automated rules triggered by netrics or
i cy, Term nal UpgradePolicy | * isTriggeredBy (to MonitoringMetric),
| | scenari os.
nPol i cy | * appliesTo (to MonitoringObject)
S .
_____________________________ o e e e e e e e e e e e e e e e e e — ==

The MonitoringMetric refers to the indicator systemin

[1-D. pang-v6ops-i pv6- noni t ori ng- depl oynent] .

TBD.
4. Know edge G aph Construction Pipeline

MonitoringMetric | Quantifiable indicators of traffic
i ness, ApplicationReadiness, | * nmeasures (to MonitoringObject/to

| characteristics.

|
lysis, TrafficQualityAnalysis|

Fol | owi ng the ETL-based approach in [|-D. marcas-nnop-kg-construct],

Net wor kEl ement Read
Net wor kReadi ness,

Act i veConnecti ons,

Net wor kSi deAnal ysi
I

I nt er Net wor kAnal ys

I
Appl i cati onSi deAna

HonmeBr oadbandAnal y
I

| PBear er Net wokAna

TrafficLimtingPol
I

Qual ityOptimzatio



the pipeline for traffic monitoring KG includes three stages:

4.1. Ingestion

Extract hone broadband data fromthe | SP network managenent system
i ncl udi ng:

* Term nal data: Honme router nodel, |Pv6 support status

(Net wor KEl erent Readi ness). * Traffic data: Daily IPv6 traffic ratio
(I Pv6TrafficRatio).
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4.2. Mapping

Convert raw data into know edge graph triples using RDF mappi ng
| anguages, with exanpl es:

@refix ont: <http://trafficnonitoring/ontol ogy#> .
[/ Home router (termnal entity)

<Rout er/ Hore- 001> a ont: Term nal ;

ont : hasModel "HR-200";

ont : Net wor kEl enent Readi ness "I Pv6 unsupported".

[11Pve traffic nmetric (linked to analysis scenari o)
<Metric/|Pv6/ Hone-001> a ont: | PveTraffic;
ont:val ue "6% ;
ont:isUsedl n <Scenari o/ HoneBr oadbandAnal ysi s>.

/'l Scenario-term nal association
<Scenari o/ HoneBr oadbandAnal ysi s> ont: cover sCbj ect <Rout er/ Home- 001> .

4.3. Integration
Construct a unified view through semantic associations: Link
identical term nals across systens using ow :sanmeAs (e.g., MAC
address and device ID); Establish "terninal-netric-scenario"
associ ation chains to enabl e cross-di nensi onal anal ysis.

5. Inference Engine and Policy Generation
## Rul e- Based Reasoni ng
If "home router NetworkEl enent Readi ness=I Pv6 unsupported" and
"I Pv6Traffi cRati 0<10% i n HoneBr oadbandAnal ysis scenari o", then
trigger Term nal UpgradePolicy.

5.1. SPARQ Cross-Scenario Query

Query "all scenarios where the IPv6 traffic proportion < 10% and the
associ ated termnmi nal s":
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PREFI X ont: <http://trafficnonitoring/ontol ogy#>
SELECT ?scenari o ?term nal Mode
VWHERE {
?scenari o a ont: Anal ysi sScenari o
?scenari o ont:coversObject ?ternina
?termnal a ont: Ternina
?term nal ont:hasMbdel ?term nal Mbdel
?term nal ont:hasMetric ?metric
?metric a ont:IPveTraffic
?metric ont:value ?netricVal ue
FI LTER (xsd: deci mal (?netricVal ue) < 10)

}
5.2. Dynanic Policy Execution and Verification (SHACL Constraints)

Defi ne policy execution conditions through SHACL to ensure the

| egality of rules:

Constraints for the termi nal upgrade policy: It takes effect only
when the terminal support rate < 30% and the scenario is home

br oadband.

ont: Ter m nal Upgr adeShape a sh: NodeShape ;
sh: target C ass ont: Terni nal UpgradePolicy ;
sh: property [
sh: path ont:appliesTo ;
sh: class ont: Term na
1
sh: property [
sh:path ont:triggeredBy ;
sh: property [
sh: pat h ont: Net wor KEl enent Readi ness ;
sh: | essThan 30 ;
sh: dat at ype xsd:i nt eger
.
sh: property [
sh: path ont: Anal ysi sScenario ;
sh: hasVal ue ont: HormeBr oadband

]
]

6. Confornmance with FAIR Principles

* Findability: Each class and instance is assigned a uni que UR
(e.g., http://trafficnonitoring/object/ONT10086).

* Interoperability: Cross-system mapping of netrics and di mensi ons
is achieved through attributes such as bel ongsToDi nensi on
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*

Reusabi lity: Sub-categories of AnalysisDi nension (such as "traffic
qual ity anal ysis") can be reused in multiple scenarios such as
hone broadband and nobil e networks.

7. Future Dynanic Mai nt enance Mechani sm

Supports know edge evolution. Telenetry data can be real-tine
converted into RDF triples.

I ncrenental expansi on nechani sm

Automatical | y expands the ontol ogy structure when a new network
domai n i s added.

Adaptive optim zation. Dynamically adjusts rule threshol ds based
on historical data analysis. TBD.

8. Application Scenario Exanples

| Pv6 depl oynment bottl eneck anal ysis
Metropolitan area network traffic flow direction optim zation
Faul t qui ck positioning

Traffic anomaly detection.

TBD.

9. Security Considerations

TBD.

10. | ANA Consi derati ons
TBD.
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