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Abst r act

Thi s docunent describes the Certificate Transparency (CT) information
of the DNS resol ver.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 9 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Background
DNS resol ver can support any encrypted DNS schene, such as DNS over
HTTPS (DoH) [ RFC8484], DNS over TLS (DoT) [ RRFC7858], or DNS over QUIC
(DoQ [RFC9250].

Certificate hijacking allows attackers to inpersonate a legitinmate
encrypted DNS resol ver, see also [M slssuedCF].

Certificate Transparency (CT) is to conbat the certificate hijacking
i ssue [ RFC9162]. This docunent describes the CT information of the
encrypted DNS resol ver.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Basic terns used in this specification are defined in the docunents
[ RFC1034], [RFC1035], [RFC9499], [RFC9606], [RFC9162].

3. | ANA Consi derati ons
3.1. DNS Resolver Information Keys Registration

[ RFC9606] specifies a nethod for DNS resolvers to publish information
about thensel ves.

| ANA has created a new registry called "DNS Resol ver |Information
Keys" [| ANA- DNS] .

Thi s docunent adds a new DNS Resol ver Information Key: CT, to present
the CT information of the encrypted DNS resol ver.
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6.

Nane: CT
Val ue: 1

Meani ng: The val ue indicates that the certificate of the encrypted
DNS resol ver contains enbedded SCTs.

Ref erence: RFC 9162
Name: CT
Val ue: 2

Meani ng: The val ue indicates that the encrypted DNS resol ver supports
the transparency_i nfo TLS extensi on.

Ref erence: RFC 9162
Security Considerations

DNS clients can get trustworthy DNS resol ver information through
DNSSEC query or out-of -band configuration.

Suppose the DNS clients find the CT value in the trustworthy DNS
resolver information. 1In that case, they can nandate the CT
validation in the encrypted comruni cati on channel setup process wth
the encrypted DNS resol ver.
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