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Abst r act

Thi s docunent describes about a conpact DNSSEC schene for resource-
limted second-|evel domain (SLD), which is focused on NS RR
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1. Background
DNSSEC has | ow adoption rate on SLD [ SadDNSSEC] .
The operation burden of fullzone DNSSEC depl oynment is heavy.
DNS random subdonmai n attacks and anplification attacks are conmonly
used distributed denial -of-service (DDoS) attacks. The DDoS
anplification power of the authoritative server of SLD will be |arger
aft er depl oyi ng DNSSEC [ AnpDNSSEC] .

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Basic terns used in this specification are defined in the docunents
[ RFC1034], [RFC1035], [RFC8499].

* Authoritative Server: Described in [ RFC8499].
* Recursive Resolver: Described in [ RFC8499].
3. Conpact DNSSEC Schene

To encourge the DNSSEC depl oynent on resource-limted SLD, it is
resonable to give it a conpact DNSSEC depl oynent schene.
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3.1. The Resource-limted SLD Publishes Conpact DNSSEC Records
Resource-limted SLD should publish these DNSSEC records:
* the del egation signer (DS) record on TLD.
* the DNSKEY records.
* the RRSIGs for NS/ A/ AAAA/ CNAME/ TLSA records associ ated with NS

Resource-limted SLD doesn’t publish other DNSSEC records on ot her
subdonai ns.

Resource-limted SLD doesn’t depl oy NSEC/ NSEC3
For exanpl e:

exanmpl e.com 345600 I N NS nsl. exanpl e. com
exanmpl e.com 345600 I N NS ns2. exanpl e. com
nsl. exanpl e.com 345600 IN A 11.22.33.44
nsl. exanpl e. com 345600 | N AAAA ::11.22.33.44
ns2. exanpl e. com 345600 IN A 55.66.77. 88
ns2. exanpl e. com 345600 | N AAAA ::55.66.77.88
_853. tcp.nsl.exanple.com 3600 INTLSA ( 311
63chf caf a3284cc46b1676a99dbc09d8acadf 9050cf 876de79acle5776bbd364 )
_853. _udp. nsl.exanple.com 3600 INTLSA ( 311
63chbf caf a3284cc46b1676a99dbc09d8acadf 9050cf 876de79acle5776bbd364 )
_853. tcp.ns2.exanple.com 3600 INTLSA ( 311
63chf caf a3284cc46b1676a99dbc09d8acadf 9050cf 876de79acle5776bbd364 )
_853. udp.ns2.exanple.com 3600 INTLSA ( 311
63chf caf a3284cc46b1676a99dbc09d8acadf 9050cf 876de79acle5776bbd364 )

Therefore, the zone file size of the conpact DNSSEC schene is
approximate with plain-text DNS, with few RRSIGs.

4. The Authoritative Server of Resource-limted SLD Depl oys Secure
Service

[ RFC7858] and [ RFC9250] defined the encrypted DoT/ DoQ service for
client-to-recursive

[ RFC9539] di scussed the extended depl oynent of encrypted recursive-
to-authoritative DNS

The authoritative server of resource-limted SLD depl oys the DoQ DoT
service with self-signed PKI cerificate with TLS connecti on.
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* The NS records of the resource-limted SLD should be witten into
the subj ect Alt Nane extension field of the self-signed PKI
certificate.

* The public key information of the self-signed PKI cerificate is
publ i shed on associated TLSA records of the NS

* The associated TLSA records are DNSSEC- si gned.

An alternative secure channel solution is [DNSCurve], enbeded the raw
public key into the NS records.

The Recursive Resolver Validates The Conpact DNSSEC Records

The recursive resolver validates the DNSSEC trust chain (Root -> TLD
-> SLD), and gains the trustworthy A/ AAAA records of the NS records
of the SLD.

The trustworthy A/ AAAA records are the | P addresses of the
authoritative server of the resource-linted SLD

Set up Secure Channel for Recursive-to-Authoritative

The Recursive Resolver setup secure DoQ DoT channel with the
authoritative server of the resource-limted SLD:

* The recursive resolver connects to the trustworthy I P addresses of
the authoritative server of the resource-limted SLD

* The recursive resolver receives the self-signed certificate from
the authoritative server, and extract the public key fromthe
sel f-signed PKI certificate.

*  The recursive resolver validates the TLSA RRSI Gs of the NS records
of the SLD with the DNSSEC trust chain

* The recursive resolver validates the digest of extracted public
key match the TLSA record.

* The recursive resolver setup secure DoQ DoT channel with the
authoritative server of the resource-limted SLD successfully.

* The recursive resolver make DNS query with the authoritative
server of the resource-limted SLD on the secure DoQ@ DoT channel
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7. Security Considerations

The conpact DNSSEC scheme does not cover the entire zone and does not
depl oy NSEC/ NSEC3.
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