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Abst ract

This docunent is a historical record of discussions about extending
the Bidirectional Forwarding Detection (BFD) protocol to provide
additional capabilities to handle Graceful Restart.

These di scussions took place in the context of the |IETF s BFD worKking
group, and the consensus in that group was that these extensions
shoul d not be nade.

Thi s docunent presents a summary of the challenges to BFD in
surviving a graceful restart, and outlines a potential protoco
solution that was di scussed and rejected within the BFD worki ng
group. The purpose of this docunent is to provide a record of the
wor k done so that future effort will not be wasted. This docunent
does not propose or docunent any extensions to BFD, and there is no
intention that it should be inplenented inits current form
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1 Introduction

The Bidirectional Forwarding Detection protocol [BFD] provides
mechani sm for |iveness detection of arbitrary paths between systens.
It is intended to provide | ow overhead, short-duration detection of
failures in the path between adjacent forwarding engines, including
the interfaces, data links, and to the extent possible, the
forwardi ng engi nes thenselves. It operates independently of nedia,
data protocols, and routing protocols. An additional BFD goal is to
provide a single nechanismthat can be used for |iveness detection
over any nedia, at any protocol |ayer, with a wide range of detection
times and overhead, to avoid a proliferation of different nethods.

G aceful Restart (GR) was considered for BFD, but was rejected by the
BFD Worki ng Group as unnecessary and potentially detrinental to the
protocol. As a result, the work on BFD GR was not progressed within

t he wor ki ng group.

Thi s docunent presents a summary of the challenges to BFD in
surviving a graceful restart, and outlines a potential protoco
solution that was discussed and rejected within the BFD working
group. The purpose of this docunent is to provide a record of the
wor k done so that future effort will not be wasted.

Thi s docunent does not propose or docunent any extensions to BFD, and
there is no intention that it should be inplenented in its current
form

2 Overview

The Bidirectional Forwarding Detection [BFD] specification defines a
protocol with sinple and specific semantics. Its purpose is to verify
liveliness of the connectivity between a pair of systens, for a
particul ar data protocol across a path (which nay be of any

technol ogy, length, or at any protocol layer). The pronptness of the
detection of a path failure can be controlled by trading off protoco
overhead and systemload with detection tines.

BFD works properly without a need for any GR support. The author is
aware of BFD inplenentations that have experienced probl ens

mai ntaining liveliness verification during GR It is true that
prioritizing BFD woul d make sure the other CPU intensive processes do
not cause BFD to fail, but this may not be possible in sone

i npl ementations as there may be other higher priority processing that
can’t be ignored. For exanple, perhaps existing subscriber
connections can't be given a |esser priority.
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3 Mbtivations

This section of the docunent discusses the follow ng issues, mght be
seen in BFD depl oynents:

* Restarts with control protocols
* BFD co-existing with Broadband confi gurations

The | ater sections of this docunent capture ideas about protocol
extensions that attenpted to provide a general GR nechanism for BFD
but were rejected by the working group as unnecessary and

i nappropriate. The working group believes that the existing BFD
design has the capabilities to take care of these chall enges.

3.1 Restarts with control protocols

Section 4.3 of [RFC5882] describes how BFD can interact with the GR
of control plane protocols.

Sone protocols can signal the intention to performa restart before
initiating the restart, and can indicate when the restart has been
conmpl eted. In these cases, [RFC5882] recomends that the restart
shoul d not be aborted and no topol ogy change should be signhalled in
the control plane if BFD detects a session failure during the
restart.

Control protocols that cannot signal a planned restart nust treat

pl anned and unpl anned restarts in the same way. In order to avoid
treating a BFD failure being triggered by the restart and causing the
restart to be aborted or the topol ogy nodified, such protocols depend
on the restarting systemsignalling the existence of the restart
event before BFD detects the failure (for exanple, before the BFD
session tinmes out).

In nost cases, whether the restart is planned or unplanned, it is
likely that the BFD session tineout will be shorter that the restart
time up to the point where the Graceful Restart event can be
signalled. Thus, if there is an interruption to BFD caused by the
restart, BFD will detect a fault and cause a topol ogy change to be
signal ed. That means there could be an issue in inplenmentations where
a control plane restart event causes BFD to be disrupted. Such a
situation could inpact non-stop routing and non-stop forwarding
support using GR-enabl ed protocols.

In considering this situation, the BFD working group determ ned that
the solution was to inplenment the system such that a protocol restart
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woul d not cause disruption to the function of the BFD session. Such
coul d easily be achieved by maintaining the BFD session in the
forwarding hardware. In arriving at this determ nation, the working
group realized that any restart event that disrupted the BFD
processes in the forwarding hardware would also result in a
disruption to forwarding and it would, therefore, be correct to allow
BFD to report the failure.

3.2 BFD Co-existing with Broadband configurations

Assume a Provider-Edge (PE) router may have active DHCP sessions with
a large nunmber of clients (say 16k). During a planned restart of the
PE, it is possible that a nunber of the DHCP clients will request the
server (restarting router) to renew client |IP addresses. These
requests will be retried and will reach the router in bulk after it
has just come up. The router night be inplenented to treat themat a
high priority and respond to them \hen there are thousands of such
requests to the restarting router, the router mght spend a major
part of its first second of up tine addressing them

In this scenario, a control protocol |ike OSPFv2 that has GR enabl ed
[ OSPF- GRACE], could withstand the restart for the specified restart

interval (as it will be in seconds) and it is likely to survive the

restart, maintaining its forwardi ng plane.

In the sane scenario, if BFD is enabled for OSPFv2 for an unpl anned
restart, the (BFD) nei ghbor router will be expecting BFD contro
packets in a mlliseconds interval; during the restart process it
could timeout, which would also inpact the associ ated OSPFv2

adj acency and result in loss of traffic.

The scenario will be the sane for BFD with a protocol such as IS 1S
[1S-1S-GRACE], where the probl emwould be seen even for a pl anned
restart since there is no ability to signal the restart event.

In its consideration of this scenario, the BFD working group deci ded
that the situation would only arise if the PE router inplenentation
gave di sproportionate resources to other processes in such a way as
to inpact BFD. The working group considered that a sensible

i mpl ementation would not lead to the problenms described in this
secti on.
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4. Extensions to BFD

The protocol elenments described in this section were rejected by the
BFD wor ki ng group and shoul d not be inplenented. The protocol
procedures are not conplete and the nessage formats do not form part
of any BFD specification.

I n discussions of a potential BFD protocol solution to circunvent the
i ssues described in Section 3, a proposal was nade to introduce a new
BFD diag value to indicate that the neighbor is restarting, and
provisions to configure BFD Graceful Restart tiners.

The Generic BFD Control Packet [BFD] format shown bel ow i ncl udes two
additional fields "My Restart Interval" and "Your Restart Interval".

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Vers | Diag | Sta|PIF|CJAIDM Detect Miult | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| My Di scrim nator |
B T S i T s i i e e SEI S
| Your Discrimnator |
I S i o T s S S S e s s T
| Desired Mn TX Interval |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Required M n RX Interval |
B T S i T s i i e e SEI S
| Required M n Echo RX Interval |
I S i o T s S S S e s s T
| M/ Restart Interval |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Your Restart Interval |
B T S i T s i i e e SEI S

4.1 Diagnostic (Diag)

A di agnostic code specifying the | ocal system s reason for the | ast
change in session state. This field allows renpte systens to

determ ne the reason that the previous session failed. Values for
this field are all ocated by | ANA according to Expert Review

[ RFC5226]. The procedures di scussed, rejected and recorded in this
docunent include a new diag value to represent "Neighbor Restarting".
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4.2 State (Sta)

The procedures di scussed, rejected and recorded in this docunent
i nclude a new BFD session state, "NeighborRestart".

The current session state is signalled in the Sta field [BFD]. This
is atw-hbit field and [BFD] defines all four possible values for the
field. No mechani smwas di scussed or agreed upon within the BFD
wor ki ng group for how this additional session state would be
signalled. A proposal to use the value 4 in the two-bit field was
consi dered i npracti cal

4.3 My Restart Interva

The procedures discussed, rejected and recorded in this docunent
include the addition of a My Restart Interval field to the BFD
message as shown in the figure in Section 4.

This is the restart interval, in mcroseconds, of the transnmitting
system advertised to the renote system In the case of a restart (of
the transmtting systen), the renote systemis expected to keep the
BFD session up for this duration of time. This field needs to have a
val ue greater than the detection time (see section 6.2). A val ue of
O indicates to the renpte systemthat this system has BFD GR

di sabl ed. The Length (L) field in the BFD header that indicates the
fi xed header |ength, would include the length of this field if this
field were present.

4.4 Your Restart I|nterval

The proposed procedures discussed, rejected and recorded in this
docunent include the addition of a Your Restart Interval field to the
BFD nessage as shown in the figure in Section 4.

This is the restart interval, in mcroseconds, received fromthe
correspondi ng renote system |In the case of a restart (of the renote
system), the transmtting systemis expected to keep the BFD session
up for this duration of time. This field needs to have a val ue
greater than the detection tinme. The Length (L) field in the BFD
header that indicates the fixed header |ength, would include the
length of this field, if this field were present.

A. Pal ani vel an Expi res May 20, 2012 [ Page 7]



| NTERNET DRAFT dr aft - pal ani vel an- bfd-v2-gr-13 May 08, 2011

5. State Machine for BFD with GR Support

The BFD state nmachine is quite straightforward and expl ained in
detail by [BFD]. [BFD] describes different states for BFD as: Down,
Init, Up, Adm nDown.

Each system comunicates its session state in the State (Sta) field
of the BFD Control packet, and that received state, in combination
with the |ocal session state, drives the state machine. Pl ease refer
to [BFD] for state the machine diagram and detail ed expl anati ons of
the state transitions.

The foll owi ng di agram provi des an overvi ew of the state nachine, for
state transitions for BFD with GR support (where "Your Restart
Interval" has a non-zero value greater than Detection tine). This
docunent introduces a new state, "NeighborRestart" to the BFD state
machi ne. The use of that new state has not been adopted by the BFD
wor ki ng group and shoul d not be included in inplenmentations.

Furthernmore, as noted in Section 4.2, no mechani smexists or has been
proposed for conmunicating this additional state to a BFD peer.
Therefore, it nust be recogni zed that the state nachi ne shown here is
purely hypothetical and that all procedures described do not form
part of the BFD specification.

The "Your Restart Interval" nust have a value greater than the
detection tinme value. |If this value is zero or less than the
detection tinme value, the state transitions should conpletely foll ow
the BFD state machi ne as defined by [BFD.

The notation on each arc represents the state of the renote system
(as received in the State field in the BFD Control packet) or
i ndi cates the expiration of the Detection Tiner.
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+----- +
| | INIT, UP
| Y,
o m e e e e e iee i +
R > State = UP, Diag = O, |
| | Timer = "Detect Interval” | <----+
I I I I
| o mm e e e e e e e e e oo + |
I I I I
I I I I
| | {Nei ghbor Restart} |
I I I I
I I I I
| INI'T, UP | | {Nei ghbor Restart
| | | conpl et e}
I I I I
I I v I
- + I +
Fo-m - | | | | State = NEI GHBORRESTART, |
| | | | Timer = "Your Restart interval” |
DOMN | | INNT | I e +
+-- - > I I I
. + | ADM N DOV, |
I | DOV, I
| | TI MER |
| Y, ADM N DOWN,
| RREEEE * DOW, |
| | | TI MER |
ADM N DOWN, | | DOMN | <--------------- +
TI MER | |
ooes >| |
S +
| N
| | UP, ADM N DOWN, TI MER
.

Notel: This state diagram holds only for BFD with GR extension as
described in this docunent, which inplies that "your Restart
Interval" has a value greater than the Detection time value of the
est abli shed session. This state machi ne nust not be inpl ement ed.

Not e2: The | abels of the diagramin braces {} indicate the GR
Specific events on the renote nei ghbor (Restart/Restart conplete).

The State Transitions involving the new state, NeighborRestart is
expl ained in the next section of this docunent.
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6. Theory of QOperation

Thi s section describes the possible operation of the protoco

el ements and state machi ne described in the previous sections. The
processes described here were discussed and rejected by the BFD
wor ki ng group. In particular, the processes presented are specific to
the GR and are not conplete. The BFD Wbrki ng group does not recomend
these processes for inplementation and nust not formpart of a

depl oyed BFD system

6. 1. Session Establishnent and GR Ti mer exchange

The BFD session establishnent follows the procedures as described
in[BFD]. If the technol ogy described by this docunent were to be

i npl emented, the BFD control packets would have the follow ng fields
with the val ues gi ven bel ow.

A new section to the BFD control packet format, "My Restart Interval”
(Section 4.3) needs to have a non-zero value that is greater than the
detection tine.

A new section to the BFD control packet format, "Your Restart
Interval" (Section 4.4) needs to have a non-zero value that is
greater than the detection tine.

The "My Restart Interval” and "Your Restart Interval” are used in
exchanging the GR timers infornmati on between the systens.

"My Restart Interval” is the tinme interval in mcroseconds, that
this systemexpects its renote systemto wait for before bringing
down its BFD session with that system

"Your Restart Interval" is the time interval in mcroseconds,
specified by the renote system that it expects this systemto wait
for, before bringing down its BFD session with the renpte system

Once the packet exchanges are conpl ete and the BFD sessions are

up, every BFD session will have information about the tinme interva

its remote systemw |l wait during a Restart, and also the tine
interval this systemhas to wait when the rembte systemrestarts. The
"My Restart Interval"™ and the "Your Restart Interval" values can be
nodi fied after the session is up, just like the other BFD paraneters,
and in this case the packet exchanges will sync up the restart
interval tinmes (My and Your) on both the sides appropriately.
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The exchange of GR Specific paraneters during BFD session
establishnent is indicated in the diagram bel ow. The di agram shows
only part of control packets, for the purpose of clarity.

System A System B

{BFD. MyRestartinterval =
BFD. Your Restartinterval = 0 }

:

{BFD. MyRestartInterval = BBBB
BFD. Your Rest art I nterval = AAAA }

| {BFD. MWRestartlnterval = AAAA
| BFD. YourRestartlnterval = BBBB }

The initial BFD packet exchange between | ocal system and renote
systemw || have the exchanged values for the "My Restart Interval"
or 0. The "Your Restart Interval” will reflect the value received in
My Restart Interval" fromthe corresponding renote system or be
Zero if that value is not set (value of 0).

A val ue of Zero for "Your Restart Interval" neans that the BFD CR is
di sabled at the renote end, and sinmilarly a value of Zero for "MWy
Restart Interval" neans that BFD GR is disabled at the transnmitting
system

6. 2. Renpte Nei ghbor Restart and Recovery

VWhen t he BFD nei ghbors have established their BFD sessions (with
their BFD GR tinmer val ues exchanged as descri bed above), the

foll owi ng set of operations take place when the renote nei ghbor
attenpts a graceful restart (for exanple, with a GR enabled routing
protocol like OSPFv2/1S-1S tied with BFD).

Once the packet exchanges are conplete and the BFD sessions are up,
every BFD session will have information about the tinme interval its
renote systemwill wait during a Restart, and also the tine interval
this systemhas to wait when the renote systemrestarts.
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For clarity, let us revisit the BFD timers and BFD detection tine as
described in [BFD] .

The Detection Tinme (the period of tinme w thout receiving BFD packets
after which the session is determned to have failed) is not carried
explicitly in the protocol. Rather, it is calculated independently
in each direction by the receiving system based on the negoti ated
transmt interval and the detection multiplier.

This nmeans that a BFD control packet should be received fromthe
renote nei ghbor within the detection tinme. Wen the BFD contro
packet is not received fromthe renote neighbor within this time, the
timer expiry should bring the BFD session state to down.

During a Graceful, we may end up in a situation that the routing
protocol (like OSPFv2) is in graceful restart node with the renote
nei ghbor restarting, and the system not receiving BFD control packets
within the detection tinme, due to other CPU intensive processes in
the system The technol ogy described by this document addresses this
i ssue.

If the set of systens had their BFD sessions established, with GR
support as described in this docunent, when the renote nei ghbor
restarts it will set the BFD diagnhostics field to a value to

i ndi cate "Nei ghbor Restarting” in the control packet to its nei ghbor
(l ocal systen.

When the | ocal systemreceives a BFD control packet with its diag
field set to indicate "Nei ghbor Restarting", the local systemwl|
update its timer to the previously exchanged val ue of "Your Restart
I nterval ".

This effectively neans that the |ocal systemshould wait for a BFD
control packet for "Your Restart Interval" instead of Detection tine.
This will be the case as long as the diag field fromthe renote

nei ghbor indicates Nei ghbor Restart. The BFD noves from"Up" to

"Nei ghborRestart" state.

7 Security Considerations
The security inplications of the ideas discussed in this docunent

have not been examined. It is likely that the security considerations
di scussed in [BFD], [BFD- 1HOP] apply to this docunent.
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