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Abst r act

Har dwar e conponents constitute the foundation of all conputations and
therefore play a critical role in systemintegrity and reliability.
Exi sting attestation nechanisns primarily rely on manufacturer

endor sements, which provide limted visibility into the runtine
behavi or of hardware. This docunment extends the Renpte ATtestation
procedureS (RATS) architecture by defining a data nodel and

gui delines for including neasurenents of hardware conponents in
attestation Evidence. These nmeasurenments nay represent physica
properties, results of self-tests, or behavioral observations. The
docunent considers a threat nodel that includes both adversaria
actions and physi cal phenonena such as environnmental variations and
aging. It proposes abstract interfaces for collecting neasurenents,
enabling interoperability while remaining agnostic to inplenmentation
nmechani sms, and outlines a security nodel for their use in appraisal

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://github. com ant oi nepoul ai n/ har dwar e- conponent -

attestation/bl ob/ mai n/draft-paka-rats-har dwar e- conmponent -
attestation.txt. Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-paka-rats-hardware-
conponent -attestation/.

Di scussion of this docunent takes place on the Renote ATtestation
ProcedureS Wrking Goup mailing list (mailto:rats@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/rats/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github. com ant oi nepoul ai n/ har dwar e- component - att estati on
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2

Modern systems increasingly adopt di saggregated architectures, such
as chipl et-based desi gns and | arge-scal e het erogeneous pl atforns.
These systens integrate hardware conponents frommultiple sources,

i ntroduci ng new attack surfaces.

At the same time, zero trust principles encourage reducing reliance
on static trust anchors and Endorsenments in favor of Evidence
reflecting the actual runtime state of conponents, consequently
enabl i ng nore dependabl e assessnment of both security and safety
properties. However, current attestation nmechani sns for hardware
conponents primarily rely on manufacturer-issued Endorsenents, which
capture properties established prior to deploynment but provide
limted visibility into runtime hardware behavi or

Thi s docunent considers a threat nodel in which hardware conmponents
may be affected not only by adversarial actions, but also by physica
phenonmena such as environnental variations, aging, and natura
degradation (see Section 8). This wi der scope is notivated by the
fact that hardware conponents, are directly influenced by physica
conditions that can alter their behavior over tine or under stress.
Therefore, assessing the runtine state of hardware requires taking
into account both intentional attacks and non-adversarial effects
that may lead to faults or degraded operation. These aspects are
particularly inmportant in systens with strong safety and reliability
requirenents.

To address these Iimtations, this docunment defines a data nodel and
provi des guidelines for including hardware conponent measurenments in
attestation Evidence (Section 5.3), as described in the RATS
architecture [RFC9334]. By incorporating runtinme hardware
measurenents, attestation can provide inproved visibility into the
integrity and reliability of systems. This docurment also outlines a
security nodel for such neasurenents and provi des exanpl es of

exi sting technol ogies that can be | everaged to obtain them

(Section 7). These exanples are informational only and do not
mandat e specific inplenentations. Instead, this docunent remnains
agnostic to the underlying neasurenent mechani sms and focuses on
defining abstract interfaces (Section 4.1) and a data nodel for
obt ai ni ng and representing such nmeasuremnents.

Ter mi nol ogy
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2.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. 2. Definitions

The term nol ogy defined in [ RFC9334] is reused throughout this
docunent. Sone definitions from RATS specifications are refined here
to fit the context presented in this docunent.

*  Measurement Unit: A hardware nechanism (a circuit) or software
logic with the ability to measure a hardware conponent. Software
logic used to trigger a neasurenent is not considered a
Measurement Unit but rather the Attesting Environment end-point of
the Trigger interface. See Section 4.1 for details on the Trigger
i nterface.

*  Measurenent: Termintroduced by RATS. |In the context of this
docunent, it can nean a representation of a physical property, the
result of a test, the detection of an event, etc.

* Target Hardware Conponent: A hardware component which is a Target
Envi ronment for an Attesting Environnent.

3. Use Cases

The solution presented in this docunent ains at nitigating two
threats on hardware.

* Defective hardware conponents

Mal functi ons of hardware conponents may be caused by environnent and/
or aging. Detection of such malfunctions is critical when relying on
systens evol ving in hazardous environments such as high pressure,
extreme tenperatures, contact with water, chem cal substances or
space radi ations.

* Attacks on hardware conponents

Poul ai n & Kaci Expires 2 Cctober 2026 [ Page 5]
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Gai ni ng control of the hardware of a systemis particularly
interesting for an attacker as it allows to tanper with the correct
functioning of the systemat a privileged |level. Such control can be
obt ai ned by abusi ng software nmechani sns or by havi ng physical access
to the system (particularly relevant for enbedded systens) and using
physi cal attack techni ques.

Security and Safety note: Undetected hardware defects can conprom se
the integrity of cryptographic operations, attestation chains, or
safety-critical controls, turning a physical fault into a security
vulnerability or a life-threatening failure. |n adversarial

contexts, hardware degradation nmay al so be | everaged to bypass
attestati on nmechanisns or force a systeminto an exploitable state.
Timely and verifiable detection of hardware conponent mal functions is
therefore critical for maintaining both operational safety and the
trustworthiness of any attestation claimissued by a system

For instance, environmental conditions and aging can alter the
physi cal noise source of a TRNG potentially reducing entropy and
conmprom sing the unpredictability required for security and safety.
This TRNG exanple is extended in Section 7.2.

4. Attester Model

The RATS architecture presented in [ RFC9334] introduces two types of
environments in an Attester. The Attesting Environnent (AE) and the
Target Environnent (TE). The Attesting Environment is in charge of
collecting clains about a Target Environnent. The Attesting
Environnent is then responsible for enbedding those clainms in an

Evi dence Conceptual Message.

Thi s docunent focuses on clainms used to represent the state of a
target hardware conponent. Said clains can be related to physica
properties (el ectromagnetic or thermal signature, timng val ues,
power consunption, etc.), results of integrated self-tests or

coll ected traces.

The goal of this section is to propose standard interfaces to trigger
the conputation of the nmeasurement and to collect the computed
measurenent. Also, this section presents a napping of Attesting

Envi ronnments and Target Environnents in different integration nodels
of measurenent nechani sns.
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4.1. Abstract Representation

Mechani sns for coll ecting neasurenents of hardware conmponents nmay

hi ghly depend of the type of hardware conponent and on the desired
type of neasurenent. Therefore, this docunent proposes an abstract
representation of such nechani sns. Considering a neasurenent

mechani smas a bl ack box with common interfaces, allows the content
of this docunment to remain agnostic of the underlying mechani sm and
of the type of measurenent collected while pronmoting interoperability
with different real world inplenentations.

Thi s docunent uses the follow ng abstract objects:
*  Measurenent Unit

Bl ack box used to represent a mechani sm capabl e of conputing
measurenents over a target. The Measurenent Unit is part of the
Attesting Environment.

* Trigger interface

To start the conputation of a neasurenent, the Measurenment Unit nust
be triggered. The trigger can follow an external request, a watchdog
or any event set to trigger a neasurenent. The Measurenent Unit
receives a signal to start the conputation of a nmeasurenent through
the "Trigger" interface.

This interface is optional. For instance, it may not be used in case
of continuous nonitoring.

*  Export interface

The "Export” interface allows a neasurenment to be exported fromthe
Measurenent Unit to a controlled nmenory region in the trust boundary
of the Attesting Environnent.

* Data Exchange channel

The neasurenent mechani sm needs to have physical access on the
property that it is in charge of neasuring. The flow of data
exchanged between the Measurenent Unit and the target hardware
conmponent is represented by the "Data Exchange" channel. This
channel is not accessible by the Attesting Environment excepted by
the Measurenent Unit.
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4.2. Integration Mdels

The foll owi ng subsections present possible |ayouts for integrating a
Measurenent Unit between the Attesting Environnment and the target
har dwar e conponent.

4.2.1. Enbedded Measurenent Unit

In this integration nodel, the Measurenment Unit is part of the target
har dwar e conponent. The separation between Measurenent Unit (part of
the Attesting Environnent) and the Target Environnent is only

|l ogical. The target hardware conmponent and the Measurenent Unit are
part of the same die. Due to the proximty between the Measurenent
Unit and the target hardware conponent, the Data Exchange channel is
not represented.

. +
R + Tri gger | e + |
| | Measurenent | | | |
| R > | Target HW | |
| Attesting | | | Conponent | |
| Environment | | | (TE) | |
| | | o
| S LT + Measur ement Uni t |
R + Export | (AE) |

Measurement +------------------------- +

Figure 1: Abstract Representation of Enbedded Measurenment Unit

Ex: Different types of Built-In-Self-Tests (BIST) or Known Answer
Tests (KAT).

Note: As shown in Figure 1, the Measurenent Unit and target hardware
conponent share the sane die. Therefore, they are in the sane
physical security perineter. This may have an inpact on the trust
nodel (see Section 8.4.3).

4.2.2. External Measurenent Unit

In the followi ng integration nodels, the Measurenent Unit is external
to the target hardware conponent.

4.2.2.1. Discrete Component

The Measurenent Unit is a discrete conponent external to the target
har dwar e conponent and to the Attesting Environnent.
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Tri gger
S T + Measurement +------------------ +
o e >
| | Measurement Unit |
S R + (AE) |
Export e A +

I
Attesting | Measur enent |
Envi ronment | | Data Exchange
| e
| | Target HW |
| |  Conponent |
T + | (TE) |
o m e e e oo - +

Figure 2: Abstract Representation of Discrete Measurenment Unit

Ex: Sensors added on top of hardware conponent, Power Managenent |C
(PM C), Baseboard Managenent Controller (BM).

In this integration nodel, the target hardware conponent and
Measurenent Unit can cone fromdifferent sources (e.g., foundries).
That can be | everaged to draw trust boundaries between the AE, TE and
Measurenent Unit. Using a discrete conmponent inplies the existence
of physical conmuni cation channels between the AE, TE and Measurenent
Unit on which data such as nmeasurenent will transit. This introduces
attack vectors. Refer to Section 8.

4.2.2.2. Integrated in Attesting Environnent

The Measurenent Unit is physically integrated in the Attesting
Environment. It can take the formof hardware circuitry or be a
sof tware conponent. As the Measurenent Unit is integrated in the
Attesting Environnment, the Trigger and Export interfaces are not
represented in Figure 3.

o e e e oo +
| Attesting |
| Envi r onnent |
I I
[ R + Data  +--------------- +
| | Measurenent | | Exchange | Target HW |
| Uni t S R >  Conponent |
| e + | (TE) |
| | S +
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Figure 3: Abstract Representation of Measurenent Unit Integrated
in AE

Ex: Software logic (e.g., FIPS KAT)

Note: This integration nodel can be linmiting in terns of what it is
possi bl e to neasure.

O course, both enbedded and external Measurenent Units can be found
in the sane system and possi bly, a conbination of enbedded and
external can be used to neasure a single Target Environnent (see the
practical exanmple in Section 7.2.4).

A single Attesting Environnent can be responsible for one or nore
target hardware conponents. The Attesting Environnent is therefore
responsi ble for building Evidence for all of its target hardware
components.

In addition to that, there may be nultiple Attesting Environnents.
That case is discussed in [I-D.richardson-rats-conposite-attesters].

4.3. Measurenent Journey

Measur enment s of hardware conponents nust be included in the Evidence
to be sent to a Verifier. This inplies that the Attesting

Envi ronment possesses a way to start the conputation of the
measurenent (trigger), to securely retrieve the neasurenent
(collection) and to securely enbed the measurenent in Evidence.
During the conpletion of all these steps, the attacker has many
opportunities to tanper with the integrity of the nmeasurenment or the
execution logic (hardware or software).

Bel ow are the identified steps of the journey of a nmeasurement at the

hardware level. These are inportant as this docunent inplies a

security nodel in which the attacker can tanper wi th hardware

1. Trigger computation
Measur enment conmputation is triggered by an event (boot, externa
request, watchdog) or continuous. The Attesting Environment is
able to trigger the conputation of the nmeasurenment through the
Trigger interface.

2. Conput e neasurenent

The neasurenent of the target hardware conponent is conputed by
t he Measurenment Unit.
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3. Export measurenent

Once the neasurenment has been conputed, it nust be exported in
order to be accessible by the Attesting Environment. The
measurenent transits fromthe Measurenent Unit to the Attesting
Envi ronment through the export interface.

Protection of the neasurenment in transit against tanpering is
critical for its trustworthiness. An attacker nmust not be able
of tanpering with the neasurenent in transit. This can be

achi eved by using bus protection techniques.

4. [optional] Store neasurenent

It is possible that the measurenent will not be directly included
in Evidence but instead stored until it is effectively included
in Evidence by the Attesting Environnent.

The neasurenent nmust be securely stored in the boundary of the
Attesting Environment. An attacker rmust not be able of tanpering
with the measurenent while it is at rest.

5. [optional] Process neasurenent

It is possible that the neasurenment will not be directly included
in Evidence as is but instead needs to be processed first before
being effectively included in Evidence by the Attesting

Envi ronnent .

The processing of the neasurenent nust be securely operated in
the boundary of the Attesting Environnent. An attacker must not
be able of tampering with the processing |ogic.

6. Include measurenent in Evidence
The Attesting Environment is responsible for including the
measur enent data in Evidence. This operation nust be carried out
securely. An attacker nmust not be able to tanper with this
| ogi c.
Note: At that point, the Evidence is not signed yet and could
still be tanpered by an attacker, possibly w thout being
det ect ed.

7. Sign Evidence
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The signature operation nust be carried out securely. An
attacker nust not be able to nodify the content of the Evidence
or forging signature for conprom sed dat a.

For instance, if the signature operation is offloaded to a renpte
har dwar e conmponent and thus Evi dence content nust transit on a
bus to reach this conponent, the attacker nust not be able to
mani pul ate data in transit (neasurenment, outputted signature).

Once stored in signed Evidence, the neasurenent is considered
safe from unauthorized nodification. This is because the
cryptographi c signature of the Evidence ensures integrity
protection.

Figure 4 represents the steps of the measurenent journey described

above.

R e + Trigger

| Attesting Environment | Measurement +------------------------ +
| R > Measur erment Uni t |
| | | | |
| e + | | Conput e | |
| | [ Optional] | | | Measur enent | |
| | Measurement Storage <-+------------- + R V- + |
| +----mme-- Fome e + | Export | | Tar get | |
| | | Measurement | | Har dwar e | |
| +---------- V---------- + | | | Conponent | |
| |[Optional] Processing| | | R I + |
| +----a--- S + | S +
I I I

| +-----a--- - + |

| | +-------- Vommme e + ||

| 1 | I ncl ude | 1 |

| | | neasurenment in | | |

| | | Evi dence | | |

| ] oA +]

|| _ _ ||

| | Si gn Evi dence | |

| o e e e e e a e oo + |

I I

o e e +

Fi gure 4: Measurement Journey
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5. Inclusion in Conceptual Messages

This section introduces standard clainms to be included in RATS
Conceptual Messages. Conceptual Messages are defined in Section 8 of
[ RFC9334]. The RATS architecture does not nandate the usage of
standard data formats for Conceptual Messages but protocols may
require specific formats. Nonethel ess, RATS proposed CoRI M for

Endor senents and Reference Val ues and EAT for Evidence as standard
data nodels. The CoRIMis defined in [I-D.ietf-rats-corinl and the
EAT is defined in [ RFC9711].

To pronote interoperability, the foll owing sections showase how to
use the CoRI M and EAT data nodels in the context of this docunent.

5. 1. Endor senent

Endorsenents in the scope of this docunment contain netadata
describing the characteristics of Measurement Units and target

har dwar e conmponents that are necessary for the Verifier to correctly
appr ai se Evi dence.

These may i nclude environnental robustness properties (e.g.,
operating tenperature range, resistance to environnental conditions),
Measurement Unit characteristics (e.g., accuracy, precision,
uncertainty, sanpling rate, sanple count, method), calibration data
(e.g., calibration coefficients and drift nodels over operational
context), semantics of measurenents (e.g., unit, scale,
interpretation) and where applicable, the characteristics of

ref erence or behavioral nodels to be used by the Verifier during
apprai sal .

TODO if the unit of the neasurenent is specified in here, is it
possi ble to reuse I ANA nunbers for Sensor Measurenent Lists:
https://ww. i ana. or g/ assi gnment s/ senm / senm . xht m

5.1.1. Concise Reference Integrity Manifest (CoRIM
Endor senments can be witten inside a CoM D Endorsed Val ues triple of
a CoRIM (see Section 5.1.6 of [I-D.ietf-rats-corinm). The Endorsed
Val ues triple holds one or nore neasurenent-map that are used to
wite the Endorsements.

5.2. Reference Val ue

Ref erence Val ues nmust be conputed in a secure environment.
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The Reference Val ue conputed nmust correspond to the value that will
be outputted in the expected environnent of the systemonce in

m ssion. For instance, a measurenent m ght be dependent of the
environnmental conditions surrounding the system This nust be taken
into account as a neasurenent different fromthe Reference Val ue does
not necessarily mean bad behavior. |f such context-dependent
paraneters cannot be foreseen, it is possible to include additiona
data in Evidence to give details about the context in which the
measur enent has been conputed (see Section 5.3.1.4.1.2). The
Verifier will then use these additional data to select the Reference
Val ue that should be used in the context described by the additiona
data (kind of conditional Reference Values). This inplies that
attacker cannot nodify these additional data otherw se, an attacker
woul d be able to fool a Verifier into choosing Reference Val ues that
don’t correspond to the actual context of the system

Dependi ng on the type of measurenent and target hardware conponent,
the Reference Value can be a value or a range or a function* of the
operational context of the system and can correspond to a class, a
group or an instance of target hardware component.

*coul d even be a ML nodel to detect abnormal physical properties
dependi ng on operational context of the system

5.2.1. Concise Reference Integrity Mnifest (CoRIM
Ref erence Val ues can be witten inside a CoM D Reference Val ues
triple of a CoRIM (see Section 5.1.5 of [I-D.ietf-rats-corini). The
Ref erence Val ues triple holds one or nore neasurenent-nmap that are
used to wite the Reference Val ues.

5.3. Evidence
The current version of this docunent proposes several approaches for
i ncl udi ng hardware conponent neasurenents in Evidence. For now,
these options are present as brainstornming, to explore the different
possibilities and may be renmoved in future versions of this docunent.

5.3.1. Entity Attestation Token (EAT)

5.3.1.1. Using EAT Measured Conponent C aim
It is possible for sone neasurenents to be represented in an already

exi sting EAT Measured Conponent. The EAT Measured Conponent is
defined in [I-D.ietf-rats-eat-neasured-conponent].
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For instance, a custom nmeasurenent structure can be used to hold

har dwar e conmponent measurenent in the "neasurenment” field of the
"measur ed- conponent” structure from
[1-D.ietf-rats-eat-neasured-conponent]. Also, the flag field can be
used to extend the neasured-conponent base type with profile-defined
semanti cs.

5.3.1.2. Using EAT Measurenent Result Caim

It is possible for sone nmeasurenents to be represented in an already
exi sting EAT Measurenment Result. The EAT Measurenment Result is
defined in Section 4.2.17 of [RFC9711].

This claimcould be well-suited for nmeasurenents with on-device
comparisons with reference values. For instance, self-tests (e.qg.,

Bl ST, KAT) verify that the conputed neasurenent corresponds to an
expected val ue and output results such as "success" or "failure". In
that case, a Measurenent Result claimcan be used.

5.3.1.3. Using EAT Subnodul e O aim

TODO it seens that the EAT Subnodul e can be used to enbed hardware
conponents clains (maybe only nore conpl ete subsystens not sinple

har dwar e conmponents). Research if it could be extended to include
measurenents. Especially relevant if the subnodul e does not have its
own Attesting Environment (Section 4.2.18 of [RFC9711]).

5.3.1.4. Using Measured Hardware Conponent C ai ns
Thi s section proposes a new claim the "Masured Hardware Conmponent",
to represent what is described in this document. This claimis
presented in case the already existing clainms nentioned above are not
sufficient to correctly report measurenments of hardware conponents.
The "neasured hardware conponent” claimis inspired fromthe
"measured conponent” claimintroduced in
[1-D.ietf-rats-eat-mnmeasured-conmponent].

5.3.1.4.1. Informtion Model

This section presents the informati on nodel of a "measured hardware
component ".

The information elenents (I1Es) that constitute a "measured hardware
component” are described in Table 1.
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| TE | Description | Requirement |
| | | Level |
[ et ———— L ————————————_————————————————————— Ll p—p—p—p—_——————
| Component | The name given to the target | REQUI RED |
| Nare | hardware conponent. | |
I T I +
| Operational | Additional information on the | OPTI ONAL |
| Cont ext | operational context of the | |
| | conponent. | |
. O . +
| Measurenent | List of measurenents for the | REQUI RED |
| List | target hardware comnponent. | |
| | Each elenent of the list is | |
| | conposed of a Measurenent Type | |
| | and of a Measurenent Val ue. | |
. O . +

Table 1: Measured Hardware Comnponent Information El ements
5.3.1.4.1.1. Conponent Nane
Conponent Nane is used to identify the target hardware conponent.
5.3.1.4.1.2. Operational Context

Addi tional information on the operational context of the component.
These can be used by the Verifier to apprai se neasurenents.

By being placed at this |evel of the Measured Hardware Conponent
claim the operational context is shared by every neasurenment of the
target hardware conponent. It is inportant that the operationa
context sampled corresponds to the actual operational context at the
time of neasurenent conputations (i.e., sanpling of the operationa
context and conputation of the nmeasurenents nust be executed

simul taneously (approximately). Oherw se, Time-O-Check to Tine-O -
Use (TOCTQU) attacks woul d be possible).

A lot of data can be included in Operational Context such as
environmental (e.g., tenperature, humdity, radiation), electrica
(e.g., voltage, clock frequency, power state), workload (e.g.,
wor kl oad | evel, type), tenporal (timestanp, uptine), system operation
(degraded node, thermal throttling) contexts.

TODO fill table. Operational Context is highly dependent on what is
needed by Verifier which depends on what is nmeasured and al so what
are the avail abl e sensors etc. so it will either contain a |lot of
optional fields or be profile-specific.
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[ ety el ety
| Field Nane | Description | Requirenent Level |
[ e s s e s e
I i i i i I I S +

Table 2: Fields of the Operational Context

Use case exanpl e: the measurenent nay be subject to variations
dependi ng on environmental context such as tenperature (ideally
specified in Endorsenents, see Section 5.1). A neasurenent val ue

m ght be acceptabl e when conputed in a context of extrene cold but
not if conputed at roomtenperature. The Verifier nust therefore be
aware of the tenperature surrounding the conponent to decide if the
measur enent corresponds to good behavior or not. The Verifier wll
therefore base its appraisal on the environmental context reported in
Qper ational Context.

Note: Information in Operational Context is sensitive and nmust have
the sane | evel of protection as the nmeasurenents.

5.3.1.4.1. 3. Measur enent Li st

[ e s e e e s s s e e s e e e s el st
| Field Nane | Description | Requirenent |
| | | Level |
| Measurenent | Identifier for the Measurenent | REQUI RED |
| Unit Identifier | Unit used to obtain the | |
| | neasurenent | |
o e e oo o e e e e e e e e e e eee— oo n S +
| Measurement | The type of the measuremnent. | REQUI RED |
| Type I I I
o e e e oo T S +
| Measurenent | The Val ue of the neasurenent. | REQUI RED |
| Val ue | The content of this field | |
| | depends on the Measurenent Type. | |
o o m e e e e e e e e e e mee— oo - R +

Table 3: Content of Elements of the Measurenent List
*  Measurenent Unit ldentifier:
Identifier for the Measurenent Unit used to conpute the measurenent.
For instance there may be nultiple sensors used to neasure a single
property of the target hardware conponent. |In that case, the

Measurenent Unit ldentifier allows to identify the Measurenment Unit
that was used.
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*  Measurenent Type:

Specifier for the type of the neasurenent.

For exanple, the type can be used to specify if the neasurenment is
the result of a self-test, the sanpling of a physical property, a
trace or an event (see Section 6.1.1).

*  Measurenent Val ue:

The structure that holds the actual neasurenent. The structure of
t he Measurenent Val ue depends on the Measurenment Type.

5.3.2. X 509 Certificate
Appendi x C. 3 of [RFC9711] describes nmethods to encode EAT clains in
an X. 509 certificate. These nmethods can be used for the clains
presented in Section 5.3.1.
Ex: DI CE uses X.509 certificates with a custom extension to carry
Evi dence [TCG DICE]. TLS and DTLS extended with renote attestation
al so use X. 509 certificates with an attestati on extension
[1-D.fossati-tls-attestation].

6. CDDL Definitions

This section presents CDDL definitions for the Measured Hardware
Conponent claimto be included in EAT Measurenent claim

6.1. Measured Hardware Conponent Caim
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measur ed- hw conmponent = {
component -i d-1 abel => conponent-id
? operational -ctx-1abel => operational -ctx
measurenent-list-label =>[ + hw neasurenent ]

}

operational -ctx = {
; structure for operational context
}

hw measur enent = {
measurenent-unit-id => tstr
measur enent -t ype- | abel => measur enent -type ; a choice
measur enent - val ue- | abel => nmeasurenent -val ue ; depends of type

}

measur enent-type =
m-self-test /
m - phys-prop /
m-event /
m-trace /
nm-other ; profile

measur enent -value = ; structure that depends of type
m/-sel f-test /
mv- phys-prop /
mv-event /
m/-trace /
mv-other ; profile

Figure 5: CDDL of Measured Hardware Component C aim
6.1.1. Measurenent Val ue
6.1.1.1. Physical Property

CDDL definition of the structure of neasurenent-val ue when
neasur enent -type = nt - phys- prop.

nv- phys-prop = {
physi cal -property-id => tstr,
val ue => nunber / bstr / tstr,
; unit, precision, scale, uncertainty,
; are already specified in Endorsenents

Figure 6: CDDL of Physical Property Measurenent Val ue
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6.1.1.2. Self-Test

CDDL definition of the structure of neasurenent-val ue when
measurenent-type = m-sel f-test.

m/-sel f-test = {
test-id => tstr,
test-result-label => self-test-result,

}

self-test-result =
st - pass /
st-fail /

st - degraded /
st-not-run /
st - unknown

Figure 7: CDDL of Self-Test Measurenent Val ue
6.1.1.3. Event

CDDL definition of the structure of measurenent-val ue when
measur ement-type = nt-event.

nmv-event = {
event-id => tstr,
event - st at us-|1 abel => event - st at us,
? event-count => uint,
? event-tine => int / uint

}

event-status =
e-detected /
e- not -det ected /
e-active /
e-inactive /
e- unknown

Figure 8: CDDL of Event Measurenent Val ue
6.1.1.4. Trace

CDDL definition of the structure of neasurenent-val ue when
neasurenent-type = nt-trace
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m/-trace = {
trace-type-label => trace-type,
trace-data => bstr / tstr

}

trace-type =
di gest /
summary /
count er

Figure 9: CDDL of Trace Measurenent Val ue
6.1.1.5. Oher

CDDL definition of the structure of neasurenent-val ue when
measur enent -type = nt-ot her

TODO addi tional structures could be defined in a profile. Sinply,
the Measurenent Val ue could be raw bytes that the Verifier would
understand (by using a profile).

6.2. Inclusion in EAT Measurenent C aim
The CDDL defined in Section 6.1 extends the $neasurenents-body-cbor
and $nmeasur enent s- body-j son EAT sockets to add support for the

measur ed- hw conponent to the Measurenents claim (Section 4.2.16 of
[ RFC9711]).

mhwe- cbor = bytes .cbor neasured- hw conponent
mhhwe-j son = text .json neasured- hw conponent

; EAT CBOR (‘.feature "cbor"")
$measur erment s- body- cbor /= nhwe- cbor

; EAT JSON (‘.feature "json"')
$nmeasur ement s- body-j son /= mhwe-j son

Figure 10: CDDL Extension of EAT Measurement Body
7. Practical Exanples
This section is for informational purposes only.
Note: There are many interesting exanpl es of hardware nonitoring in

[1S06891] that are not covered here but fall in the scope of this
docunent .

Poul ai n & Kaci Expires 2 Cctober 2026 [ Page 21]



Internet-Draft HW at t est March 2026

7.1. Monitoring Physical Properties
7.1.1. Using a Discrete Conponent Sensor

In this scenario, the Measurenment Unit is inplenented as a discrete
external sensor, such as a tenperature sensor or a Power Monitoring
Integrated Circuit (PMC). The Target Environment is the hardware
component under observation, for example a CPU. This corresponds to
the integration nodel described in Section 4.2.2.1

The Measurenent Unit observes physical properties of the Target

Envi ronment through a physical coupling, such as thermal conduction
or electrical interaction (which in the nodel, corresponds to the
Dat a Exchange channel ), and exports digitized measurenments to the
Attesting Environment through the Export interface.

The Attesting Environment collects these neasurenents and incl udes
themin Evidence, along with, if possible, contextual information
descri bing the operational conditions under which the nmeasurenents
wer e obt ai ned.

In this nodel, the Measurenent Unit is external to the Target

Envi ronnment and may originate froma different nanufacturer. As a
result, the trustworthiness of the neasurenents depends on the
integrity and characteristics of the sensor, which can be established
t hrough Endorsenents describing its properties such as precision,
calibration, and operating conditions (refer to Section 5.1).

During appraisal, the Verifier eval uates the nmeasurenents agai nst

Ref erence Val ues that nmay depend on the operational context. These
Ref erence Val ues may be expressed as fixed ranges, condition-
dependent functions, or behavioral nodels. The Verifier could use
advanced nodel s, including statistical or machine | earning-based
approaches, to detect anomalies (but such nodels would be part of the
Apprai sal Policy for Evidence and are not encoded in Evidence).

Not e: conpared to enmbedded Measurenent Units, this nodel introduces
addi tional attack surfaces, including sensor spoofing, manipulation
of comuni cation channels, and environnental interference. These
ri sks must be considered in the systemdesign and threat nodel (see
Section 8).

7.1.2. Using an Enbedded Sensor
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7.1.2.1. Generic Example

In this scenario, the Measurenment Unit is inplenmented as an on-die
sensor integrated within the target hardware conmponent. This
corresponds to the enbedded Measurenent Unit nodel described
Section 4.2.1.

The Measurenent Unit observes physical properties of the Target

Envi ronnment, such as tenperature, voltage, or timng behavior,
through direct internal coupling. Measurenents are conputed and rmade
available to the Attesting Environnment through internal interfaces,
such as menory-nmapped registers, wthout traversing external

conmuni cati on channel s.

The Attesting Environment collects these measurenents and incl udes
themin Evidence, optionally along with operational context
informati on to support appraisal.

As the Measurenent Unit is physically integrated within the Target
Envi ronment, both share the same trust domain and physical security
perineter. The integrity of the Measurenment Unit is typically

est abl i shed t hrough Endorsenents rather than through runtine

neasur enent .

During appraisal, the Verifier evaluates the measurenents agai nst

Ref erence Val ues that may depend on the operational context. As with
ot her physical measurenents, these Reference Val ues may be expressed
as ranges, condition-dependent functions, or behavioral nopdels.

Not e: Conpared to external sensors, this nodel reduces the attack
surface by elimnating external comunication channels and i ncreasing
the bi ndi ng between the neasurenment and the component. However, it
al so reduces i ndependence, as both the Target Environnent and the
Measurenent Unit may be affected by the sanme faults or conproni ses.
For instance, refer to Section 8.4.3.

7.1.2.2. Using a Ring Gscillator

In this scenario, the Measurenent Unit is inplenented as a ring
oscillator integrated within the Target Environnent. This
corresponds to the enbedded Measurenent Unit nodel described
Section 4.2.1. The oscillator frequency depends on physical and
el ectrical properties of the hardware, including voltage,
tenperature, and process variations.

The Measurenent Unit produces a digital representation of its

oscillation frequency, which is collected by the Attesting
Envi ronment t hrough an enbodi ment of the Export interface, then
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i ncluded in Evidence. These nmeasurenents provide an indirect
observation of the physical state of the conponent and can be used to
detect anomalies such as voltage glitches, thermal variations, or
agi ng effects.

During appraisal, the Verifier evaluates the reported frequency
agai nst Reference Val ues that depend on the operational context and
calibration data provided through Endorsements

Note: As this nodel is very sensitive to physical perturbations,

devi ations may have multiple possible causes. Therefore, the
interpretation of measurenents requires operational context. Ring
oscillator neasurenents can then be used to conpl ement ot her

measur enent types by providing continuous nonitoring of the hardware
physi cal and el ectrical behavior

7.2. Detection by Self-Testing

This section provides practical exanples that denonstrate how sel f-
tests can be | everaged to neasure a hardware conponent.

7.2.1. Using Built-In-Self-Tests (BIST)

In this scenario, the Measurement Unit is inplenented as Built-In
Self-Test (BIST) circuitry integrated within the Target Environnent,
for exanple within a nenory subsystem or a cryptographic accel erator.
This corresponding to the enbedded Measurenent Unit integration node
described in Section 4.2.1

The BI ST | ogi ¢ executes predefined test patterns and conpares the
observed behavi or of the conponent agai nst expected results,
produci ng a pass/fail outcome or a diagnostic signature. These tests
may be executed at boot time or periodically during runtinmne.

The Attesting Environment collects the BIST results and includes them
in Evidence as neasurenents associated with the correspondi ng target
har dwar e conmponent structured according to a Measurenent Result or a
Measur ed Har dware Component cl ai m defined respectively in

Section 5.3.1.2 and Section 5.3.1.4.

During appraisal, the Verifier conpares the reported test results
agai nst Reference Values, typically expecting a successful outcone.
Unl i ke measurenments of physical properties, BIST results are
determnistic and do not require contextual interpretation. In such
case, the operational context is not used.
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Not e: This nodel provides strong assurance of functional correctness
of the target hardware conponent and conpl enents physica
measurenents by detecting faults that nmay not be observabl e through
sensors

7.2.2. TRNG Entropy Eval uation by an Enbedded Measurement Unit

In this scenario, the Target Environnent is the TRNG hardware
component, whose entropy source constitutes the subject of the
measurenent. The Measurenent Unit is inplenented as on-di e hardware
logic tightly coupled to the TRNG corresponding to the enbedded
Measurenment Unit integration nodel described in Section 4.2.1

The Measurenent Unit continuously or periodically evaluates the
entropy source by executing health tests and entropy estimators
(Section 4 of [N ST-SP-800-90B]). Measurenents are obtained through
a Data Exchange channel, without traversing any software-accessible
bus, and are exported directly to the Attesting Environnment via the
Export interface.

The Attesting Environment is the system ROM which collects the
measur enent out puts and enbeds theminto Evidence (EAT, X 509
certificate). The Evidence includes multiple neasurenents for the
TRNG conmponent, such as health test results and m ni mrum entropy

val ues, structured according to the Measurenment Result or Measured
Har dwar e Component cl ai m defined respectively in Section 5.3.1.2 and
Section 5.3.1.4.

During appraisal, the Verifier validates the signature using the
manuf acturer’ s endorsenment chain, then eval uates the neasurements
agai nst Reference Values. Health test results are expected to

i ndi cate a passing state, and entropy val ues are conpared agai nst
pol i cy-defined threshol ds.

Note: In this integration nodel, the Measurenent Unit and Target

Envi ronment share the same physical security perineter. As a result,
the integrity of the Measurenent Unit is not independently verified
at runtime but is instead covered by manufacturer endorsements.

7.2.3. TRNG Entropy Evaluation by a Software Measurenent Unit
In this scenario, the Target Environnent is the TRNG while the
Measurenment Unit is inplemented as a software conmponent executing

within the Attesting Environment. This corresponds to the
i ntegration nodel described in Section 4.2.2.2.
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The Measurenent Unit obtains raw sanples fromthe TRNG via a software
interface and conmputes entropy-rel ated neasurenents. As the
Measurenment Unit operates in software, its integrity nust be
established before its output can be trusted. This falls in the
category of classical software neasurenents already specified by RATS
document s.

The Evi dence includes the entropy measurements produced by the
sof tware Measurenent Unit.

During appraisal, the Verifier first evaluates the integrity of the
Measurenent Unit by conparing the reported digest agai nst reference
val ues obtained froma CoRIM Only if the Measurenent Unit is
recogni zed as intact does the Verifier proceed to evaluate the
entropy neasurenents.

Thi s nodel introduces a dependency between the trustworthiness of the
Measurement Unit and the validity of the measurenents it produces.

Thi s dependency is always present but the trustworthiness of the MJ
is not always quantifiable (e.g., the MJ cannot be neasured), see
Section 8. 1.

7.2.4. TRNG Entropy Cross-Validation by Dual Measurenent Units

This scenario is a mx of the two previous ones. The Target
Environment is the TRNG while two Measurenment Units operate
concurrently: a hardware Measurenent Unit enbedded in the conmponent
and a software Measurenent Unit integrated within the Attesting
Environnment. This corresponds to a conbi nation of the integration
nodel s described in Section 4.2.1 and Section 4.2.2.2.

Each Measurement Unit independently conputes entropy-rel ated

measur enent s based on the sane underlying noise source. The
Attesting Environnment collects both sets of neasurenents, associates
themwith their respective Measurenent Unit identifiers, and
aggregates theminto a single Evidence structure.

Thi s nodel enabl es cross-validation of nmeasurenents and all ows the
detection of silent failures affecting either one of the Measurenent
Units. A significant divergence between the two neasurenents nmay
indicate faults, degradation, or inconsistencies in the neasurenent
process, even when individual nmeasurenents satisfy their respective
t hr eshol ds.

The Evidence, in this case, contains nmultiple neasurenents for the

sanme target hardware conponent, originating fromdistinct Measurenent
Units.
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7.3. Detection of Active Tanmpering

In this generic scenario, the Measurenent Unit consists of tamper
detection circuitry, such as an active nesh, voltage glitch detector
or light sensor, integrated within the hardware conmponent.

These nechani sns do not produce neasurenents of physical properties
but instead generate event-driven signals indicating potential
tanmpering or fault conditions. Such signals may be triggered by
physi cal intrusion, abnormal voltage or clock conditions, or

envi ronment al di st urbances.

The Attesting Environnment collects the status of these detectors and
includes themin Evidence as security-relevant events or status
i ndi cators.

During appraisal, the Verifier interprets these signals according to
an Appraisal Policy, typically treating any indication of tanpering
as a critical failure condition. Unlike other nmeasurenents, the
absence of an alert does not guarantee the absence of an attack, but
the presence of an alert provides strong evidence of conprom se.

These nechani sns conpl enent ot her neasurenent types by providing
direct detection of active physical attacks and environmental
anomal i es.

7.4. Detection Using Traces

In this generic scenario, the Measurenment Unit consists of hardware
trace logic integrated within the Target Environnment, such as Arm
CoreSight, Intel Processor Trace, or Nexus trace nodul es

These nechani sns observe the execution of the Target Environnment and
produce trace data reflecting instruction flow, nmenory accesses, or
system events. Due to the high volune of trace data, the Attesting
Envi ronment typically processes or summarizes this information before
including it in Evidence.

The resulting neasurenents may consi st of aggregated statistics,
crypt ographi c digests of trace segnents, or derived indicators of
anomal ous behavi or.

During appraisal, the Verifier evaluates these neasurenents agai nst
behavi oral nodel s descri bi ng expected execution patterns. These
nmodel s may be expressed as statistical profiles or nore advanced
classifiers in the Appraisal Policy for Evidence.

Poul ai n & Kaci Expires 2 Cctober 2026 [ Page 27]



Internet-Draft HW at t est March 2026

Trace- based neasurenents provide insight into the runtime behavi or of
the Target Environment and can reveal anomalies that are not
detectabl e through static nmeasurements or physical sensors. However,
they require careful processing and interpretation and may introduce
additional considerations related to data volune, confidentiality,
and trust in the trace collection infrastructure.

8. Security Considerations

The security considerations of RATS architecture apply (Section 12 of
[ RFC9334]). This section also nentions protection agai nst physica
attacks. These attacks are particularly relevant for this draft as
coll ecting clainms about hardware conponents inplies a risk of

physi cal conpronise. Aging and action of environnment on the system
are al so considered threats.

The security considerations of EAT Measured Conponent apply
(Section 5 of [I-D.ietf-rats-eat-neasured-conponent]) when usi ng EAT
Measur ed Component cl aimor Measured Hardware Conmponent C ai m

The security considerations related to X. 509 certificates apply
(Section 8 of [RFC5280]) when using X. 509 certificates to carry
Evi dence

Security considerations of CoRIMapply (Section 11 of
[I-Dietf-rats-corimnm) when using CORI M for Endorsenents and
Ref erence Val ues.

The foll owi ng subsections are nainly focused on security
consi derations regarding the Attester during the steps of the
Measur enment Journey (see Section 4.3).

8.1. Root of Trust Conponents

Sone conponents are essential for attestation (storage of attestation
key, hardware Measurement Unit, etc.), if these are tanpered with
there is no way to build trustworthy Evidence. These are considered
the Root of Trust (RoT) for attestation because their correct
functioning cannot be proved through attestation

These are to be put in contrast with other conponents that are not

critical for attestation (although they can be critical for the
security of the systemitself !).
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8.2. Miltiple Attesting Environnments

In case of multiple Attesting Environments, distribution of freshness
and bi nding of Evidence are discussed in
[1-D.richardson-rats-conposite-attesters].

8.3. Invasive Accesses

An attacker must not be able to | everage a Measurenent Unit to access
protected assets. For instance, access to protected assets can
happen when conputing neasurenents by using internal debug nechanisns
(e.g., TAP controllers).

8.4. Threat Mbdel
8.4.1. Software Attacks

There exi st software attacks that can have a direct inpact on

har dwar e conponents’ behavior. These are ideally nitigated by good
and secure devel opnent practices but in case they happen, these
attacks can be detected by nonitoring physical properties of the
conponent (such as power consunption, thermal and el ectromagnetic
signatures, tinmng).

Ex: Software-induced Deni al - of - Service (DoS)
Ex: Mani pul ation of privileged power control interface.

8.4.2. Physical Attacks
Physi cal attacks target the hardware of the system They inply
physi cal access to the systemduring its mssion node or while it is
in the supply chain.

8.4.2.1. Passive Attacks
Passi ve physical attacks are used by attackers to | eak information
through anal ysis of system physical properties. Passive attacks, by
definition, do not nodify behavior of the system and therefore cannot
alter the correct functioning of the attestation flow.

Ex: Side channel analysis of physical properties (EM em ssions, power
consunption, timng, tenperature, probing, etc.)

The danger with passive attacks resides in the extraction of
sensitive assets and particularly attestation key used to sign

Evi dence, which can be used for inpersonation and Evidence forgery.
This is already tackled in Section 12.1.1 of [RFC9334].
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8.4.2.2. Active Attacks

Active physical attacks are the main problem since they allow an
attacker (or a “natural” physical event) to tanper with the integrity
of assets and execution flows of the system These nmay therefore

nmodi fy neasurenments in transit or at rest, inject arbitrary data in

Evi dence or bypass sensitive operations.

Ex: Attacks on bus (Active man-in-the-mddle (MTM, injection

probi ng) or anywhere neasurenents are in transit before being
integrated in a structure that cannot be tanpered or spoofed (signed
Evi dence).

Ex: ditching, fault injections to induce malicious behavior. My
tanper with the target hardware conponent itself or the Measurenent
Unit or the logic used to build Evidence.

Ex: Menory tanpering attacks to nodify stored nmeasurenents

Sone techniques to mitigate physical attacks are usage of a Trusted
Pl atform Modul e (TPM or secure element for storage and correct
execution of protected |ogic, bus protections, redundancy, sensors,
active nmeshes, nose injection, etc. Note that sonme of these
mtigations cannot directly prevent attacks but can be used for

det ecti on.

8.4.3. Supply Chain Attacks

Each stage of the supply chain introduces a new opportunity for an
attacker to tanper with the produced system

Supply chains attacks may lead to the injection of Trojans. Once a
Troj an has been triggered, its activity may be reflected on the

physi cal properties of the conponent (nodified timng, different
power consunption). It is therefore possible, in some cases, to
detect an active Trojan by conparing the physical properties of the
component when the Trojan is active against the reference physica
properties of the conponent. Note that, if the Measurement Unit is
part of the conponent itself, which neans that it has been integrated
by the foundry that introduced the Trojan, then it cannot be trusted.

9. Privacy Considerations

The privacy considerations of RATS architecture apply (Section 11 of
[ RFC9334]).
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10.

11.

12.

12.

The privacy considerations of EAT Measured Conponent apply (Section 6
of [I-D.ietf-rats-eat-neasured-conponent]) when usi ng EAT Measured
Conponent cl ai mor Measured Hardware Component C aim

Privacy considerations of CoRIM apply (Section 11 of
[I-D.ietf-rats-corim) when using CORI M for Endorsenments and
Ref erence Val ues.

TODO for reused clains privacy considerations are probably specified
in other documents so refer to them

TODO I n new claims, sone fields my be dangerous for privacy. Sone
fields may enabl e tracking.

Oper ational Considerations

It is possible that sonme neasurenent mechani sns may not be fully
deterministic or nmay fail on rare occurrences or raise false
positives.

It is also possible that aging or environmental context affect
sensors.

These consi derations nmust be taken into account and mitigated to an
acceptabl e |l evel by the designer.

| ANA Consi der ations

This docunent has no | ANA actions. TODO need | ANA actions for clains
defined in this docunent ?
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Appendi x A,  Col | ected CDDL

Thi s appendi x contains all the CDDL definitions included in this
docunent .

mhwe- cbor = bytes .cbor neasured- hw conponent
mhhwe-j son = text .json neasured- hw conponent

; EAT CBOR (‘.feature "cbor"")
$measur erment s- body- cbor /= nhwe- cbor

; EAT JSON (‘.feature "json"')
$neasur ement s- body-j son /= mhwe-j son

measur ed- hw conmponent = {
component -i d-1 abel => conponent-id
? operational -ctx-1abel => operational -ctx
measurenent-list-label => [ + hw neasurenent ]

}

operational -ctx = {
; structure for operational context
}

hw measur enent = {
measurenent-unit-id => tstr
measur enent -t ype-| abel => measur enent -type ; a choice
measur enent - val ue- | abel => nmeasurenent-val ue ; depends of type

}

measur enent -type =
m-self-test /
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m - phys-prop /

m -event /
m-trace /
nm-other ; profile

measur enent -value = ; structure that depends of type
m/-sel f-test /
mv- phys-prop /
mv-event /
m/-trace /
mv-other ; profile

nmv- phys-prop = {
physi cal - property-id => tstr,
val ue => nunber / bstr / tstr,
; unit, precision, scale, uncertainty,
; are already specified in Endorsenents

}

m/-sel f-test = {
test-id => tstr,
test-result-label => self-test-result,

}

self-test-result =
st - pass /
st-fail /

st - degraded /
st-not-run /
st - unknown

m/-event = {
event-id => tstr,
event - st at us-| abel => event - st at us,
? event-count => uint,
? event-tinme => int / uint

}

event-status =
e-detected /
e-not -det ected /
e-active /
e-inactive /
e- unknown

m/-trace = {

trace-type-label => trace-type,
trace-data => bstr / tstr
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}

trace-type =
di gest /
sunmary /
count er
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