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Abst ract

Thi s docunment defines extensions for X 509 certificates to include
attestation results as part of the certificate’'s content. The
primary use case for these extensions is in the context of
Certificate Signing Request (CSR) attestation, where clains about the
trustworthiness of an Attester are conveyed to the Certification

Aut hority (CA) as part of the CSR process. These extensions enable
the CA to appraise the subnmtted evidence and enbed attestation
results into the issued certificate. This allows Relying Parties to
eval uate the Attester’s trustworthiness consistently and efficiently,
supporting scal able policies for verification in environnents with

di verse attestation technol ogi es.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 Cctober 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Attestation mechani sns are increasingly used to verify the
trustworthi ness of devices and cryptographic keys. These nechani sns
provi de evidence that a device or key neets specific security
criteria before being relied upon by an application. However,
relying parties need a standardi zed way to access and validate these
attestation results.

Thi s docunment introduces the Evidence Cains Certificate Extension,
whi ch enables Certification Authorities (CAs) to enbed attestation
results into issued X 509 certificates. By incorporating attestation
results directly into certificates, Relying Parties can assess
trustworthi ness without requiring additional protocol interactions
with external verifiers

This extension is particularly useful in environnents where:
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* Devices generate key pairs and request certificates while
provi di ng evidence of their security characteristics, such as key
storage protection and tanper resistance.

* Certification Authorities evaluate and verify attestation clains
before issuing a certificate.

* Relying Parties need a standardized way to verify the security
characteristics of a key or the platformmanaging it, as stated in
the certificate, without requiring real-tine attestation checks,
since these characteristics are relatively static.

Wiile PKI X Key Attestation [I-D.ietf-rats-pkix-key-attestation]
defines a nmechanismfor carrying attestati on evidence within a CSR
thi s docunent extends that concept to X 509 certificates by defining
a Certificate Evidence Cains extension. This extension allows
attestation evidence to be enbedded directly into an issued
certificate, enabling Relying Parties to verify the security
characteristics of a key or its platformw thout requiring access to
the original CSR or real-tinme attestation. Additionally, this
docunent defines the ASN.1 syntax for the Evidence Clainms Certificate
Ext ensi on and specifies how it should be included in X 509
certificates.

Conpar e Evi dence

I I
| Verifier | agai nst Appraisa
| | Policy
L +____1
" I
Evi dence | | Attestation
(2) | | Result (3)
| %

------------ ----!-------!----. R
| oo > - B R EEEEEE > |
| HSM | Evidence | Registration | CSRwth | CA |
| (Attester) | in CSR (1) | Authority | Attestation | |
| | | (Relying Party) | Result (4) | |

SEDEREEE ol Temeeeeeeeeeee T e

| | X.509 Certificate with Attestati on Result (5) |
| o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +
I
MR
| TLS |
| (with nmutual auth.) | Relying Party |
o e e e o - - > |
(6) B '
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Fi gure 1: Exanple Data Fl ow denpnstrating Attested CSR with
Background Check Mbdel .

Steps 1 to 4, covering the generation of evidence in a CSR, its
verification by a Registration Authority, and the issuance of a CSR
with an attestation result, are already specified in
[1-D.ietf-rats-pkix-key-attestation].

* Step 5: The CA issues an X. 509 certificate enbedding the
attestation result within the Evidence Clains Certificate
Ext ensi on.

* Step 6: The Relying Party uses TLS with nutual authentication to
verify the certificate and its Evidence O ains, authenticating the
Attester.

This ensures that the security characteristics of the key or platform
are verifiable without requiring real-tine attestation checks.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Certificate Extensions

This section specifies the syntax and senmantics of the Attestation
Result Claims certificate extension, which provides a list of clains
associated with the certificate subject appraised by the CA

The Attestation Result Clains certificate extension MAY be included
in public key certificates [RFC5280]. The Attestation Result Cains
certificate extension MUST be identified by the follow ng object
identifier:

i d-pe-ar-clainms OBJECT I DENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1)

security(5) mechani sns(5) pkix(7) id-pe(l) 34
}

Thi s extensi on MJUST NOT be narked critical.

The Attestation Result O ains extensi on MIUST have the foll ow ng
synt ax:

AR-Cl ai s ::= SEQUENCE SIZE (1.. MAX) OF ReportedEntity
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3.

.1

3.

The AR-Clains field represents a sequence of attestation result
clainms (ReportedEntity) included by the CAin the certificate. It
MJST contain at |east one claim For privacy reasons, the CA MAY
choose to include only a subset of the clains fromthe Attestation
Result it received froma Verifier. The CA may include in their
certificate profile a list of verified evidence clains (identified by
O D) that MAY be copied fromthe CSRto the certificate, while any
other claims MJST NOT be copied. By renoving the signature fromthe
evidence, the CAis asserting that it has verified the Evidence to
chain to a root that the CA trusts, but it is not required to
disclose in the final certificate what that root is.

See Section 4 for a discussion of privacy concerns related to re-
publi shing Evidence into a certificate.

The platformentity and key entity are relevant to the Evi dence
Clains Certificate Extension in the context of attesting to the
security properties of a key or the platformthat nanages it.

i d-pkix-attest-entity-platform (Pl atform Attestation)

* This attests that the platformhosting the key neets security
requirenents.

* Useful when the integrity of the systemrunning cryptographic
operations is inportant.

* Exanple: A certificate extension proving the FIPS | evel at which
the attestor is currently operating in conpliance wth.

i d-pki x-attest-entity-key (Key Attestation)

* This attests to the security properties of a specific
crypt ographi ¢ key, regardless of the platform

* Ensures that the key is stored securely and foll ows cryptographic
polici es.

* Exanple: A certificate extension proving that the private key of
the certificate is hardware-protected and cannot be exported to a
sof tware cryptographi ¢ nodul e.

ASN. 1 Modul e
This section provides an ASN. 1 Mddul e for the Evidence d ains

certificate extension, and it follows the conventions established in
[ RFC5912] and [ RFC6268] .
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Evi denced ai nsCert Ext n
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- evi dencecl ai ns(TBD) }

DEFI NI TIONS | MPLICI T TAGS ::= BEG N

| MPORTS
EXTENSI ON
FROM PKI X- CommonTypes-2009 -- RFC 5912
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xConmmon- 02(57) };

-- Evidence Clainms Certificate Extension QD

i d-pe-ar-clains OBIJECT IDENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-pe(1l) 34

}

-- Bvidence dains Certificate Extension
ext - Evi denceCl ai ms EXTENSI ON : : = {
SYNTAX AR-Cl ai ns
| DENTI FI ED BY i d- pe-ar-cl ai nms

}
-- Evidence C ainms Syntax
AR-Cl ai ns ::= SEQUENCE SIZE (1.. MAX) OF ReportedEntity
-- Alignnment with PkixAttestation structure
ReportedEntity ::= SEQUENCE {
entityType OBJECT | DENTI FI ER,
reportedAttri butes SEQUENCE S| ZE (1..MAX) OF ReportedAttribute
}
ReportedAttribute ::= SEQUENCE {
attribut eType OBJECT | DENTI FI ER,
val ue Attri buteVal ue
}
AttributeValue ::= CHO CE {
byt es [0] IMPLICIT OCTET STRI NG,
utf8String [1] IMPLICIT UTF8Stri ng,
bool [2] I MPLICI T BOOLEAN,
time [3] IMPLICIT GeneralizedTine,
i nt [4] IMPLICIT | NTEGER,
oid [5] IMPLICIT OBJECT | DENTI FI ER
}
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4.

6.

6.

1.

Security Considerations

The extensi on MJUST NOT publish in the certificate any privacy-
sensitive information that could conpronise the end device. Wat
counts as privacy-sensitive will vary by use case. For exanpl e:

1. *HSM Usage*: For a hardware security nodule (HSM backing a
public code-signing service, the nodel and firnmwnare patch |evel
coul d be considered sensitive as it could give an attacker an
advantage in exploiting known vul nerabilities.

2. *Mobile Devices*: For a certificate issued to an end-user nobile
conmputing device, any unique identifier could be used for
t racki ng.

3. *1oT Devices*: For small |0oT devices, know ng hardware and
firmvare version information could hel p edge gateways deny access
to devices with known vul nerabilities.

The CA MJST have a configurable nechanismto control which
information is copied fromthe provided Evidence into the
certificate, for exanple, via a certificate profile or Certificate
Practice Statement (CPS). CA operators should err on the side of
caution and exclude unnecessary clains. Avoiding unnecessary clains
also mtigates the risk of targeted attacks, where an attacker could
expl oit know edge of hardware versions, nodels, etc.

| ANA Consi der ati ons

For the EvidenceC ainms certificate extension in Section 3.3, ANA is
requested to assign an object identifier (OD) for the certificate
extension. The O D for the certificate extension should be all ocated
inthe "SM Security for PKIX Certificate Extension" registry
(1.3.6.1.5.5.7.1).

For the ASN.1 Module in Section 3.3, IANA is requested to assign an
object identifier (OD) for the nodule identifier. The QD for the
nmodul e shoul d be allocated in the "SM Security for PKIX Mdul e
Identifier" registry (1.3.6.1.5.5.7.0).
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