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Abst ract

Thi s docunent describes interactive sigma protocols, a class of
secure, general -purpose zero-know edge proofs of know edge consi sting
of three noves: comm tnent, chall enge, and response. Concretely, the
protocol allows one to prove know edge of a secret wi tness without
reveal ing any information about it.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// nraker. gi t hub. i o/ draft-zkproof -si gnma-protocol s/draft-orru-
zkpr oof - si gma- protocol s. htm. Status information for this docunment
may be found at https://datatracker.ietf.org/doc/draft-orru-zkproof-
si gma- pr ot ocol s/ .

Source for this draft and an issue tracker can be found at
https://github. com mraker/draft-zkproof -si gma- protocol s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.
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1. Introduction

Any sigma protocol nust define three objects: a _comm tnent_
(conputed by the prover), a _challenge_(conputed by the verifier),
and a _response_ (conputed by the prover).

1.1. Core interface

The public functions are obtained relying on an internal structure
containing the definition of a sigma protocol

cl ass Si gnaPr ot ocol
def new(instance) -> SigmaProtoco
def prover_commt(self, witness, rng) -> (comm tnent, prover_state)
def prover_response(self, prover_state, challenge) -> response
def verifier(self, commtnent, challenge, response) -> boo
def serialize comitment(self, conmitnent) -> bytes
def serialize response(self, response) -> bytes
def deserialize_commtnent(self, data: bytes) -> conmitnent
def deserialize_response(self, data: bytes) -> response
# optional
def sinmul ate_response(self, rng) -> response
# optional
def sinulate commitnent(self, response, challenge) -> conmtnent

Wher e:

* newinstance) -> SignmaProtocol, denoting the initialization
function. This function takes as input an instance generated via
the LinearRelation, the public information shared between prover
and verifier.

* prover_commt(self, witness: Wtness, rng) -> (commtnent,
prover_state), denoting the *conmitnment phase*, that is, the
conputation of the first nessage sent by the prover in a Sigm
protocol. This nmethod outputs a new commitnent together with its
associ ated prover state, depending on the witness known to the
prover, the statenent to be proven, and a random nunber generator
rng. This step generally requires access to a high-quality
entropy source to performthe commtnment. Leakage of even just of
a few bits of the commtnent could allow for the conplete recovery
of the witness. The commitnment is nmeant to be shared, while
prover_state must be kept secret.
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* prover_response(sel f, prover_state, challenge) -> response,
denoting the *response phase*, that is, the computation of the
second message sent by the prover, depending on the w tness, the
statenent, the challenge received fromthe verifier, and the
internal state prover _state. The returned val ue response i s neant
to be shared

* wverifier(self, commtnent, challenge, response) -> bool, denoting
the *verifier algorithnm. This method checks that the protocol
transcript is valid for the given statenent. The verifier
algorithmoutputs true if verification succeeds, or false if
verification fails.

* serialize_commitnent(self, commtnent) -> bytes, serializes the
commitnent into a canonical byte representation

* serialize_response(self, response) -> bytes, serializes the
response into a canoni cal byte representation

* deserialize_commitnent(self, data: bytes) -> conmtnent,
deserializes a byte array into a conmtnent. This function can
raise a DeserializeError if deserialization fails.

* deserialize response(self, data: bytes) -> response, deserializes
a byte array into a response. This function can raise a
DeserializeError if deserialization fails.

The final two al gorithns describe the *zero-know edge sinulator*. In
particular, they may be used for proof conposition (e.g. OR
conmposition). The function sinulate commtnent is al so used when
verifying short proofs. W have

* simul ate_response(self, rng) -> response, denoting the first stage
of the sinulator. It is an algorithmdraw ng a random response
given a specified cryptographically secure RNG that follows the
sane output distribution of the algorithm prover_response.

* simulate_commtnent(self, response, challenge) -> conmtnent,
returning a sinmulated commtnent -- the second phase of the zero-
know edge si nul at or

Toget her, these zero-know edge simulators provide a transcript that
shoul d be conputationally indistinguishable fromthe transcript
generated by running the original sigma protocol

The abstraction SigmaProtocol allows inplenenting different types of

statenents and conbi ners of those, such as OR statenents, validity of
t-out-of-n statenents, and nore
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2

2

2

Si gma protocol s over prime-order groups
The foll owi ng sub-section presents concrete instantiations of sigma
protocols over prime-order elliptic curve groups. It relies on a
prinme-order elliptic-curve group as described in Section 2.1
Valid choices of elliptic curves can be found in Section 2.3.

Traditionally, sigma protocols are defined in Caneni sch-Stadl er
notation as (for exanple):

1. DLEQ(G H X, Y) = PoK{

2. (x): /1 Secret variables

3. X=x*G Y=x*H /1 Predicates to satisfy

4. }

In the above, line 1 declares that the proof nane is "DLEQ', the

public information (the *instance*) consists of the group el enents
(G X, H Y) denoted in upper-case. Line 2 states that the private
information (the *w tness*) consists of the scalar x. Finally, line
3 states that the linear relation that need to be proven is x * G = X
and x * H =Y.

1. Goup abstraction

Because of their dom nance, the presentation in the foll owi ng focuses
on proof goals over elliptic curves, therefore | everaging additive
notation. For prime-order subgroups of residue classes, all notation
needs to be changed to nultiplicative, and references to elliptic
curves (e.g., curve) need to be replaced by their respective
counterparts over residue classes.

We detail the functions that can be invoked on these objects.
Exanpl e choi ces can be found in Section 2. 3.

1.1. Goup
* identity(), returns the neutral element in the group

* generator(), returns the generator of the prinme-order elliptic-
curve subgroup used for cryptographic operations.

* order(): Qutputs the order of the group p

* randon(): outputs a random el enent in the group
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* serialize(elenents: [Goup; N), serializes a list of group
el ements and returns a canonical byte array buf of fixed |l ength Ne
* N

* deserialize(buffer), attenpts to map a byte array buffer of size
Ne * Ninto [Goup; N, and fails if the input is not the valid
canoni cal byte representation of an element of the group. This
function can raise a DeserializeError if deserialization fails.

* add(elenent: Group), inplenents elliptic curve addition for the
two group el enents.

* equal (element: Goup), returns true if the two el enents are the
same and fal se' otherw se

* scalar_nmnul (scalar: Scalar), inplenments scalar nmultiplication for a
group elenent by an elenment in its respective scalar field.

In this spec, instead of add we will use + with infix notation;

instead of equal we will use ==, and instead of scalar_mul we wll

use *. A simlar behavior can be achieved using operator overl oadi ng.
2.1.2. Scal ar

* jdentity(): outputs the (additive) identity element in the scalar
field.

* add(scalar: Scalar): inplenents field addition for the elenents in
the field.

* mul (scalar: Scalar), inplenents field multiplication
* randon(): outputs a random scalar field elenent.

* serialize(scalars: list[Scalar; N]): serializes a |list of scalars
and returns their canonical representation of fixed length Ns * N

* deserialize(buffer), attenpts to map a byte array buffer of size
Ns * Ninto [Scalar; N, and fails if the input is not the valid
canoni cal byte representation of an elenent of the group. This
function can raise a DeserializeError if deserialization fails.

In this spec, instead of add we will use + with infix notation;
instead of equal we will use ==, and instead of mul we will use *. A
sim | ar behavior can be achi eved using operator overl oadi ng.

2.2. Proofs of preinmage of a linear map
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2.2.1. Core protoco

Thi s defines the object SchnorrProof. The initialization function
takes as input the statenent, and pre-processes it.

2.2.2. Prover procedures

The prover of a sigma protocol is stateful and will send two
messages, a "conmitnent” and a "response" message, described bel ow

2.2.2.1. Prover comm tnent
prover_commit(self, w tness, rng)
| nput s:

- witness, an array of scalars
- rng, a random nunber generator

CQut put s:

- A (private) prover state, holding the information of the interactive prover necessary f
or producing the protocol response

- A (public) commitment nessage, an element of the linear map image, that is, a vector of
group el enents.

Pr ocedur e:

1. nonces = [sel f.instance. Domain.randonm(rng) for _ in range(self.instance.linear_nap. hum
_scal ars)]

2. prover_state = self.ProverState(w tness, nonces)

3. commitnent = self.instance.linear_map(nonces)

4. return (prover_state, conmtment)

2.2.2.2. Prover response
prover _response(sel f, prover_state, challenge)
| nput s:

- prover_state, the current state of the prover
- challenge, the verifier challenge scal ar

CQut put s:

- An array of scalar el enents conposing the response
Pr ocedur e:
1. witness, nonces = prover_state

2. return [nonces[i] + witness[i] * challenge for i in range(self.instance.linear_map. num
_scal ars)]
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2.2.3. Verifier

verify(self, comm tnent, chall enge, response)

I nput s:

- self, the current state of the SigmaProtoco

- conmitment, the commitnent generated by the prover

- chall enge, the challenge generated by the verifier

- response, the response generated by the prover

Qut put s:

- A bool ean indicating whether the verification succeeded
Procedure:

1. assert len(conmitnent) == self.instance.linear_map. numconstraints and | en(response) =

= sel f.instance.linear_map. num scal ars
2. expected = self.instance.linear_map(response)

3. got = [commitment[i] + self.instance.image[i] * challenge for i in range(self.instance
.linear_map. num constraints)]
4. return got == expected

2.2.4. Wtness representation
A witness is sinply a list of numscal ars el enents.
Wtness = [Scal ar; num scal ars]
2.2.5. Linear nap
A LinearMap represents a function (a _linear map_ fromthe scal ar
field to the elliptic curve group) that, given as input an array of
Scal ar el enents, outputs an array of Group elenents. This can be
represented as nmatrix-vector (scalar) product using group multi-
scalar multiplication. However, since the matrix is oftentines
sparse, it is often nmore convenient to store the matrix in Yale
sparse matrix format.
Here is an exanpl e:
cl ass Li near Conbi nati on
scal ar_indices: list[int]
el ement _indices: list[int]

The linear map can then be presented as:
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cl ass Li near Map:
G oup: groups. G oup
I'i near _conbi nations: |ist[LinearComnbination]
group_el enents: |ist[Goup]
num scal ars: int
num el enents: int
def map(self, scalars: list[Goup.ScalarField]) -> Goup
2.2.5.1. Initialization
The linear map LinearMap is initialized with
|'i near _conbi nations = []
group_el enents = []
numscalars = 0
num el enents = 0
2.2.5.2. Linear map eval uation
A witness can be mapped to a group el ement via:
map(sel f, scalars: [Scal ar; numscal ars])

I nput s:

self, the current state of the constraint system

- W tness,

1. imge =[]

2. for linear_combination in self.linear_conbinations:

3. coefficients = [scalars[i] for i in linear_conbination.scal ar_indices]

4. elements = [self.group_elenments[i] for i in |linear_conbination.el enent_indices]
5. i mage. append(sel f. G oup. menm(coefficients, elenents))

6. return inmage

2.2.6. Statements for linear relations

The obj ect LinearRelation has two attributes: a |inear map
Iinear_map, which will be defined in Section 2.2.5, and inage, the
linear map i mage of which the prover wants to show the pre-image of.

class LinearRel ation: Domain = group. Scal arFi el d 1 mage = group. G oup
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|'i near _map = Li near Map
i mge = list[group. Goup]

def allocate_scalars(self, n: int) -> list[int]

def allocate_elenments(self, n: int) ->list[int]

def append_equation(self, lhs: int, rhs: list[(int, int)]) -> None
def set_elenents(self, elements: list[(int, Goup)]) -> None

2.2.6.1. El enent and scal ar vari abl es al | ocati on

Two functions allow to allocate the new scalars (the w tness) and
group el enents (the instance).

al | ocate_scal ars(sel f, n)
I nput s:
- self, the current state of the LinearRelation
- n, the nunmber of scalars to allocate
Qut put s:
- indices, a list of integers each pointing to the new all ocated scal ars
Procedure:
1. indices = range(self.numscalars, self.numscalars + n)
2. self.numscalars +=n
3. return indices
and bel ow the allocation of group el enents
all ocate el ements(self, n)
1. linear_conbi nati on = Li near Map. Li near Conbi nati on(scal ar_i ndi ces=[x[0] for x in rhs],
| ement _indices=[x[1] for x in rhs])
2. self.linear_nmap. append(linear_conbi nation)
3. self. _inmage. append(l hs)

Group el enents, being part of the instance, can |later be set using
the function set_el enments

set _elements(sel f, el enents)
I nput s:
- self, the current state of the LinearRelation
- elements, a list of pairs of indices and group el enments to be set

Pr ocedur e:

1. for index, elenment in el enents:
2. sel f.linear_map. group_el enent s[i ndex] = el enent

Ori & Yun Expires 8 January 2026 [ Page 10]
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2.2.6.2. Constraint enforcing
append_equation(self, |hs, rhs)
I nput s:

- self, the current state of the constraint system
- Ihs, the left-hand side of the equation

- rhs, the right-hand side of the equation (a |ist of (Scalarlndex, GoupEl tlndex) pairs)

Qut put s:
- An Equation instance that enforces the desired relation
Pr ocedur e:
1. linear_conbination = Li near Map. Li near Conbi nati on(scal ar_indices=[x[0] for x in rhs],
| ement _indi ces=[x[1] for x in rhs])
2. self.linear_map. append(linear_conbi nation)
3. self._image. append(l hs)
2.2.7. Exanple: Schnorr proofs
The statenent represented in Section 2 can be witten as:
statenment = LinearRel ati on(group)
[var_x] = statenent.allocate_scal ars(1)
[var_G var_X] = statenent.allocate_ el enents(2)
st at enent . append_equation(var_X, [(var_x, var_Q])

At which point it is possible to set var_G and var_X whenever the
group elenents are at disposal.

G = group. generator ()
statenent.set_elenents([(var G G, (var_X, X)])

It is worth noting that in the above example, [X] ==
statenent.|inear_map. map([x]).

2.2.8. Exanple: DLEQ proofs
A DLEQ proof proves a statenent:
DLEQQG H, X, Y) = PoK{(x): X=x* G Y =x* H

G ven group elenents G Hand X, Y such that x * G= X and x * H =Y,
then the statenment is generated as:
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1. statenent = LinearRelation()

2. [var_x] = statenent.allocate_scal ars(1)

3. statenent. append_equation(X, [(var_x, G])

4. statenent.append_equation(Y, [(var_x, H])
9. Exanple: Pedersen commtnents

A representation proof proves a statement
REPR(G, H, C = PoK{(X, r): C=X* G+r1 * H

G ven group elenents G H such that C=x * G+ r * H then the
statement is generated as:

statenment = LinearRel ation()
var_x, var_r = statenent.allocate_scal ars(2)
statenent . append_equation(C, [(var_x, G, (var_r, H])

Ci phersuites
1. P-256 (secp256r1l)
Thi s ciphersuite uses P-256 [SP800] for the G oup.
.1.1. Hliptic curve group of P-256 (secp256r1) [ SP800]

* order(): Return the integer 11579208921035624876269744694940757352
9996955224135760342422259061068512044369.

* serialize([A]): Inplenmented using the conpressed Elliptic-Curve-
Point-to-Cctet-String method according to [ SEC1]; Ne = 33.

* deserialize(buf): Inplenmented by attenpting to read buf into
chunks of 33-byte arrays and convert themusing the conpressed
Cctet-String-to-Elliptic-Curve-Point nethod according to [ SEC1],
and then perforns partial public-key validation as defined in
section 5.6.2.3.4 of [ KEYAGREEMENT]. This includes checking that
the coordinates of the resulting point are in the correct range,
that the point is on the curve, and that the point is not the
point at infinity.

1.2. Scalar Field of P-256

* serialize(s): Relies on the Field-El enent-to-Cctet-String
conversion according to [ SEC1]; Ns = 32.
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3.

* deserialize(buf): Reads the byte array buf in chunks of 32 bytes
using Cctet-String-to-Field-El ement from[SEC1]. This function
can fail if the input does not represent a Scalar in the range [0,
G Oder() - 1].

Security Considerations

Interactive sigm proofs are special sound and honest-verifier zero-
know edge. These proofs are deniable (w thout transferable nmessage
aut henticity).

We focus on the security guarantees of the non-interactive Fiat-
Shamir transformation, where they provide the follow ng guarantees
(in the random oracl e nodel):

* *Know edge soundness*: |f the proof is valid, the prover nmust have
know edge of a secret witness satisfying the proof statenent.
This property ensures that valid proofs cannot be generated
wi t hout possession of the correspondi ng w tness.

* *Zero-know edge*: The proof string produced by the prove function
does not reveal any information beyond what can be directly
inferred fromthe statenent itself. This ensures that verifiers
gain no know edge about the w tness.

Wil e theoretical analysis denonstrates that both soundness and zero-
know edge properties are statistical in nature, practical security
depends on the cryptographic strength of the underlying hash
function, which is defined by the Fiat-Shamr transformation. 1It’'s
important to note that the soundness of a zero-know edge pr oof

provi des no guarantees regardi ng the conputational hardness of the
rel ati on being proven. An assessnent of the specific hardness
properties for relations proven using these protocols falls outside
the scope of this docunent.

.1.  Privacy Considerations

Interactive sigm proofs are insecure against malicious verifiers and
shoul d not be used. The non-interactive Fiat-Shamr transformation

|l eads to publicly verifiable (transferable) proofs that are
statistically zero-know edge.

Post - Quant um Security Consi derations
The zero-know edge proofs described in this docunent provide

statistical zero-know edge and statistical soundness properties when
nodel ed in the random oracl e nodel
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4.

4.

1.

2

Privacy Considerations

These proofs offer zero-know edge guarantees, neaning they do not

| eak any information about the prover’s w tness beyond what can be
inferred fromthe proven statenent itself. This property hol ds even
agai nst quantum adversaries w th unbounded conputational power.

Specifically, these proofs can be used to protect privacy against
post - quant um adversaries, in applications demandi ng:

* Post-quant um anonymity

*  Post-quantum unlinkability

*  Post - quant um bl i ndness

* Protection against "harvest now, decrypt |later" attacks.
Soundness Consi der ati ons

VWil e the proofs thensel ves of fer privacy protections agai nst quantum
adversaries, the hardness of the relation being proven depends (at
best) on the hardness of the discrete |ogarithm problem over the
elliptic curves specified in Section 2.3. Since this problemis
known to be efficiently solvable by quantum conputers using Shor’s

al gorithm these proofs MJST NOT be relied upon for post-quantum
soundness guar ant ees.

| npl enent ati ons requiring post-quantum soundness SHOULD transition to
alternative proof systens such as:

*  MPC-in-the-Head approaches as described in [G aconel | i MOL6]
* Lattice-based approaches as described in [AttemaCK21]
* Code-based approaches as described in [Stern93]

I mpl enent ati ons shoul d consider the tinmeline for quantum conputi ng
advances when pl anning mgration to post-quantum sound alternatives.
I npl enenters MAY adopt a hybrid approach during migration to post-
quantum security by using AND conposition of proofs. This approach
enabl es gradual nigration while maintaining security agai nst

cl assical adversaries. This conposition retains soundness if *both*
probl ems remain hard. AND conposition of proofs is NOT described in
this specification, but exanples may be found in the proof-of-concept
i npl ementation and in [ BonehS23].

Orit & Yun Expires 8 January 2026 [ Page 14]



I nternet-Draft Interactive Sigma Proofs July 2025

5. Ceneration of the protocol identifier

As of now, it is responsibility of the user to pick a unique protocol
identifier that identifies the proof system This will be expanded
in future versions of this specification.

6. GCeneration of the instance identifier

As of now, it is responsibility of the user to pick a unique instance
identifier that identifies the statenent being proven.
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