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1.

I nt roducti on

Wrel ess LAN Access Systems (W.AS) are conpl ex systenms that involve

i nt erwor ki ng many technol ogy conponents defined by various standards
bodies. To ensure that the entire systemis secure against

sophi sticated, persistent, and well-funded adversaries, each
component MJST use strong cryptography. However, the architectural -

| evel cryptographic capabilities and rel ati onshi ps between the
various protocols and security mechani sms provi de by each of the WAS
architecture conponents have not been docunented.

In this note, we define a series of architectures based on comon
wirel ess LAN standards; |EEE 802.11 [I|EEE. 802-11.2012], Control and
Provi si oning of Wreless Access Points [ RFC5415], RAD US [ RFC2865],
| EEE 802. 1x [ | EEE. 802-1X. 2010], and the Extensi bl e Authentication
Protocol [RFC5247]. Wthin each of these architectures, we describe
the uses of cryptography and in doing so, we capture an overal
under st andi ng of the cryptographic security of the Wrel ess LAN
Access Systems. This docunent can also serve as a framework for
future specifications to define profiles that specify particul ar
cryptographic algorithns at each area of the architecture creating
detail ed specifications for interoperability with well understood
crypt ographic security properties.

Thi s docunent does not define new protocols, nor cryptographic
al gorithms.
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2. Conventions Used In This Document
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. Architectures
3.1. Overview

The Wreless LAN Access System (W.AS) architectures discussed in this
docunent describe host/user and network authentication, over the air
security, as well as various methods for managi ng the backend
processes to support that wirel ess LAN access system These backend
processes include both distributed as well as non-distributed
infrastructures for doing access control, authentication and Radi o-
Frequency managenent.

3.2. Standal one W.AS

The Standal one WLAS consist of a Wrel ess Term nation Point (WP or
Access Point) and a client. The client contains an | EEE 802. 1x

[ 1 EEE. 802- 1X. 2010] supplicant and the client side of an EAP nethod
[ RFC3748]. The WIP contains an | EEE 802. 1x [| EEE. 802- 1X. 2010]

aut henticator. An Authentication, Authorization and Accounting
Service (AAA), which incorporates the server side of at |east one EAP
met hod [ RFC3748], resides either on the WIP or as a stand-al one
server. This architecture is comonly deployed in small scale

envi ronnments such as consuner and commerci al depl oynents, or in

pl aces where backend resources are not available to provide a nore
distributed architecture. |If 802.1x authentication is not depl oyed
then 802. 11 SAE aut hentication SHOULD be used for secure

aut henti cation using a pre-shared key or password.

client(s) WP AAA Service

Fi gure 1: Standal one WLAS Architecture

Each of the lines in Figure 1 denotes comrunication that MJST be
secured. The nunbers are defined in (Section 3.4). This notation is
used throughout this note.

3.3. Centralized WAS

The Centralized WAS is simlar to the Standal one AP architecture
with the addition of an Access Controller (AC) to nanage the
collection of WIPs. By noving the | EEE 802. 1x [ | EEE. 802- 1X. 2010]
authenticator off the WIPs and centralizing it on the Access
Controller, this architecture allows for |arge scale deploynents of
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secure wireless infrastructure. As with Section 3.2 the AAA service
can be incorporated on the AC or reside on a stand-al one server.
This architecture supports [ RFC5415] for control and provisioning of
Wi rel ess access points ( CAPWAP).

client(s) WI'P Access Controller AAA Service

Figure 2: Centralized WLAS Architecture
3.4. Architectural Commonality

In each of the above architectures, there are necessary services that
we will describe in nore details in the sections below (1) describes
aut henti cati on and authori zati on conmuni cati ons that occurs between
the client and the AAA service in the formof an EAP nethod. (2)
descri bes additional conmmunications that occurs in support of EAP, as
wel |l as distribution of other keying material via the AAA service.
(3a) and (3b) describe the cryptographic security applied to

[ EEE. 802-11. 2012] franmes. 1In (3a), the franes are terninated on the
WIP; in (3b) the frames are termnated on the AC. (4) Describes the
aut henti cati on and cryptography security between the WIP and t he
access controller.
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4.

WP to Access Controller Service Cryptographic Security

Specific to the Centralized WLAS Architecture is the establishnent of
a secure channel between the WIP and the AC. This command channe
MUST be secured to insure both confidentiality and integrity of the
communi cati on between the AC and the WIP. The | ETF has defi ned
CAPWAP [ RFC5415] to communi cate between the WIP and the AC but there
are other, proprietary, tunneling protocols to performthe sane task.
However, standards based security protocols such as DILS, TLS or

| PSEC MUST provide the authenticity and integrity assurance for
securing any tunneling or encapsul ati on nechani sm

There are two channels between the WIP and AC that need security--
the conmmand and control channel; and, the data channel. Through the
command and control channel, the AC configures, queries and manages
the WIP, and the WIP reports status and airtine nonitoring
information to the AC. Traffic sent between the client and the

net wor k behind the AC goes through the data channel

[ RFC5415] defines using DILS [ RFC6347]to protect the control and data
channel s. Qher protocols such as | PSec [ RFC4301] or TLS [ RFC5246]
can also be inplenented to secure the control traffic in addition to
t he user data channel

In order to establish secure connections between the WIP and AC
credential s MUST be depl oyed on each device. The nost obvious choice
is an X. 509 certificate which can be used to perform nutua

aut hentication with DILS [ RFC6347], |Psec [RFC4301] or TLS [ RFC5246].
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5. dient to AAA Service Cryptographic Security
5.1. EAP Met hod

The [| EEE. 802- 11. 2012] standard defines a Robust Security Network
(RSN). An RSN can utilizes | EEE 802.1x [I| EEE. 802-1X. 2010] and the
Ext ensi bl e Aut hentication Protocol [RFC3748], or it can use the SAE
protocol in [IEEE. 802-11.2012] to provide authentication and key
managenent services between the client and WLAS. EAP Aut hentication
occurs between the client and the AAA service which may reside within
a conponent of the WLAS (WIP or AC) or as a standal one AAA Server.

It is not the intent of this docunent to specify the type of
transport for the authentication service (i.e RADIUS, D aneter

[ RFC3588] etc) or the specific comunication channel between the

Net wor k Access Server (NAS) and the Authentication Service. Mitual-
Aut hentication is achieved through the establishment of a secure
channel for exchanging credentials between the client and the

Aut hentication Server utilizing an EAP nethod which satisfies the
requirenents of [RFC4017]. The main output of the EAP process is the
generation of the Master Session Key (MSK) and Extended Master
Session Key (EMSK) known only to the Cient (supplicant) and the AAA
server that will be used to generate the keying material for the

ci pher suites. An in depth discussion on EAP Key managenent can be
found in EAP Key Managernent Framewor k docunent [ RFC5247].

5.2. Pre Shared Key, or Password, Method

When 802.1X is not used, a pre-shared key or password/ passphrase can
be used with the SAE protocol from|[I|EEE. 802-11.2012] to performthe
mut ual aut hentication and key nanagement functions required by an
RSN. SAE enpl oys a zero-know edge proof protocol that allows the
client and WIC/ AC to prove know edge of a shared secret (PSK or
password or passphrase) w thout disclosing the secret. It is
resistant to off-line dictionary attack. The result of the SAE
protocol is a cryptographically strong PMK based on discrete

| ogarithm crypt ography.

An alternative to SAE is the pre-shared KEY node of

[l EEE. 802- 11. 2012] referred to by the W-Fi Alliance as W-Fi
Protected Access Personal (WPA2-PSK). Wth WPA2-PSK, the pre-shared
key repeatedly hashed to directly generate a 256-bit PMK.  This
techni que shoul d be avoi ded, though, as is susceptible to off-1line
dictionary attack and nunerous attack tools to subvert WPA2-PSK exi st
on the Internet.
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6

Aut henti cator to AAA Service Cryptographic Security

As stated in the previous section, the byproduct of EAP

aut hentication is the generation of keying material to be used in the
crypt ographi c process between the client and the WIP to secure the
over the air communi cations. The AAA server generates the AAA key
which will be forwarded directly to the WIP in a Standal one WAS, and
forwarded to the ACin a Centralized WAS where they will generate
the Pairwi se Master Key (PMK) (bits 0-255 of the AAA key). The
transm ssion of the AAA key needs to be protected between the AAA
server and the WIP or the AAA server and the AC dependi ng on which
architecture is deployed. N ST has previously made reconmendati ons
on securely encrypting plain text keying material for transport over
insecure nedia with AES Key Wap [ AES Key Wap] as well as industry
with the Advanced Encryption Standard Key Wap Al gorithm [ RFC3394].
In addition to the transport of the keying material it is suggested
that all AAA traffic between the Authenticator (WP or AC) and the
Aut henti cation Service (AAA) be secured by standards based net hods
such as, but not linmted to: |PSEC, TLS or DTLS
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7

Wrel ess Link Layer Cryptographic Security

Upon conpl etion of an authentication protocol, such as SAE or

[ 1 EEE. 802- 1X. 2010], the client and AC (or WIP) share a PMK.  Since
the PMK may be been disclosed by an external AAA server to the AC (or
WIP) it is necessary to performa key confirmati on handshake.

[ EEE. 802-11. 2012] defines the 4-way Handshake to prove possession of
the PMK and to derive a transient session key, called the PTK, which
is used to secure the wireless link layer. During the 4-way
handshake, the WIP or AC al so di scloses a broadcast/nulticast key,
called the GIK, to use for the wirel ess nedi a.

Wreless link Iayer comrunication is protected through the Advanced
Encrypti on Standard Counter Mdde with Ci pher Bl ock Chai ni ng Message
Aut henti cati on Code Protocol (AES-CCWP). AES-CCWMP is currently the
preferred cryptographic algorithmfor both unicast and nulticast/
broadcast traffic. The client is the source and sink of a secure bi-
directional data flow. The other end of that flow can be either the
WP or the AC, depending on whether it is a standal one W.AS

(Section 3.2) or a centralized WAS (Section 3.3), respectively.
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8.

8.

1.

Cryptographic profiles

In each of the above architectural areas, there are a number of
different security protocols that serve various functions needed to
build secure wireless LAN architectures. Each protocol has inportant
choices to be nade in context of this overall cryptographic security
within that protocol and subsequently has significant inpacts to the
overall security paranmeters of the system The security mechani sms
are summari zed in Table 1.

S S S S S +
| | dient | WI'P | AC | AAA |
Fommmaa - S ISRy I IRy S ISRy . +
| dient | | 802. 11 | 3rd Party; | EAP w TLS

I I I | 802.1x | I
I I I | Supplicant | I
S I S TR S I S TR . +
| WP | 802.11 | | DTLS; |  TLS, DTLS, |
| | | | | PSEC | | PSec, AES |
I I I I I KeyW ap I
| | | | | (St andal one |
| | | | | Architecture)

S I S TR S I S TR . +
| AC | 3rd Party; | DILS; |IPSEC | | TLS, DTLS, |
| | 802. 1x | | | | PSec, AES |
| | Supplicant | | | KeyW ap |
Fomm oo R T R o e +
| AAA | EAP W TLS | TLS, DTLS, | TLS, DTLS, | |
| | | | PSec, AES | |PSec, AES | |
I I I KeyW ap I KeyWap | I
| | | (Standal one | | |
| | | Architecture) | | |
Fomm oo R T R o e +

Table 1. Cryptographic Security Interactions
DTLS and TLS

TLS and DTLS are well studied and docunented from a cryptographic
strength perspective and there are a nunber of works that create
profiles for TLS and DTLS and its use within systens of varying
security requirenments. Table 2 provides an exanple of the
cryptographi c functional requirenents necessary to define a TLS

Ci pher Suite and associ ated security of each. Wen profiling against
this document, authors MJST define cryptographic algorithnms for each
function in Table 2
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I S S RIS
| Example | Cryptograp | Al gorithm

| Algorith | h ic | Ref er ence

| m S | Strength |

Focmmnaaann S TR S I
| RSA 2048 | 112 | [ RFC3447]

I I I

I I I

I I I

TS R S
| ECC P256 | 128 | [ RFC4492]

I I I

I I I

I I I

TS R T
| AES 128 | 128 | [FIPS. 197. 200
I cBC | | 1 ]

I I I

I I I

Fomm oo - Fomm e oo - o m e e e oo -
| HMAC- SHA | 128 | [N ST.PUB. 198
| - 1 | A ]

I I I

I I I

T S ISRy I IRy

Cct ober 2012

| Cryptograph |
| i ¢ Strengt |
| h Reference |

|  NSTSP |
| 800-57 |
| [N ST800-57 |
[ ] |

|  NSTSP |
| 800-57 |
| [N ST800-57 |
[ ] I

|  NSTSP |
| 800-57 |
| [N ST800-57 |
[ ] I

|  NSTSP |
| 800-57 |
| [ NI ST800-57 |
| ] I

Tabl e 2: DILS and TLS Cryptographic Security Al gorithns

Thr oughout the Wrel ess LAN Access System TLS and DTLS are used in a

nunber of different places.

m ght

TLS/DTLS in the architecture.
descri bes using TLS or

| ess security of
key.

Soneone profiling wireless architectures
require alternative algorithmdefinitions for different uses of
One exanple m ght be a place that

DTLS to protect the transport of an epheneral
key vs its use to protect a long |lived secret.
profile mght be willing to trade off
cryptographic algorithns for the epheneral

In this case, a

t he

Table 3 shows the places in the wireless architectures described in

Section 3 that

Or, et al.
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T S s +
| Location in | Protocol | Used to Protect |
| Architecture | | |
o e e e e m oo oo S oo m e e e e e e e e e e ao - +
| WP To Access | CAPWAP | Managenent, session keys, user |
| Controller Service | usi ng | traffic |
| (Section 4) | DTLS | |
Tt N St +
| Cient to AAA | EAP | session keys, authentication |
| Service (Section 5) | met hod | |
| | using TLS | |
- - e +
| Aut henticator to | DTLS/TLS, | Confidentiality and |
AAA Service | | PSec | Authenticity of Radius traffic
| (Section 6) | | (wrapped session keys) |
o e e e e m oo oo S oo m e e e e e e e e e e ao - +

Tabl e 3: DTLS and TLS Architectural Usage
8.2. X 509 Certificates

The security level provided by algorithmand key | ength choice for
X.509 Certificates is well studied solely in context of the
certificates itself. Table 4 lists the types of cryptographic
security functions used within X. 509 Certificates and provides
exanpl es for each. Any profile of Wreless LAN Architecture MUST
i nclude definitions for each cryptographic security function used
within X 509 certificates.

S IR S . . . +
| Function | Exanple | Cryptographi | Algorithm | Cryptographic
| | Algorithm| ¢ Strength | Reference | Strength |
| s | | | Ref er ence |
TS S R S S +
| Signatur | RSA with | 112 | [RFC3447] | NI ST SP |
| e | 2048 bit | | | 800- 57 |
| Algorit | public | | | [ NIST800-57] |
| hm I keys | I I I
TS R o e e - S T +
| Public | RSA 2048 | 112 | [RFC3447] | NI ST SP |
I Key | I I I 800- 57 I
| Algorith | | | | [N ST800-57] |
| m I I I I I
Fomm oo - N S o m e e e oo - o m e e e oo - +
| Hash | SHA256 | 128 | [FIPS-180-3 | NI ST SP |
| Function | | | 1] | 800- 57
| | | | | [ NI ST800-57] |
Ry - . . . +
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Table 4: X 509 Certificate Cryptographic Security Functions

Thr oughout the Wrel ess LAN Access System X 509 certificates are
used in a nunber of different places. Table 5 shows the places in
the wireless architectures described in Section 3 that X 509
Certificates are potentially used

o e e e e e e oo oo o - Tt +

Location in | Pr ot ocol | Used to Protect |
| Architecture | | |
R . S +
| WP To Access | DTLS used | Aut henticity of |
| Controller Service | wthin CAPWAP, | Managenent, session keys, |
| (Section 4) | | PSec | user traffic |
T o e o e e e e e +
| Client to AAA | TLS (Exanple | Authenticity of session |
| Service (Section 5) | EAP Met hod) | keys, authentication |
R . e +
| Authenticator to AAA| DILS, TLS or | Aut henticity of AAA |
| Service (Section 6) | | PSec | traffic (wapped session |
| | | keys) |
o e e e e e oo oo S o e e e e e e e oo +

Table 5: X 509 Architectural Usage
8.3. Link Layer Encryption

Li nk Layer encryption for Wreless LAN Access Systens is well defined
by the | EEE 802. 11-2012 standard Future 802.11 standards need to
address link layer encryption as an integral part of the standard.
Current 802.11 standards require the inplenentation of 128 bit key

| engt h.

R S R S R +
| Function | Exanple | Cryptograp | Algorithm | Cryptograp |
| | Algorithm]| h ic | Ref er ence | h ic |
| | s | Strength | | Strength |
| | | | | Ref erenc |
| | | | | e |
R S R S R +
| 802.1x 4 | AES Key | 128 | [IEEE.802-11.2 | NI ST SP |
| Way | Wap with | | O 12] | 800- 57 |
| Handshake | HWMAC SHAL | | | [ NI ST800-5 |
I | - 128 | I | 7 ] I
R R R o e R +
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T R T o a o T +
| Message | HMAGC SHA- | 128 | [NIST.PUB. 198A | NI ST SP |
| Authentica | 1 | | ] | 800- 57 |
| t ion | | | | [ NI ST800-5 |
I I I I | 7 ] I
Fom e e o - Fom e oo Fom e e o - o a o Fom e e o - +
| Pseudo-Ran | HVAGC- SHA- | 128 | [N ST.PUB. 198A | NI ST SP |
| d om | 1 | | 1 | 800- 57 |
| Function | | | | [ NI ST800-5 |
I I I I | 7 ] I
Fom ek Fom e Fom ek o a o Fom ek +
| 802. 11 | AES-CCWP | 128 | [FIPS. 197.2001 | NI ST SP |
| Managenent | | | ] | 800-57 |
| Fr ane | | | | [ NI ST800-5 |
| Encryption | | | | 7 ] |
Fom e m oo - - M Fom e m oo - - oo - - Fom e m oo - - +
| 802. 11 |  AES- CCVP | 128 | [FIPS. 197.2001 | NI ST SP |
| Payl coad | | | ] | 800- 57 |
| Encryption | | | | [NIST800-5 |
I I I I | 7 ] I
R S R oo o - R +

Table 6: Link Layer Security Al gorithns

As a mninmum |ink |layer encryption needs to be used in wireless
architectures as indicated in Table 7 to protect the data in transit.
VWhen profiling against this docunent, authors MJST define
cryptographic algorithns for each function described in Table 7. In
addition to over the air link layer encryption, there are other

pl aces where related, but different Iink layer encryption (i.e.

802. 1lae) could be leveraged within the wireless architecture. Link

| ayer encryption in these alternative places MAY be profiled for use
in the overall cryptographic integrity of the system but are not
covered here.

oo s Fom e e o - o m e e e e e e e e e e e e aao o +
| Location in | Protocol | Used to Protect |
| Architecture | | |
o e e - R o e m e e e e e e e e e e e e e e me e +
Client to AES- CCVP, 802. 1x 4-way handshake (stand al one

I I I I
| WP | | configuration), 802.11 |
| (Section 7) | Wap, | unicast/nmulticast data franmes and |
| | | Managenent Franme protection using the |
| | | Integrity Group Tenporal Key (I GIK) |
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Client to AC | AES-CCWP, 802. 1x 4-way handshake and opti onal

I I I
| | AES Key | configuration where 802.11 |
| | Wap, | unicast/multicast data franes and |
| | HMAC-SHA-1 | Managenent Frame protection using the |
| | | Integrity Group Tenporal Key |
| | | (IGTK)encryption is perforned on the |
I I | AC I
o e e - R o e m e e e e e e e e e e e e e e me e +

Table 7: Link Layer Encryption Architectural Uses

It is strongly suggested that traffic between the WIP/ AC and the AAA
service be secured to provide confidentiality and integrity of the
user/devi ce being authenticated as well as the key data used for the
encryption process. The use of the well docunented cryptographic
protocols I PSEC (Section 8.5), TLS or DTLS (Section 8.1) can be used
to protect traffic between the WIP/ AC and the AAA service. When
profiling against this docunment, authors MJST define the
cryptographic algorithns for each function in listed in Table 8

o o a o o e e e e e e e e e e eee— oo n +
| Location in | Protocol | Used to Protect |
| Architecture | | |
T o e T +
| Authenticator | TLS/ DTLS or | Used to secure all |
| to AAA | I PSec | authentication traffic between |
| (Section 6) | | the Authenticator (WP or AQC) |
| | | and the AAA service |
o m e e e oo - oo o - o e e e e e e e e e e e e e m e e o +
| Authenticator | AES Key Wap | Used to encrypt only the key |
| to AAA | [AES_Key_Wap] | data between the Authenticator |
| (Section 6) | | (WP or AC) and the AAA services |
o o a o o e e e e e e e e e e eee— oo n +
| dient to AAA | EAP | Used to perform authentication |
| (Section 5) | | between dient and AAA server |
T o e T +
Table 8: AAA Security Architectural Uses
| PSEC

IPSEC is well studied and docunented from a cryptographic strength
perspective and there are a nunber of works that create profiles for
| PSEC and its use within systens of varying security requirenents.
Tabl e 9 provides an exanpl e of the cryptographic functional
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requi renents necessary to define an | PSEC Ci pherSuite and associ at ed
security of each. When profiling against this docunent, authors MJST
define cryptographic algorithms for each function in Table 9

Fom ek Fom e Fom ek oo s oo s +
| Function | Exanple | Cryptograp | Al gorithm | Cryptographi

| | Algorithm]| h ic | Reference | ¢ Strength |
| | s | Strength | | Ref erence
R R R o e e - o e e - +
| | KE | RSA 2048 | 112 | [ RFC3447] | NI ST SP |
| Authentica | | | | 800- 57 |
| t ion | | | | [ NI ST800-57] |
T R T o e e o - o e e o - +
| | KE | HMAC- SHA- | 256 | [ RFC4868] | NI ST SP |
| Pseudo-ran | 2 56 | | | 800- 57 |
| d om | | | | [N ST800-57] |
| Function | | | | |
Fom e e o - Fom e oo Fom e e o - oo s oo s +
| | KE | Goup 14 | 112 | [ RFC3526] | NI ST SP |
| Diffie-Hel | | | | 800- 57 |
| I man grou | | | | [ NI ST800-57] |
| p I I I I I
Fom ek Fom e Fom ek oo s oo s +
| |KE Hash | SHA-256 | 128 | [FIPS-180-3] | NI ST SP |
| | | | | 800- 57

| | | | | [ NI ST800-57] |
R R R o e e - o e e - +
| | KE | AES 128 | 128 | [FIPS. 197.20 | NI ST SP |
| Encryption | CBC | | O 1] | 800- 57 |
| | | | | [ NI ST800-57] |
T R T o e e o - o e e o - +
| ESP | AES-CBC | 128 | [FIPS. 197.20 | NI ST SP |
| Encryption | | | O 1] | 800- 57 |
| | | | | [ NI ST800-57] |
Fom ek Fom e Fom ek oo s oo s +
| ESP | HMAC- SHAL | 128 | [FIPS-180-3] | [NIST.PUB. 19 |
| Integrity | | | | 8 Al |
Fomm e oo - N Fomm e oo - S S +

Table 9: I PSEC Cryptographic Security Al gorithns

I PSec in many cases has been superseded by other protocols for
security within the Wrel ess LAN Access System However, |PSEC coul d
play a role and Table 10 describes places in the W.AN Access System
Architecture (Section 3) where it can be utilized
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o S o m e e e e e e e eee— oo +
Location in | Protocol | Used to Protect |
| Architecture | | |
o e e e e e oo oo TS oo m e e e e e e e e e e ao - +
| WP To Access | | PSec | Aut henticity of Management, |
| Controller Service | | sessi on keys, user traffic |
| (Section 4) | | |
o e e e e e e oo Fomm oo - St +
| Authenticator to AAA | | PSec | Aut henticity and
| Service (Section 6) | | Confidentiality of AAA traffic |
| | | (wrapped sessi on keys) |
g S o m e e e e e e e e e eee oo s +

Tabl e 10: |1 PSEC Architectural Usage
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9

9

Security Considerations

The cryptographic security |level of a conplex systemis limted to
that of the weakest conponent in the system The use of 128-bit

bl ock ciphers with 128-bit keys is now conmon, but in nany systens,
the security is limted by other factors, such as public keys with a
strength of just 80 bits, or keys that are nmanually configured. A
typical security protocol uses multiple cryptographic algorithms to
achi eve different security goals: encryption to provide
confidentiality, data authentication to protect the integrity of
data, key derivation to provide the keys for those al gorithns, key
establishnent to determ ne shared keys, and digital signatures to

authenticate the entity on the other end of the wire. |In order to
provide a high security level, a protocol needs to use algorithms and
paraneters that consistently meet that security goal. Wreless

systens use nultiple security protocols, thus requiring consistency
across multiple protocols. To achieve consistency, one nust first
understand all of the cryptographic conponents in a wireless system
This note makes that process easier, by catal oging the conmponents
that appear in typical wireless architectures

It is also inportant to note that not all secrets are equal. A
secret which gives you access to data for a short period of tine

m ght be considered | ess inportant than one that exposes data for a
| onger period of time. Depending on the systembeing built and
associ ated security constraints, the value of the secret being
protected can inform appropriate choices for the cryptographic
strength over sub conponents of a wireless architecture.

Finally, this note is intended to encourage the use of consistent
cryptographic strengths of confidentiality, integrity and
authenticity within the entire wireless LAN architecture. Wile
profiles of this document mght justify inconsistent algorithm
strength choices, the profiles need to use cryptography throughout
the architecture to provide end-to-end security.

1. Algorithm Choices

The choices of the algorithns to use in this docunment are left to the
profile authors discretion. However, it nust be clear that profiles
need to avoid the use of known broken cryptographic algorithnms (i.e.
VEP, TKIP, etc).

Or, et al. Expires April 18, 2013 [ Page 19]



I nternet-Draft WLAN- Security-Architectures Cct ober 2012

10. | ANA Consi der ati ons

None

Or, et al. Expires April 18, 2013 [ Page 20]



I nternet-Draft WLAN- Security-Architectures Cct ober 2012

11. Acknow edgenent s
The authors would like to acknow edge David MG ew, Nancy Cam W nget

and Carl os Pignataro for their constructive comrents on this
docunent .

Or, et al. Expires April 18, 2013 [ Page 21]



I nternet-Draft WLAN- Security-Architectures Cct ober 2012

12. Ref er ences
12. 1. Nor mat i ve Ref erences

[ | EEE. 802-11. 2012]
"I EEE Standard for Information technol ogy--
Tel ecommuni cati ons and i nformati on exchange between
systens-- Local and netropolitan area networks-- Specific
requirenments Part 11: Wrel ess LAN Medi um Access Contr ol
(MAC) and Physical Layer (PHY) Specifications",
March 2012, <http://standards.ieee.org/geti eee802/
downl oad/ 802. 11- 2012. pdf >.

[ 1 EEE. 802- 1X. 2010]
"I EEE Standard for Local and nmetropolitan area networks -
Port-Based Network Access Control", 2010, <http://
st andards. i eee. org/ geti eee802/ downl oad/ 802. 1X- 2010. pdf >.

[ RFC2865] Rigney, C., Wllens, S., Rubens, A, and W Sinpson,
"Renmpte Authentication Dial In User Service (RADIUS)",
RFC 2865, June 2000.

[ RFC5415] Cal houn, P., Montenurro, M, and D. Stanley, "Control And
Provi si oning of Wreless Access Points (CAPWAP) Protoco
Speci fication", RFC 5415, March 2009

12. 2. I nformati ve References

[ AES Key W ap]
""", <http://csrc.nist.gov/groups/ST/tool kit/documents/kns/
key-wr ap. pdf >.

[ FI PS-180- 3]
FI PS Publication 180-3, "Secured Hash Standard",
FI PS 180-3, Cctober 2008.

[ FI PS. 197. 2001]
National Institute of Standards and Technol ogy, "Advanced
Encryption Standard (AES)", FIPS PUB 197, Novenber 2001, <
http://csrc.nist.gov/publications/fips/fipsl197/
fips-197. pdf >.

[ NI ST. PUB. 198A]
National Institute of Standards and Technol ogy, "The
Keyed- Hash Message Aut hentication Code (HVAC)", FIPS PUB
198A, March 2002, <http://csrc.nist.gov/publications/fips/
fips198/fi ps-198a. pdf >.

Or, et al. Expires April 18, 2013 [ Page 22]



I nternet-Draft WLAN- Security-Architectures Cct ober 2012

[ NI ST800- 57]
Barker, E., Barker, W, Burr, W, Polk, W, and M Sm d,
"Recommendati ons for Key Managenment”, N ST SP 800-57,
March 2007.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC3394] Schaad, J. and R Housl ey, "Advanced Encryption Standard
(AES) Key Wap Algorithnt, RFC 3394, Septenber 2002.

[ RFC3447] Jonsson, J. and B. Kaliski, "Public-Key Cryptography
St andards (PKCS) #1: RSA Cryptography Specifications
Version 2.1", RFC 3447, February 2003.

[ RFC3526] Kivinen, T. and M Kojo, "Mre Mdul ar Exponential (MODP)
Diffie-Hell man groups for Internet Key Exchange (IKE)",
RFC 3526, May 2003.

[ RFC3588] cCal houn, P., Loughney, J., Guttman, E., Zorn, G, and J.
Arkko, "Di aneter Base Protocol", RFC 3588, Septenber 2003.

[ RFC3748] Aboba, B., Blunk, L., Vollbrecht, J., Carlson, J., and H
Levkowet z, "Extensible Authentication Protocol (EAP)",
RFC 3748, June 2004.

[ RFC4017] Stanley, D., Valker, J., and B. Aboba, "Extensible
Aut hentication Protocol (EAP) Met hod Requirenents for
Wreless LANs", RFC 4017, March 2005.

[ RFC4301] Kent, S. and K. Seo, "Security Architecture for the
Internet Protocol", RFC 4301, Decenber 2005.

[ RFC4492] Bl ake-WIson, S., Bolyard, N, Gupta, V., Hawk, C., and B.
Moel ler, "Elliptic Curve Cryptography (ECC) Ci pher Suites
for Transport Layer Security (TLS)", RFC 4492, My 2006.

[ RFC4868] Kelly, S. and S. Frankel, "Using HMAC- SHA- 256, HVAC- SHA-
384, and HVAC- SHA-512 with | Psec", RFC 4868, My 2007.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008.

[ RFC5247] Aboba, B., Simon, D., and P. Eronen, "Extensible
Aut henti cati on Protocol (EAP) Key Managenent Franmework",
RFC 5247, August 2008.

[ RFC6347] Rescorla, E. and N. Mddadugu, "Datagram Transport Layer

Or, et al. Expires April 18, 2013 [ Page 23]



I nternet-Draft WLAN- Security-Architectures Cct ober 2012

Security Version 1.2", RFC 6347, January 2012.

Or, et al. Expires April 18, 2013 [ Page 24]



I nternet-Draft WLAN- Security-Architectures Cct ober 2012

Aut hors’ Addresses

Stephen M Or
Cisco Systems, Inc.
1 Paragon Drive

Suite 275

Montval e, NJ 07645
us

Email : sorr @i sco.com

Anthony H Gieco
Cisco Systens, Inc.
7025 Kit Creek Road
RTP, NC 27709

us
Emai | : agri eco@i sco.com
Dan Har ki ns

Aruba Net wor ks

1322 Crossman ave
Sunnyval e, CA 94089
us

Emai | : dhar ki ns@r ubanet wor ks. com

Or, et al. Expires April 18, 2013 [ Page 25]






