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Abst r act

The Network-Infrastructure Hi ding Protocol (NHP) is a cryptography-
based session-1layer protocol designed to operationalize Zero Trust
principles by concealing protected network resources from

unaut hori zed entities. NHP enforces authentication-before-connect
access control, rendering | P addresses, ports, and domai n nanes
invisible to unauthorized users. This docunent defines the protoco
architecture, cryptographic framework, nessage formats, and workfl ow
to enabl e i ndependent inplenmentation of NHP. It represents the third
generation of network hiding technol ogy—evolving fromfirst-
generation port knocking to second-generation Single-Packet

Aut hori zation (SPA) and now to NHP with advanced asymetric

crypt ography, nutual authentication, and scalability for nodern
threats. This specification also provides guidance for integration
wi th Software-Defined Perineter (SDP), DNS, FIDO, and Zero Trust
pol i cy engi nes.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https:// OpenNHP. gi t hub.io/ietf-rfc-nhp/draft-opennhp-ztcpp-nhp. htm.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-opennhp-ztcpp-nhp/.
Di scussion of this document takes place on the ztcpp | ndependent
Submi ssion mailing list (mailto:ztcpp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ztcpp/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/ztcpp/.

Source for this draft and an issue tracker can be found at
https://github. coml QpenNHP/ietf-rfc-nhp

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Since its inception in the 1970s, the TCP/IP networki ng nodel has
prioritized openness and interoperability, |aying the foundation for
the nodern Internet. However, this design phil osophy al so exposes
systems to reconnai ssance and attack. As Vint Cerf, who personally
desi gned nany of these conponents, stated, "W didn't focus on how
you could weck this systemintentionally."

Today, the cyber threat |andscape has been dramatically reshaped by
the rise of Al-driven attacks, which bring unprecedented speed and
scale to vulnerability discovery and exploitation. Autonmated tools
continuously scan the gl obal network space, identifying weaknesses in
real -tine. Large Language Mddels (LLMs) can now aut onompusly expl oit
one-day vulnerabilities, and Al systenms can generate working exploits
for published CVEs in mnutes. As aresult, the Internet is evolving
into a "Dark Forest," where *visibility equates to vulnerability*. In
such an environment, any exposed service becones an i mredi ate target.

The Zero Trust nodel, which mandates continuous verification and
elimnates inplicit trust, has energed as a nodern approach to
cybersecurity. Wthin this context, the Network-Infrastructure
Hi di ng Protocol (NHP) offers a new architectural el enent:

aut henti cat ed- bef ore- connect access at the session |ayer.

Chen Expi res 25 October 2026 [ Page 4]



I nternet-Draft NHP April 2026

NHP buil ds upon foundational work in the C oud Security Alliance’'s
Sof t war e- Defi ned Perimeter (SDP) and Singl e- Packet Authorization
(SPA) frameworks, representing the third generation of network hiding
t echnol ogy:

* *First Generation - Port Knocking:* Sinple port sequences
vul nerable to interception and replay attacks.

* *Second Ceneration - SPA:* Encrypted single-packet authorization
with inproved security but Iimted scalability.

* *Third Generation - NHP:* Advanced asymmetric cryptography, mutual
aut henti cation, Noi se Protocol -based key exchange, and enterprise-
grade scal ability.

Thi s docunent outlines the notivations behind NHP, its design

obj ectives, nessage structures, integration options, and security

consi derations for adoption within Zero Trust frameworks.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all

capital s, as shown here

The following terns are used throughout this docunent:

NHP  Net wor k- I nfrastructure Hiding Protoco

NHP- Agent  The client-side conponent that initiates NHP comruni cation

NHP- Server The control -pl ane service that validates requests and
makes access deci sions

NHP- AC NHP Access Controller, the enforcenent conponent near
protected resources

SPA Si ngl e- Packet Authorization
SDP Sof t war e- Defi ned Perineter
ZTA Zero Trust Architecture
ECC Elliptic Curve Cryptography

AEAD Aut henticated Encryption with Associ ated Data
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ASP Aut hori zation Service Provider

PEP Policy Enforcenment Point

KGC Key Ceneration Center

Desi gn Obj ecti ves

The NHP protocol is designed to achieve the follow ng objectives:

*Infrastructure Invisibility:* Elimnate unauthorized network
visibility by enforcing authentication prior to session
establishnment. Protected resources renain invisible to

unaut hori zed scanners and attackers.

*Sessi on Layer Qperation:* Operate at OSI Layer 5, conplenenting
existing TCP, UDP, and QU C transports w thout requiring changes
to underlying network infrastructure.

*Decentralized Trust:* Support decentralized trust using
asymmetric cryptography and epheneral key exchange, elimnating
single points of trust failure.

*Fi ne- Grai ned Access Control :* Enabl e context-based policy
enf orcenment across het erogeneous environnents, supporting |east-
privil ege access.

*Integration Capability:* Integrate with existing Zero Trust
controll ers, SDP gateways, identity systens (I AM, DNS
infrastructure, and FI DO aut hentication

*Scal ability:* Support enterprise-scale deploynments with
clustered servers, distributed access controllers, and nulti-
t enant isol ation.

*Al Threat Mtigation:* Reduce the attack surface agai nst Al-
driven reconnai ssance and exploitation by denying visibility
bef ore aut henticati on.

Rel ationship to TLS

NHP and TLS (Transport Layer Security) are conplenentary protocols
that operate at different OSI |ayers and serve distinct security
purposes. This section clarifies their differences and how they work
t oget her.

3.
1.
2
3.
4.
5
6
7

4,

4. 1.

Chen
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| *Primary
| Purpose*

| *When
| Authentication
| Gccurs*

| *Service
| Visibility*

| *Attack
| Surface*

| *Port
| Exposure*

| *Vulnerability
| W ndow*

NHP April 2026

+

| HITP, SMIP, SSH, etc.

+

+

| TLS/SSL - Data encryption & integrity

+

+

| NHP - Authentication before connection

+

+

| TCP, UDP, QUIC

+

+

| IP

+
ey e e
NHP (Layer 5) | TLS (Layer 6) |
Infrastructure hiding | Data encryption and

and access control | integrity |
----------------------- T
BEFORE connection | AFTER TCP connection
est abl i shnent | established |

I I
----------------------- e
Services are | Services are VI SIBLE, |
I NVI SI BLE to | communication is |
unaut hori zed users | encrypted |
----------------------- S
El i m nates pre- | Protects data in |
authentication attack | transit, but service |
surface | ports remain exposed
----------------------- T
No ports exposed | Ports nust be open to
until authenticated | initiate TLS |
| handshake |
----------------------- e
None—no connecti on | TLS handshake |
wi t hout | vulnerabilities can |
aut henti cati on | be exploited |
----------------------- S
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Table 1
4.3. The Pre-Authentication Problem

TLS provides excellent protection for data in transit, but it has a
fundanmental limtation: *the service nust be reachable to initiate
the TLS handshake*. This creates a pre-authentication attack wi ndow

Tradi tional TLS Fl ow

Attacker  ——m———— Qpen Port 443 —————— TLS Handshake —————— Aut he
ntication
T

Service is VISIBLE
Port scan succeeds
Pre-auth exploits possible

NHP + TLS Fl ow:

Attacker ~ ——m———— No Open Ports —————— BLOCKED ( Service |nvisible)
1
Cannot di scover service
Port scan fails

Aut horized —————— NHP Knock —————— Port Opens —————— LS ————
—— Application
User 7 1

Aut hent i cat ed Encrypt ed

BEFORE connect data transfer

4.4. Conplenentary Security Mbdel
NHP and TLS are designed to work together, not replace each other:

1. *NHP provides:* Authentication-before-connect, infrastructure
invisibility, access control

2. *TLS provides:* Data encryption, integrity verification, server
aut henti cati on

A conpl ete Zero Trust depl oynment SHOULD use bot h:

* *NHP* ensures only authorized users can di scover and reach the
service

* *TLS* encrypts all data exchanged after access is granted
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4.5. Mulnerabilities Addressed by NHP but Not TLS

[} g —————————————————— Ll ——_—————_—_ Ll —p—_—————————r
| Vulnerability Type | TLS Protection | NHP Protection

[ sl ety et
| Port scanning and service | None | Service |

| discovery | | invisible |
o e e e e e e e ememao - oo o - o e e e e oo - +
| Pre-authentication exploits | Vulnerable | No connection

| (e.g., Heartbl eed) | | possible |
o m e e e e e iee i o a o o e e e oo +
| TLS inplementation bugs |  Vul nerabl e | No handshake |

| before handshake | | initiated |
o e e e e e e e ememao - oo o - o e e e e oo - +
| DDoS attacks on exposed | Service | Service |

| services | reachabl e | hidden |
o m e e e e e iee i o a o o e e e oo +
| Credential stuffing on | Page | Page |

| 1ogin pages | accessible | invisible |
o e e e e e e e ememao - oo o - o e e e e oo - +
| Zero-day exploits before | Service | Service |

| authentication | exposed | protected |
o m e e e e e iee i o a o o e e e oo +

Table 2
4.6. Wiy Both Are Needed
NHP al one does not encrypt application data—it only controls access.
TLS al one does not hide services—it only encrypts traffic. Together,
they provide defense in depth:

* *Wthout NHP:* Attackers can scan, probe, and exploit services
bef ore any authentication occurs

* *Wthout TLS:* Authorized traffic would be transmitted in
pl aintext after NHP grants access

* *Wth Both:* Services are invisible to attackers, and all
authorized traffic is encrypted

This |l ayered approach aligns with Zero Trust principles: never trust,
al ways verify, and mininize attack surface at every |ayer

5. Threat WNbdel

NHP is designed to mitigate the followi ng threat categories:
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5.1. Reconnai ssance and Scanni ng
Aut omat ed scanning tools and Al-driven reconnai ssance conti nuously
probe Internet-facing services. NHP elimnates the ability to
di scover protected resources by requiring cryptographic
aut hentication before any network visibility is granted.

5.2. Pre-Authentication Exploits
Many vul nerabilities can be exploited before authentication occurs.
By enforcing authentication-before-connect, NHP prevents attackers
fromreachi ng vul nerabl e services

5.3. DDoS Attacks

NHP reduces DDoS attack surface by hiding service endpoints.
Attackers cannot target what they cannot discover

5.4. Credential Theft and Repl ay
NHP uses epheneral keys and tinmestanp-based nonces to prevent
credential replay attacks. Each session requires fresh cryptographic
mat eri al

5.5. Man-in-the-Mddl e Attacks
Mut ual aut hentication using asynmetric cryptography ensures both
parties verify each other’'s identity before establishing
communi cati on

6. Architectural Overview
NHP operates as a distributed session-layer protocol that enforces
aut henti cati on-bef ore-connect access between clients and protected
resour ces

6.1. Core Conmponents

6.1.1. NHP-Agent
The NHP-Agent is a client-side process, SDK, or enbedded nodul e that
initiates communi cation with the protected network. Its
responsi bilities include:
* CGenerating and sendi ng NHP- KNK (Knock) nessages to the NHP-Server

* Perform ng cryptographic key exchange using Noi se Protoco
handshakes
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* Managing client identity credentials and device attestation

* Handling session lifecycle including keepalives and re-
aut henti cation

6.1.2. NHP-Server
The NHP- Server is the core control-plane service responsible for:
* Receiving and validating NHP- KNK nessages from NHP- Agents
* Authenticating the NHP- Agent identity and device posture

* Interfacing with external Authorization Service Providers (ASP) or
| AM syst ens

* Eval uating access policies based on identity, context, and
resource attributes

* Instructing NHP-AC conponents to open or close access paths
* Managi ng session state and expiration

Functionally, the NHP-Server maps to the *Policy Administrator* role
defined in NI ST SP 800-207 Zero Trust Architecture.

6.1.3. NHP-AC (Access Controller)

The NHP-AC i s the enforcenent conponent residing |ogically or
physically near protected resources. |Its responsibilities include:

* Maintaining default-deny firewall rules for all protected
resources

* Recei ving NHP-AOP (AC Operations) comands fromthe NHP-Server

* Tenporarily opening access paths for authorized NHP-Agents

* Automatically reverting to default-deny state when sessions expire
* Reporting access logs and status to the NHP-Server

The NHP- AC corresponds to the *Policy Enforcenment Point (PEP)* in
NI ST SP 800- 207 term nol ogy.
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6.1.4. Authorization Service Provider (ASP)

The ASP is an external identity and policy service that the NHP-
Server queries for authorization decisions. This may include:

* |dentity Providers (1dP) such as LDAP, Active Directory, or O DC
provi ders

* Policy Decision Points (PDP) inplenenting ABAC or RBAC policies
* Device posture assessnent services
* Risk scoring engines

6.2. Component Interactions

The following diagramillustrates the rel ationship between NHP
conmponent s:

o m e e e oo - + o m e e e oo - + o m e e e oo - +
| | NHP- KNK | | Auth | |
| NHP- Agent [--------- >| NHP-Server |<-------- >| ASP |
I | <--------- I | Qery | (1AM I
S + NHP-ACK +------ccuno-- + S +

I

| | NHP- ACP

| %

| S +

| NHP- ACC |

A >| NHP- AC |

I I I

Vv o m e e e oo - +
S + |
| Protected |<--------------- +
| Resource | Data Pl ane
S +

6.3. Depl oynent Mbdel s
NHP conponents can be deployed in different configurations:
6.3.1. Standal one Depl oynent
For small environments or testing scenarios, the NHP-Server and NHP-

AC can coexist on the sane host. This configuration sinplifies setup
whil e maintaining full protocol conpliance.
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6.3.2. Custered Depl oynent

6

6

7

7

7

In enterprise or cloud environnments, nultiple NHP-Servers can be

depl oyed in a | oad-bal anced cluster. Each server nmanages a pool of
NHP- AC i nstances distributed across data centers or network segnents.
The NHP- Agent dynami cally di scovers the nearest NHP-Server through
DNS or bootstrap configuration

3.3. Edge AC Depl oynent

Edge nodes (e.g., gateways, routers, or micro-segnentation agents)
can host |ightwei ght NHP-AC conponents. These edge ACs enforce fine-
grai ned policies close to workloads, inproving |latency and fault

i sol ation.

3.4. Milti-Tenant Depl oynent

In service-provider or multi-cloud environments, each tenant can
operate an i ndependent NHP-Server while sharing an underlying AC
infrastructure. The NHP protocol’s nanespace isol ation ensures
compl ete tenant separation through identity-scoped keys and per-
tenant policy databases.

Pr ot ocol Workfl ow

1. Control Plane vs Data Pl ane

The *Control Pl ane* carries cryptographi c authentication and

aut hori zation information anong NHP- Agent, NHP-Server, NHP-AC, and
optional external ASP. Control plane nessages are encrypted using
Noi se Protocol handshakes.

The *Data Pl ane* carries application data between the resource
requester (NHP-Agent host) and the protected resource, but only after
NHP- AC explicitly authorizes access.

This strict separation enforces the _authenticate-before-connect _
principle central to Zero Trust.

2. Workflow Steps
The conpl ete NHP wor kfl ow consists of the foll ow ng steps:

1. *Knock Request:* NHP-Agent sends NHP- KNK nessage to NHP- Server
containing encrypted identity clainms and access request.

2. *Authorization Query:* NHP-Server validates the cryptographic
envel ope and queries ASP for authorization decision
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7.

8.

Chen

*Aut hori zati on Response:* ASP returns authorization decision with
granted perm ssions and sessi on paraneters.

*Door Openi ng: * NHP-Server sends NHP- AOP command to NHP- AC
instructing it to open access for the specific NHP-Agent.

*AC Confirmation:* NHP-AC enforces the access rule and replies
wi th NHP- ART confirming the operation.

*Agent Notification:* NHP-Server sends NHP-ACK to NHP-Agent with
access token and connection paraneters.

*Resour ce Access:* NHP- Agent sends NHP- ACC to NHP- AC and
est abli shes data plane connection to protected resource.

*Sessi on Mai ntenance: * NHP-Server and NHP- AC mai ntai n session
state through NHP-KPL keepalive nessages.

*Loggi ng and Audit:* NHP-AC upl oads access | ogs via NHP-LOG
messages for conpliance and auditing.

Sequence Di agram

NHP- Agent NHP- Ser ver NHP- AC ASP/ | AM
| | | |
|--- NHP-KNK ------- >| | |
| |--- Auth Query ----- R >|
| | <-- AUth ReSUlt «-on|-mmmmmmmmoaaammman |
| | | |
| | --- NHP-AOP ------- >| |
| | <-- NHP-ART -------- | |
| | | |
| <-- NHP-ACK -------- | | |
| | | |
|--- NHP-ACC -------- [------mm e - >| |
| <======—============ Data Sessi on ::::::>| |
| | | |
| | <-- NHP-LOG -------- | |
| | --- NHP-LAK ------- >| |
| |

Crypt ographi ¢ Franewor k

NHP enpl oys the Noi se Protocol Franmework [ Noi seFramework] for al
cryptographi c operations. This section defines the required
cryptographic prinmtives and handshake patterns.
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8.1. Cryptographic Prinitives

I mpl enent ati ons MJST support the follow ng cryptographic primtives:

B Tttty Sl pee gy e ———(——r—r—
| Function | Algorithm | Reference |
E ool s s e g
| DH | Curve25519 | RFC 7748 |
Fom e - - - - B T I I +
| G pher | ChaCha20- Pol y1305 | RFC 8439 |
I e I ] I I ] Fo-m - - - - +
| Hash | SHA- 256 | RFC 6234 |
I I I R I ] I I +
| Key Derivation | HKDF | RFC 5869 |
Fom e - - - - B T I I +
Table 3
| mpl enent ati ons MAY additionally support

+===——=—=———=——4=-———————————————————4{=————=——=—=——==+

| Function | Algorithm | Reference |

B Tttty ety Pl p—p——j—j—t o

| DH | P-256 (secp256rl) | RFC 8422 |

I R I ] I I +

| Gipher | AES-256-GCM | RFC 5116 |

F--- - - - B T I I +

| Hash | BLAKE2s | RFC 7693 |

I I I ] Fo-m - - - - +

Tabl e 4
8.2. Noise Protocol Handshake Patterns
NHP supports the foll owi ng Noi se handshake patterns:
8.2.1. XX Pattern (Default)
The XX pattern provides full forward secrecy and identity protection

for both parties. 1t is the RECOWENDED pattern for nobst
depl oynent s.

XX:
-> e
<- e, ee, s, es
-> 5, se
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8.2.2. |IK Pattern (Performance Optini zed)

The 1K pattern is used when the NHP-Agent knows the NHP-Server’s
static public key in advance, reducing round trips.

| K
<- s

-> e es, s, Ss
<- e, ee, se

8.2.3. K Pattern (One-Wy)

The K pattern is used for one-way initiation where only the initiator
needs to be authenticated by the responder

K

lSIe, es, ss
8.3. Key Managenent
8.3.1. Static Keys
Each NHP component mmintains a static Curve25519 key pair:
* NHP-Agent: Used for client identity and authentication
* NHP-Server: Used for server identity and authentication
* NHP-AC. Used for secure conmunication wi th NHP-Server

Static public keys MJUST be distributed through a secure out-of-band
mechani sm or regi stered through the NHP- REG nessage fl ow.

8.3.2. Epheneral Keys
Epheneral keys are generated for each session to provide forward
secrecy. |Inplenmentations MJST use cryptographically secure random
nunber generators for epheneral key generation

8.3.3. Key Rotation

Static keys SHOULD be rotated periodically. The NHP-REG and NHP- RAK
messages support key re-registration without service interruption
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9. Message Format

Al'l NHP nessages share a common header structure followed by an
encrypt ed payl oad.

9.1. Message Header
The NHP nmessage header is 32 bytes with the follow ng structure:
0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Ver si on | Type | Fl ags | Reserved |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Nonce (96 bits)

B S N aE .

Ti mestanp (64 bits)

-+ +— +

B T i T o o o S e i i S S
Payl oad Length | Header Checksum |
i T T e e i e o i i S O S e S S S it i S e NI S

T+ T T

9.1.1. Header Fields
Version (8 bits) Protocol version. Current version is 0xO0Ll.
Type (8 bits) Message type code. See Section 9. 2.

Flags (8 bits) Control flags: * Bit 0: Conpression enabled * Bit 1:
Fragnmentation flag * Bit 2: Priority message * Bits 3-7: Reserved

Reserved (8 bits) Reserved for future use. MJST be set to zero.

Nonce (96 bits) Unique nonce for AEAD encryption. MJST be unique
per nessage within a session.

Timestanp (64 bits) UN X epoch tinme in mlliseconds. Used for
replay protection.

Payl oad Length (16 bits) Length of the encrypted payl oad in bytes.

Header Checksum (16 bits) CRC- 16 checksum of the header for
integrity verification.
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Message Types

+======—==-=—4 - ==—+
| Type Code | Nane |
R gl plgp—p—j—_———
| 0x00 | NHP-KPL |
I Fo-m e - - +
| 0x01 | NHP- KNK |
F--- - - - F---- - - - +
| 0x02 | NHP- ACK |
I L +
| 0x03 | NHP- ACP |
I Fo-m e - - +
| 0x04 | NHP- ART |
F--- - - - F---- - - - +
| 0x05 | NHP-LST |
I L +
| 0x06 | NHP-LRT |
I Fo-m e - - +
| 0x07 | NHP- COK |
| | |
F-- - - - +---- - - - +
| 0x08 | NHP- RKN |
I R +
| 0x09 | NHP-RLY |
R I +
| OxO0A | NHP- ACL |
F-- - - - +---- - - - +
| 0x0B | NHP- AAK |
I R +
| oxoC | NHP-OTP |
I I I
F--- - - - F---- - - - +
| 0x0D | NHP- REG |
I I I
I R +
| OxOE | NHP- RAK |
I I I
F--- - - - F---- - - - +
| OxOF | NHP- ACC |
I L +
| 0x10 | NHP-LOG |
I Fo-m e - - +
| Ox11 | NHP- LAK |
F--- - - - F---- - - - +

Expi

NHP April 2026
e —————— s p—p—p—_—(—(—(—(————(——————r L
Direction | Description |
ey el
Any | Keepalive nessage |
-------------- e
Agent — Server | Knock request |
-------------- o e e e e e e o+
Server = Agent | Knock acknow edgment |
-------------- e
Server = AC | AC operation command |
-------------- e
AC— Ser ver | AC operation result |
-------------- o e e e e e e o+
Agent > Server | Resource list request |
-------------- e
Server —> Agent | Resource |ist response |
-------------- s
Server — Agent | Cookie for session |
| resunption |
-------------- o e e e e e oo+
Agent — Server | Re-knock with cookie |
-------------- e
Rel ay— Server | Rel ayed nessage |
-------------- e
AC— Ser ver | AC online notification |
-------------- o e e e e e oo+
Server = AC | AC acknow edge |
-------------- e
Any | One-tine password |
| request |
-------------- o e e e e e e o+

Agent = Server | Public key |
| registration |

Server — Agent | Registration |
| acknow edgnent |

Thgent SAC | Access request +|

“Acoserver ] Log upload +|

“Server SAC | Log acknow edgnent |

-------------- o e eaaa -+
Table 5
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9.3. Message Definitions
9.3.1. NHP-KPL (Keepalive)

Keepal i ve nessages nmi ntain session state between conponents. The
payl oad cont ai ns:

[ sl e e s sl 1}
| Field | Size | Description |
[ sty - sty oo e sy o}
| Session ID| 16 bytes | Current session identifier |
S Iy S T e +
| Sequence | 4 bytes | Mnotonic sequence nunber |
S Fomm e e e oo o m e e e e e e e e m e ao- +

Table 6
9.3.2. NHP-KNK (Knock)

The knock message initiates access request from NHP-Agent to NHP-
Server. The encrypted payl oad contai ns:

[ ety el el
| Field | Size | Description |
| User ID | Variable | Unique user identifier |
o e e e e e oo - TS o e e e e e e e e e o +
| Device ID | Variable | Unique device identifier |
Focmmnaaann e +
| Device Fingerprint | 32 bytes | Device attestation hash |
I T Fom e meemeeieeeeeceieemeaacaaas +
| Requested Resources | Variable | List of resource identifiers |
o e e e e e oo - TS o e e e e e e e e e o +
| Context Data | Variable | Additional context |
| | | (location, etc.) |
- Ry IS~ +

Table 7
9.3.3. NHP-ACK (Acknow edge)

The acknow edge nessage confirns knock success and provi des access
par anet ers:
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| Field | Size | Description |
[} g ———————— e pp—p——_———_—_ = —_—(—————(——————————— L
| Status Code | 2 bytes | Result status |
S TRy S IR . +
| Session ID | 16 bytes | Assigned session identifier |
I IR T T T +
| Access Token | Variable | Token for NHP-AC access |
o e e e o TS o e e e e e e e e e e e e e e +
| AC Addresses | Variable | List of AC endpoints |
S TRy Focmmnaaann . +
| Expiration | 8 bytes | Session expiration tinestanp

T I T T T +
| Ganted Resources | Variable | List of granted resource access

o e e e o TS o e e e e e e e e e e e e e e +

Tabl e 8
9.3.4. NHP- AOP (AC Operations)
The AC operations message instructs NHP-AC to nodify access rul es:
[ ety el s sl
| Field | Size | Description |
| Operation | 1 byte | OPEN (0x01) or CLOSE (0x02) |
T TS o e e e e e e e e e e e e e e +
| Agent Address | Variable | Source |P/port of authorized agent |
S Focmmnaaann O +
| Resource ID | Variable | Target resource identifier |
I IRy T T T +
| Expiration | 8 bytes | Rule expiration tinestanp |
T TS o e e e e e e e e e e e e e e +
| Access Token | Variable | Token for agent verification |
S I Focmmnaaann O +
Table 9

9.3.5. NHP-ART (AC Result)

The AC result nessage reports operation status:
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| Field | Size | Description |
[ e ———— Llpp—p———————_ Ll —p—_——————————(—(—————
| Status Code | 2 bytes | Operation result |
. S IR S +
| Operation ID| 16 bytes | Reference to NHP-ACP |
. T T T TRy +
| Details | Variable | Additional status information |
o e e - TS o e e e e e e e e e e aa o - +
Tabl e 10

9.3.6. NHP- ACC (Access)

The access nessage is sent from NHP-Agent to NHP-AC to initiate data
pl ane access:

| Field | Size | Description |
| User ID | Variable | User identifier |
o e e oo oo oo N o e e e e e e e oo - +
| Device ID | Variable | Device identifier |
o e e oo s S o e e e e e e eie oo n +
| Access Token | Variable | Token from NHP- ACK |
o e e e e m e i oo Fomm e e e oo o m e e e e e e e maaaoo- +
| Requested Service | Variable | Target service identifier |
o e e oo oo oo N o e e e e e e e oo - +

Tabl e 11
9.3.7. NHP-REG (Register)

The registration nessage regi sters NHP-Agent public key with NHP-
Server:
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| Field | Size | Description |
[ e —— C————————— s —_—_———————(—————(———— L
| User ID | Variable | User identifier |
S TR Focmmnaaann O +
| Device ID | Variable | Device identifier |
S ISRy T T T +
| Public Key | 32 bytes | Agent’s static public key |
R TS o e e e e e e e e e e e e e e +
| OrP | Variable | One-tinme password for verification |
S TR Focmmnaaann O +

Tabl e 12
9.3.8 NHP- RAK (Regi ster Acknow edge)
Confirms successful registration
| Field | Size | Description |
[} e ———————— _lp—p——————— s p—p—p—_———————— L
| Status Code | 2 bytes | Registration result |
S TRy S IR e +
| Server Public Key | 32 bytes | Server’'s static public key
I IR T T T e +
| Certificate | Variable | Optional server certificate
o e e e o TS o e e e e e e e e m o +
Tabl e 13
9.3.9. NHP-LOG (Log)

Log upl oad nmessage from NHP- AC to NHP- Server

Chen

Expires 2

Table 14
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9.3.10. NHP-LAK (Log Acknow edge)

Confirms | og receipt:

R el Sl gl —p——_———(————————— o

| Field | Size | Description |

[ bbb oo gl e oo s s

| Log ID]| 32 bytes | Received log identifier

+---- - - - F--- - - B T I I +
Tabl e 15

10. Loggi ng and Auditing

NHP provi des conprehensi ve | ogging capabilities to support security
nmoni toring, conpliance, and forensic anal ysis.

10.1. Log Types
NHP defines the following | og categories:

Access Logs Record all access attenpts, including source identity,
ti mestanp, requested resource, and deci si on outcone.

Aut hentication Logs Record authentication events including key
exchanges, identity verification, and authentication failures.

Policy Logs Record policy evaluation decisions and the factors
consi der ed.

System Logs Record conponent health, configuration changes, and
operational events.

10. 2. Log For mat

Al'l NHP | ogs SHOULD use structured JSON format with the foll ow ng
mandatory fi el ds:
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{
"timestanp": "2025-01-01T12: 00: 00. 000Z",
"l og_type": "access",
"conponent": "nhp-ac-01",
"session_id": "abcl123...",
"user _id": "user@xanple.coni,
"device_id": "device-uuid",
"source_ip": "192.0.2.1",
"resource_id": "resource-001",
"action": "access_granted",
"details": {}

}

10.3. Log Transni ssion

NHP- AC conponents transmt | ogs to NHP-Server using NHP-LOG nessages.
| mpl enent ati ons MUST:

* Encrypt all log transm ssions using the established Noi se session
* Batch logs to reduce network overhead
* |Inplement retry logic for failed transm ssions
* Store logs locally if transmi ssion fails
10. 4. Conpliance Considerations
NHP | oggi ng supports conpliance wth:
* SOC 2 Type Il audit requirements
* @GDPR access | ogging requirements
* H PAA audit trail requirenents
* PClI-DSS | oggi hg requirenents
11. Integration with SDP

NHP is designed to integrate seam essly with existing Software-
Defi ned Perinmeter (SDP) depl oynents as defined in [ CSA SDP. Spec2. 0].

11.1. Integration Architecture

In an SDP integration, NHP conponents nmap to SDP conponents as
fol |l ows:
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11.

11.

12.

12.

2.

| NHP- Agent SDP Initiating Host |

oo +

| NHP- Server | SDP Controller |

R oo +

| NHP-AC | SDP Gat eway |

T o e e e e e oo - +
Tabl e 16

I ntegration Process

*Di scovery:* SDP Controller advertises NHP-Server endpoint to SDP
Initiating Hosts.

*Aut hentication:* SDP Initiating Host uses NHP-KNK to
aut henticate with NHP-Server instead of SPA

*Aut hori zation: * NHP- Server queries SDP Controller for policy
deci si ons.

*Enf orcenment : * NHP- AC opens ports on SDP Gat eway based on NHP- ACP
commands.

Benefits of NHP-SDP Integration

*Stronger Cryptography:* NHP' s Noi se-based key exchange provi des
better forward secrecy than traditional SPA

*Mutual Aut hentication:* Both client and server authenticate each
ot her.

*Scal ability:* NHP' s architecture supports enterprise-scale
depl oynent s.

*Extensibility:* NHP nessage types support richer interaction
patterns.

Integration with DNS

NHP can integrate with DNS infrastructure to provide stealth
resol ution of protected resources.

1.

Chen

DNS I ntegration Architecture

Expi res 25 October 2026 [ Page 25]



I nternet-Draft NHP April 2026

. + . + . +
| NHP- Agent | ---->] NHP-Server |---->| DNS Server |
| | | | | (Internal) |
S + S + S +

I I
v v
. + . +
| Public DNS | | NHP-AC |
| (No Records)| | |
S + S +
12.2. Integration Process

1. Protected resources have no public DNS records.
2. NHP-Agent authenticates with NHP-Server via NHP-KNK

3. NHP-Server returns resource |P addresses in NHP-ACK only after
successful authentication.

4. NHP- Agent can then connect to the resol ved addresses.

This prevents DNS enuneration attacks and keeps resource addresses
invisible to unauthorized users.

13. Integration with FI DO

NHP supports integration with FI DO2/ WbAut hn for strong user
aut henti cati on.

13.1. FIDO Integration Flow
1. User initiates NHP-KNK with FI DO assertion
2. NHP-Server validates FIDO assertion with FI DO server

3.  Upon successful FIDO authentication, NHP-Server proceeds with
access grant

13.2. Recovery and Fal |l back
For FI DO authentication failures, NHP supports fallback to:
*  One-Time Password (OTP) via NHP-OIP nessage
* SMS/Email verification codes

* Recovery codes
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14.

14. 1.

Security Considerations

Infrastructure Invisibility

NHP ensures infrastructure invisibility by:

*

14. 2.

Encrypting all control plane traffic using Noise Protoco
Requiring nutual authentication before any resource visibility
Mai nt ai ni ng default-deny firewall rules on all NHP-AC conponents
Supporting epheneral port allocation for data plane connections

Repl ay Attack Prevention

NHP prevents replay attacks through

*

14. 3.

Ti mestanp validation with configurable tol erance (RECOMVENDED: 60
seconds)

Uni que nonce per nessage
Sessi on-bound tokens that cannot be reused across sessions

Key Security

I mpl enent ati ons MUST:

*

14. 4.

Chen

Use cryptographically secure random nunber generators for all key
generation

Store private keys in secure enclaves or HSMs where avail abl e
I mpl enent key rotation policies

Securely erase key material when no | onger needed

Session Security

Sessi ons MJUST have configurabl e expirati on (RECOWENDED default: 4
hour s)

Sessi ons MJUST be revocabl e by NHP- Server

Sessi on tokens MUST be bound to client identity and | P address
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14.5. Denial of Service Mtigation
NHP provi des DoS resistance through:
* Cryptographic puzzles for conputationally expensive operations
* Rate limting on NHP-Server and NHP- AC
*  Cooki e-based session resunption to avoid repeated handshakes
14.6. Limtations
NHP does not protect against:
*  Conprom sed endpoints with valid credentials
* |Insider threats with legitinate access
* Attacks on the data plane after access is granted
* Social engineering attacks targeting user credentials
15. | ANA Consi derations

Thi s docunent requests | ANA to establish a new registry for NHP
Message Types with the following initial values:
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[ el s oo e gl oo
| Value | Name | Reference |
[ ettty ———— ppp—p—p—(—(—(——(—(—(—(——
| Ox00 | NHP-KPL | This document |
S D S TRy S I +
| OxO1 | NHP-KNK | This document |
Fommma - T I IRy +
| Ox02 | NHP-ACK | This docunent |
R, S R T +
| 0x03 | NHP-ACP | This docunment |
S D S TRy S I +
| Ox04 | NHP-ART | This docunent |
Fommma - T I IRy +
| Ox05 | NHP-LST | This docunent |
R, S R T +
| 0x06 | NHP-LRT | This document |
S D S TRy S I +
| Ox07 | NHP-COK | This docunent |
Fommma - T I IRy +
| Ox08 | NHP-RKN | This docunent |
R, S R T +
| 0x09 | NHP-RLY | This docunment |
S D S TRy S I +
| OXOA | NHP-AOL | This docunent |
Fommma - T I IRy +
| OxOB | NHP-AAK | This docunent |
R, S R T +
| OXxOC | NHP-OTP | This docunment |
S D S TRy S I +
| OXxOD | NHP-REG | This docunent |
Fommma - T I IRy +
| OXOE | NHP-RAK | This docunent |
R, S R T +
| OXOF | NHP-ACC | This document |
S D S TRy S I +
| 0x10 | NHP-LOG | This document |
Fommma - T I IRy +
| Ox11 | NHP-LAK | This docunent |
R, S R T +

Tabl e 17
Val ues 0x12-0xFF are reserved for future use.
16. Reference Inplenentation

An open-source reference inplenentation of NHP is available at:
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16.

16.

16.

https://github. coni OQpenNHP/ opennhp
1. Inplenmentation Characteristics

The OpenNHP reference inplenentation is designed with the follow ng
characteristics:

1.1. Menory-Safe Language

QpenNHP is inplenented in *Go (Gol ang)*, a nenory-safe progranmm ng

| anguage that elimnates entire classes of vulnerabilities comobn in
C/ C++ inpl enent ati ons:

* *No Buffer Overflows:* Go’s built-in bounds checki ng prevents
buffer overflow attacks.

* *No Use-After-Free:* Automatic garbage collection elimnates
dangling pointer vulnerabilities.

* *No Null Pointer Dereferences:* Go's type systemand nil handling
prevent null pointer crashes.

* *Race Condition Detection:* Built-in race detector helps identify
concurrency issues during devel opnent.

This choice aligns with recomrendati ons from Cl SA, NSA, and ot her
security agenci es advocating for menory-safe | anguages in critica
infrastructure software.

1.2. Cross-Platform Support

OpenNHP provi des native support across nultiple platformns:
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Ful | production support |
for x86_64, ARMVG4 |

| Wndows | Agent, Server, AC | Native Wndows service |
| | | integration |

| macCs | Agent | Desktop client with |
I | | systemintegration |

| FreeBSD | Agent, Server, AC | BSD-fanily operating |
| | | system support |

TS o e e e o o e e e e e e oo +
| Android | Agent (Library) | Mobile SDK for Android |
| | | applications |
Ry RIS Y +
| 10S | Agent (Library) | Mobile SDK for iOS |
| | | applications |
TS o e e e o o e e e e e e oo +
Tabl e 18

16.1.3. Modul ar Architecture
The i npl enentati on provi des separate binaries for each NHP conponent:
* *nhp-agent:* Cient-side agent for initiating NHP connections

*  *nphp-server:* Control plane server for authentication and
aut hori zati on

* *php-ac:* Access controller for policy enforcenent

Each conponent can be depl oyed i ndependently, enabling flexible
depl oynent topol ogies from standal one to distributed enterprise
configurations.

16.1.4. Cryptographic |Inplenentation

The reference inplementati on uses well-audited cryptographic
l'ibraries:

* *Noise Protocol:* flynn/noise library for Noise Framework
handshakes

*  *Curve25519:* golang.org/x/crypto for elliptic curve operations
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* *ChaCha20- Pol y1305: * Standard |ibrary crypto/cipher for AEAD
encryption
*  *HKDF: * gol ang. org/ x/ crypto/ hkdf for key derivation
16.1.5. Performance Characteristics
The Go inpl enentati on provides:

* *Low Latency:* Typical NHP handshake conpl etes in under 10ns on
| ocal networks

*  *Hi gh Throughput:* Single NHP-Server can handl e thousands of
concurrent sessions

* *Mnimal Footprint:* Agent binary under 15MB, | ow nenory
consunption

* *Concurrent Design:* Coroutine-based concurrency for efficient
resource utilization

16. 1. 6. Open Source Governance
The OpenNHP proj ect operates under the Apache 2.0 |icense, fostering
community col |l aborati on and transparent devel opment to accel erate
adoption and ensure rigorous peer review of its security mechani sms.
16.2. Practical Use Case: Steal thDNS
Steal thDNS is a Zero Trust DNS client powered by OpenNHP t hat
denmonstrates practical application of the NHP protocol for DNS-1evel
infrastructure hiding. It is available at:

https://github. com QpenNHP/ St eal t hDNS

Steal thDNS i npl ements the NHP-DNS integration described in this
speci fication, providing:

* *lnvisible DNS Resol ution:* Protected domai ns have no public DNS
records. Only authenticated clients can resol ve hidden service
addr esses.

*  *NHP- Power ed Aut hentication:* Uses the OpenNHP library to perform
crypt ographi ¢ NHP knocki ng before DNS resol ution

* *Transparent Local Resolver:* Runs as a |ocal DNS resol ver
(127.0.0.1:53), requiring no application changes.
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*

*Cross-Pl atform Support:* Avail able on Wndows, nmacQS, Linux,
Android, and i CS.

The Steal thDNS wor kfl ow denpnstrates the aut henticate-bef ore-connect

princi pl e:

1. Application perfornms DNS | ookup for a protected domain.

2. StealthDNS checks if the domain is NHP-protected.

3. If protected, StealthDNS perforns NHP knock with identity and
devi ce context.

4. Upon successful authentication, the NHP Controller returns
epheneral address mappi ngs.

5. StealthDNS returns valid DNS records only to authorized clients.

6. Unauthorized clients receive NXDOVAI N—t he service remains

i nvi sible.

This enforces *identity before visibility* and *authori zation before
connectivity*, denonstrating real-world application of NHP
principl es.

17.
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