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Abst r act

The Network infrastructure Hiding Protocol (NHP) is a cryptography-
based session-layer protocol designed to inplenent Zero Trust
principles by rendering protected network resources invisible to
unaut hori zed entities. By requiring authentication before connection
and operating at OSI layers 5, NHP conceals |IP addresses, ports, and
domai ns from exposure to reconnai ssance and aut omated expl oitation,
effectively reducing the attack surface. This draft defines the
architecture, nessage format, and workfl ow of the NHP protocol,
outlines its security objectives, and provi des gui dance for
integration into nodern network infrastructures and Zero Trust

depl oynent s.
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The Network-Infrastructure Hi ding Protocol (NHP) is a cryptography-
based session-layer protocol designed to operationalize Zero Trust
principles by concealing protected network resources from

unaut hori zed entities. NHP enforces authenticati on-before-connect
access control, rendering | P addresses, ports, and donmai n nanes
invisible to unauthorized users. This docunent defines the protoco
architecture, cryptographic framework, nmessage format, and workfl ow
to enabl e i ndependent inplenmentation of NHP. It also provides

gui dance for integration with Software-Defined Perineter (SDP), DNS,
and Zero Trust policy engines.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// OpenNHP. gi t hub.io/ietf-rfc-nhp/draft-opennhp-ace-nhp. htm .
Status information for this docurment rmay be found at
https://datatracker.ietf.org/doc/draft-opennhp-ace-nhp/.

Di scussion of this docunent takes place on the W5 Wrki ng G oup
mailing list (mailto:saag@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ace/. Subscribe at
https://ww ietf.org/ mailman/listinfo/saag/.

Chen Expires 22 April 2026 [ Page 2]



RFC 1 NHP Cct ober 2025

Source for this draft and an issue tracker can be found at
https://github. com QpenNHP/ i etf-rfc-nhp.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 April 2026.
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1. 1. Introduction

Since its inception in the 1970s, the TCP/IP networki ng nodel has
prioritized openness and interoperability, |laying the foundation for
the nmodern Internet. However, this design phil osophy al so exposes
systens to reconnai ssance and attack

Today, the cyber threat |andscape has been dramatically reshaped by
the rise of Al-driven attacks, which bring unprecedented speed and
scale to vulnerability discovery and exploitation. Automated tools
continuously scan the gl obal network space, identifying weaknesses in
real-tinme. As aresult, the Internet is evolving into a "Dark
Forest," where *visibility equates to vulnerability*. In such an

envi ronment, any exposed service becones an i mredi ate target.

The Zero Trust mnodel, which mandates continuous verification and
elimnates inplicit trust, has energed as a nodern approach to
cybersecurity. Wthin this context, the Network infrastructure

Hi di ng Protocol (NHP) offers a new architectural el enent:

aut henti cat ed- bef ore- connect access at the session layer. Inspired
by Coud Security Alliance’ s Single-Packet Authorization (SPA) and
Sof tware Defined Perimeter (SDP) technol ogi es, NHP advances the
concept further by using cryptographic protocols (e.g., Noise, ECQ
to obfuscate infrastructure and enforce granul ar access control

Thi s docunent outlines the notivations behind NHP, its design
obj ectives, nessage structures, integration options, and security
consi derations for adoption within Zero Trust frameworks.

2. 2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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NHP: Networ k-Infrastructure Hiding Protocol SPA: Single-Packet
Aut hori zati on SDP: Software-Defined Perineter ZTA: Zero Trust
Architecture ECC. Elliptic Curve Cryptography AEAD: Aut henticated
Encryption with Associated Data NAC. Network Access Contro

3. 3. Design bjectives
The NHP protocol is designed to:

* Elimnate unauthorized network visibility by enforcing
aut hentication prior to session establishnent.

* (Qperate at the OSI Session Layer, conplenenting existing TCP, UDP
and QUIC transports.

* Support decentralized trust using asymretric cryptography and
epheneral key exchange.

* Enabl e fine-grai ned, context-based policy enforcenent across
het er ogeneous environnents.

* |Integrate with existing Zero Trust controllers, SDP gateways, and
identity systens.

4. 1. Introduction

Since the 1970s, TCP/IP has provided universal connectivity but also
exposed every reachabl e service to reconnai ssance and attack. Mbddern
Al -driven reconnai ssance and exploitation tools can automatically

i dentify and conpromi se exposed endpoints, turning Internet
visibility into vulnerability. This docunment introduces the Network-
Infrastructure Hiding Protocol (NHP), a session-layer mechani smthat
enforces aut henti cat ed-bef ore-connect access, ensuring that only
authorized clients can detect and reach protected resources.

NHP bui |l ds upon foundational work in the Coud Security Alliance’ s
Sof t war e- Defi ned Perinmeter (SDP) and Singl e- Packet Authorization
(SPA) framewor ks, extending themw th nodern asymetric cryptography
and Noi se Protocol -based nutual authentication. NHP replaces
traditional perineter visibility with a cryptographically controlled,
context-aware trust fabric.

Chen Expires 22 April 2026 [ Page 5]



RFC 1 NHP Cct ober 2025

5. 2. Term nol ogy and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

NHP: Networ k-Infrastructure Hiding Protocol SPA: Single-Packet
Aut hori zati on SDP: Software-Defined Perinmeter ZTA: Zero Trust
Architecture ECC. Elliptic Curve Cryptography AEAD: Authenticated
Encryption with Associated Data NAC. Network Access Contro

6. 3. Design Objectives
The NHP protocol is designed to:

* Elimnate unauthorized network visibility by enforcing
aut hentication prior to session establishnent.

* (Operate at the OSI Session Layer, conplenenting existing TCP, UDP
and QUIC transports.

* Support decentralized trust using asymetric cryptography and
epheneral key exchange.

* Enabl e fine-grained, context-based policy enforcement across
het er ogeneous environnents.

* |Integrate with existing Zero Trust controllers, SDP gateways, and
identity systens.

7. 4. Architectural Overvi ew

NHP operates as a distributed session-layer protocol that enforces
aut henti cati on-bef ore-connect access between clients and protected
resources. The architecture includes three prinmary conmponents:

*  *NHP-Agent* a client-side process or SDK that initiates
conmmuni cation with the protected network by generating and sendi ng
an NHP- KNK nessage to the NHP-Server. |t perforns cryptographic
key exchange and aut henticati on using Noi se-based handshakes.

*  *NHP-Server* the core control-plane service that receives and
val i dat es NHP- KNK nessages, authenticates the NHP-Agent, and
det erm nes access decisions. The NHP-Server interfaces with
external *Authorization Service Providers (ASP)* or | AM systens to
eval uate identity, context, and policy. It also manages
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conmuni cation wi th NHP-AC conponents, instructing themto open or
cl ose access paths. Functionally, the NHP-Server maps to the
*Policy Administrator* role defined in *NI ST SP 800-207 Zero Trust
Architecture*, responsible for policy evaluation and deci si on-
maki ng.

*  *NHP- AC (Access Controller)* the enforcement conmponent residing
I ogically or physically near protected resources. Upon receiving
an NHP- ACP command from t he NHP-Server, the NHP-AC updates its
access control tables, tenporarily allow ng the NHP- Agent to reach
the protected resource. It automatically reverts to the default-
deny state when the session expires. The NHP-AC corresponds to
the *Policy Enforcenent Point (PEP)* in N ST SP 800-207
term nol ogy.

In this nodel, authentication, authorization, and access enforcenent
are strictly decoupled. The NHP-Agent never directly accesses the
NHP- AC wi t hout prior validation by the NHP-Server. This structure
supports horizontal scalability and allows nultiple NHP-Servers and
NHP- ACs to operate in cluster configurations for redundancy and high
availability.

7.1. 4.1 Conponent Interactions and Depl oynent Mbdel s

NHP components can be deployed in different configurations depending
on the size and topol ogy of the protected network:

* *Standal one Depl oynent:* For small environnents or testing
scenari os, the NHP-Server and NHP- AC can coexi st on the sane host.
This configuration sinplifies setup while nmaintaining ful
prot ocol conpliance.

* *Clustered Deploynment:* In enterprise or cloud environnents,
mul tiple NHP-Servers can be deployed in a | oad-bal anced cl uster
Each server manages a pool of NHP-AC instances distributed across
data centers or network segments. The NHP-Agent dynamnically
di scovers the nearest NHP-Server through DNS or bootstrap
confi guration.

* *Edge AC Depl oynent:* Edge nodes (e.g., gateways, routers, or
m cro-segnentation agents) can host |ightwei ght NHP- AC conponents.
These edge ACs enforce fine-grained policies close to workl oads,
i mproving latency and fault isolation.
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* *Multi-Tenant Deployment:* In service-provider or nulti-cloud
environments, each tenant can operate an i ndependent NHP- Server
whil e sharing an underlying AC infrastructure. The NHP protocol’ s
nanespace isol ati on ensures conplete tenant separation through
i dentity-scoped keys and per-tenant policy databases.
This nodul ar architecture provides flexibility for diverse Zero Trust
envi ronment s—from on-preni ses datacenters to gl obal cloud
infrastructures—while maintaining the core NHP principl es of
invisibility, least privilege, and continuous verification
8. 5. Protocol Wrkflow
8.1. 5.1 Control Plane vs Data Pl ane
The *Control Pl ane* carries cryptographi c authentication and
aut hori zation informati on anong NHP- Agent, NHP-Server, NHP-AC, and
optional external *Authorization Service Providers (ASP)*. The *Data
Pl ane* carries application data between the resource requester (NHP-
Agent host) and the protected resource, but only after NHP-AC
explicitly authorizes access. This strict separation enforces the
_aut henti cat e-before-connect__ principle.
8.2. 5.2 NHP Workfl ow Steps
1. NHP- Agent sends *NHP- KNK* to *NHP- Server*.
2. NHP-Server validates and queries *ASP*.
3. ASP returns authorization decision
4. NHP- Server sends *NHP- AOP* to *NHP- AC*.
5. NHP-AC enforces and replies with *NHP- ART*.
6. NHP-Server sends *NHP- ACK/ AOP* to *NHP- Agent*.
7. NHP- Agent connects using *NHP- ACC*.
8. NHP-Server and NHP-AC nmi ntai n *Keepal i ve/ Logs*.

9. Logs uploaded for conpliance and auditing.
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8.3. 5.3 Sequence Di agram

NHP- Agent NHP- Server NHP-AC ASP / IAM |[--- NHP-KNK ---> | | | | |--
Auth Query ------------ommomon >| | |<-- Auth Result
——————————————————————— | | |-- NHP-ACP (open-door) -->| | | |<--
NHP- ART (result) ----- | | |<-- NHP-ACK/ACP --| | | |--- NHP-ACC
---------------------------- >| | | <============ Data Access Session
::::::::::::::>| | | |-- NHP-LOG / LAK --------- >| |

9. 6. Cryptographic Franmework
NHP enpl oys the *Noi se Protocol Framework* using the *XX* handshake
pattern by default for full forward secrecy and identity protection,
or *K* pattern for performance-optinized one-way initiation.
Recomended primtives:
*  DH function: Curve25519
* G pher: ChaCha20-Pol y1305
* Hash: SHA-256
* Key Derivation: HKDF

10. 7. Message Structure

[& ool oo oo o s e s
| Field | Size | Description |
[ e oo e e e e e e e e e e e s s s e e
| Version | 1 byte | Protocol version (0x01) |
S S o m oo +
| Type | 1 byte | Message type code |
o e TS T +
| Fl ags | 1 byte | Control flags |
Fom e R o m o oo +
| Nonce | 12 bytes | AEAD nonce for replay protection |
S S o m oo +
| Timestamp | 8 bytes | UN X epoch tine (mns) |
o e TS T +
| Payload Length | 2 bytes | Encrypted payl oad | ength |
Fom e R o m o oo +

Table 1

Chen Expires 22 April 2026 [ Page 9]



RFC 1 NHP Cct ober 2025

11. 8. Security Considerations

NHP ensures infrastructure invisibility by encrypting all handshake
traffic and perform ng nutual authentication before connection
establishnent. |nplenentations MJIST use strong ECC keys, prevent
replay, and nmaintain session expiration enforcenent.

12. 9. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
13. 10. Reference |Inplenentation

An open-source reference inplementation of NHP is available at:
*https://github. coml OpenNHP/ opennhp (https://github. com CoenNHP/
opennhp) *
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