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Abst ract

Thi s docunent describes a problem statenent regardi ng the chall enges
and requirenents for ensuring and nonitoring the security status of

net wor ks operating in conplex environnents, such as hybrid or m xed

cl oud systens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 10 April 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

Recently, virtualized resources such as cloud conputing
infrastructure rapidly replace traditional types of network/conpu

2025
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ting

environments such as |ocal servers or on-prenises conputer clusters

I'n such kind of infrastructure, information of physical resources
such as servers, local network, network routers, etc. are hidden
users in trade with flexibility, service redundancy and costs as
wel | . Cryptographi c comunications such as TLS, |Psec, etc. are
typically used to protect comunication into/out of such systens
eavesdroppi ng and tanperi ng.

However, there are many use cases where service still depends on
security nature of underlying physical resources, instead of just
encrypting the conmuni cation

* Traffic anal ysis on encrypted comruni cation nmay reveal partia
i nformati on of the payl oad;

from

from

t he

* Juridical requirement (such as personal data protection) demands

sonme specific property (such as governing | aws, geol ogica
positions, operators) to be checked;
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* Denial -of -service and several other attacks may not be prevented
by encryption only.

For such high-security applications, we need sone technica
infrastructure for continuously checking the properties and statuses
of underlying network and intermediate nodes. |In a non-virtualized,
sel f-managed setting, there are several existing technol ogies (e.g.
NETCONF, path validation, etc.) for acquiring such statuses.

However, these are not enough for virtualized, nulti-stakehol der
setting of nodern cloud infrastructure.

Thi s docunent gives a first-stage problem anal ysis for ensuring and
monitoring the security status of the network used under conpl ex
net wor k environnents such as hybrid cloud or mxed cl oud settings.

Thi s docunent provides (1) a problem statenent and gap anal ysis, and
(2) a non-normative outline of potential solution directions. It
does not define protocol requirements.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Backgr ound
Mul ti-cloud and Hybrid C oud Systens

Concepts of nmulti-cloud and hybrid clouds are defined in
[1SO I EC-5140]; in short, nulti-cloud is a systemwhere a single
service is inplenmented using two-or-nore independently operated cloud
services. Hybrid cloud systens conpose two or nore conputation
environments having different nature of operation, security level or
ot her aspects, at least one of which is typically a public cloud
service. Oten, subsystens on privately-operated cloud, on-prem ses,
or edge networks are connected with public cloud infrastructure by
network to construct a single hybrid cloud system
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Hybrid cloud systens are, in general, constructed when the security
or other provisions of public cloud systenms are not sufficient for a
part of information or a subsystem conponent (if not, a sinple public
or multi-cloud environnent is sufficient). At the sane tine, there
are often requirenents where sone benefits (scalability, costs,
resilience, maintainability etc.) of public cloud systens are
beneficial (if not, sinple on-preni ses deploynment is enough). This
m xed, seenmingly conflicting requirenment nakes it difficult to ensure
the monitoring of security for hybrid cloud systens.

2.2. Security Inplications of Hybrid C ouds

Mul ti-cloud and hybrid cloud systens require systeminterna
communi cati ons fl ow ng beyond the boundary of single cloud systens.
In the sinplest case, it can be inplemented using authenticated TLS
or HTTPS communi cations via public Internet infrastructure. For

hi gh-security systens, it is often inplenmented using dedicated
channel s of conmmuni cations, such as VPNs, private peering, or even
dedi cated optical fiber channels. To maintain the security of whole
systens, nonitoring integrity of such dedicated channels is

mandat ory.

Furthernore, with | P-based software systens, there is |lot nore
dependency to ensure such secure communi cations. |n other words,
there are a lot nore surfaces for attacks. For exanple, if a DNS
record is either tanpered or m sconfigured, conmunication intended to
go through a secure channel mght be routed to public channels. |If
there is a msconfiguration for routing, the traffic m ght go public.
Enunmerating and coll ecting status of such dependency is underni ned
currently.

3. Pr obl em St at enment

There is a |lot of technol ogy al ready avail abl e and useful for such
pur poses.

*  SAVNET (Source Address Validation in Intra-domain and Inter-donmain
Net wor ks) [ SAVNET- CHARTER] provides a way to ensure validity of
incomng traffic and possi bly bl ocking any rogue packets.

*  SRv6 [ RFC9819] provides control of intended routes for individua
| Pv6 packets between networks.

* RPKI [ RFC6480] provides control and trust anchors for the security
or inter-domain routing.
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However, to ensure the security of the whole hybrid cloud
infrastructure, we still have to address the foll ow ng aspects, which
seemto be | acking solutions currently.

3.1. The Nature of Muiltiple Operators/Stakehol ders

Hybrid cloud systens depend on a | ot of resources which are not under
the control of the application systemoperators. Public clouds (both
|l aaS and SaaS) are operated by external service providers. They have
their own policy for their operations, and they have their own

deci sions for nmaintaining or replacing any of the providing hardware/
sof tware resources, provided that their service-level agreements
(SLAs) are rmet.

This makes it non-satisfactory to expose information of al

i ntermedi ate network nodes to the final application operators.

First, detailed infornmation on design and inpl enentati on of the cloud
infrastructure is confidential information and inportant properties
of the cloud providers. Moreover, sone extent of independence

bet ween application operators (users or cloud infrastructure) and
cloud service providers are critical for maintaining cost

ef fectiveness, mamintainability, security etc. of the cloud services.

3.2. Determnation of the "Correct" States

In a small-scal e, hand-crafted network, determ ning whether the
current running state of the network is intended or not is a
relatively sinple question. However, in the conmplex multi-cloud
systens, it is quite hard or even inpossible problemto determ ne
that, even if we had been possible to know all the details of the
runni ng state of the whole global network. To deternine that, we
al so have to know about the design principle and hi dden assunptions
about the operation of each single network.

3.3. Shared Infrastructure and Information Leakage

The infrastructure of the cloud systemis deeply shared anong severa
clients. Although sonme information on the operational status at
cloud service side is required to check the reliability of the user-
side applications, exposing the raw operational paraneters to sone
clients may reveal security-critical information of other clients.

Bef ore exposing the cloud-side status, it nust be cooked and filtered
so that information only relevant to a specific client is included.
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3.4. Virtualized Infrastructure

Many cl oud resources, not only conputation nodes but al so network
routers, swtches, VPN endpoints, etc., are virtualized and provided
via infrastructure-as-code (laC) systens. Unlike physical routers
and switches, deternmination of virtual intermediate nodes in the
traffic path does not nean its physical |ocations, physica
properties, and security natures. (Ilmagine how we can anal yze
results of traceroute or ICVMP ping via virtual private network.)

If there are any virtual nodes, physical properties of its underlying
infrastructure nay have to be traced and checked to ensure security
and integrity. This requires cooperation of virtual resource

provi ders or cloud providers and integration with their

i nfrastructure nmanagement systens.

3.5. Risks Beyond Network Layers

Today, many network systens are nanaged via conplex systens. This
means any invasion to the |IT-side assets of those managenment systens
wi Il cause severe risks to the network |layers. These assets include
(and are not limted to) software asset managenent, software

vul nerability, |D managenent, etc.

To correctly evaluate risks of the whole network operations, we nust
al so care about the risks of these nanagement systens as well.

4. Security Considerations
The | ack of conprehensive security nonitoring in hybrid cloud
environments creates several critical security risks that this
docunent addresses:

4.1. Invisible Attack Vectors

Current hybrid cl oud depl oynents create numerous blind spots where
mal i ci ous activities can occur undetected:

* *Traffic Msdirection*: DNS tanpering or routing m sconfigurations
can redirect secure traffic through conprom sed or unintended
pat hs wi thout detection

* *Virtual Infrastructure Exploitation*: Attacks targeting

hypervi sors or virtual network conponents remain invisible to
traditional network nonitoring
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4. 2.

*Cross-Tenant | nformation Leakage*: Shared infrastructure nay
enabl e side-channel attacks or resource-based information
di scl osure between different cloud tenants

Conprom sed Trust Assunptions

The nul ti-stakehol der nature of hybrid clouds breaks traditiona
security perinmeters

*

4. 3.

*Fragnented Visibility*: No single entity has conplete visibility
into the security posture, creating gaps that attackers can
expl oi t

*Uncl ear Responsibility Boundaries*: Security incidents may go
undet ect ed when responsibilities are unclear between cl oud
provi ders and users

*Supply Chain Vulnerabilities*: Dependencies on nultiple cloud
provi ders increase the attack surface through potential conprom se
of any provider

Persi stent Security Degradation

Wt hout proper nonitoring capabilities, security posture deteriorates
over tinme:

*

4. 4.

*Configuration Drift*: Gadual msconfigurations accunul ate,
creating vulnerabilities that remai n undetected

*Stale Security Policies*: Security rules beconme outdated as
i nfrastructure evol ves, but changes go unnoti ced

*Del ayed | nci dent Response*: Security incidents remain undetected
for extended periods, allowi ng attackers to establish persistence

Anplified Attack I mpact

The interconnected nature of hybrid clouds amplifies the inmpact of
successful attacks:

*

a WA

*Lateral Mvenent*: Conpromni sed conmponents can serve as stepping
stones to access other parts of the hybrid infrastructure

*Cascadi ng Failures*: Security incidents in one cloud provider can
propagate to ot her components of the hybrid system

*Data Exfiltration*: Sensitive data nmay traverse nultiple
untrusted networks without adequate nonitoring
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6.

6.

6.

Any sol uti on addressing these problenms nmust carefully bal ance
security nonitoring requirenents with the protection of sensitive
infrastructure information and the preservation of nulti-stakehol der
operational independence.
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Thi s docunent has no | ANA acti ons.
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