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Abst r act

Thi s docunent provides best current practices for inplenenting and
depl oying QAuth 2.0 Transacti on Tokens as specified in draft-ietf-
oaut h-transacti on-tokens. Transaction Tokens (Txn-Tokens) enable
wor kl oads in a trusted domain to preserve and propagate user identity
and aut horization context across service boundaries during the
processi ng of external programmatic requests. This BCP addresses
practical depl oynment considerations including token service
architecture, size nmanagenent, propagation patterns, validation
strategies, and operational nmonitoring that are essential for secure
and effective inplenentation in production environnments.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://exanpl e. coml LATEST. Status information for this docunment may
be found at https://datatracker.ietf.org/doc/draft-oauth-
transacti ont okens-bcp/.

Source for this draft and an issue tracker can be found at
https://github. com ashayr aut/oaut h-transacti ont okens-best-current -
practi ce.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 July 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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Modern distributed systenms built on mcroservice architectures face a
fundanental chall enge: mmintaining security context as requests

traverse multiple service boundari es.

When an externa

act or

initiates an APl request, the user identity and authorization context

must be preserved and made available to al

downstream i nt er na

m croservices involved in processing that request. Wthout a

st andar di zed mechani sm organi zations resort to ad-hoc solutions that
i ntroduce security vulnerabilities, operational conplexity, and

i nteroperability chall enges.
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1.

3.

3.

The QAuth 2.0 Transaction Tokens specification (draft-ietf-oauth-
transacti on-t okens) addresses this chall enge by defining a token
format and exchange protocol that enabl es secure context propagation
across internal mcroservices within trusted domains. However, the
specification focuses on protocol nechanics rather than depl oynent
practices. Real-world inplenentations face additional chall enges
including |l atency constraints, token size limtations, schema

evol ution, propagation reliability, and operational nonitoring.

2. Purpose of the BCP

This Best Current Practice docunent provides inplenenters with

gui dance derived from production depl oyments of Txn-Token systens.
It addresses practical considerations that fall outside the scope of
the protocol specification but are critical for successfu

depl oynent. The recomendations in this docunent are based on
operational experience with |arge-scale mcroservice environnents
where hundreds of internal microservices nmust coordinate security
cont ext propagation across conplex call chains.

This BCP is intended for: - Organizations inplenmenting Transaction
Token Services - internal mcroservice devel opers integrating Txn-
Token support - Security architects designing authorization systens -
Operations teans nonitoring token propagation

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119. This
docunent uses terninology fromdraft-ietf-oauth-transaction-tokens

i ncludi ng "Transaction Token" (Txn-Token), "Transaction Token
Service", "trusted dommin", and "authorization context".

Best Current Practices

1. Transaction Token Service |nplenmentation
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3.1.1. Service Architecture

Organi zati ons SHOULD setup Transaction Token Service (TTS) which
hosts functionality to issue token, replace token and ot her Txn-Token
related functionality. Organizations SHOULD prefer architectures
where the authorization service that authenticates and authori zes
external actors, invokes the TTS for getting Transacti on Token as
part of authentication and authorization requests and pass Txn-token
as well with it. This way, it avoids an explicit calls from externa
endpoint to TTS and | esser code changes in external services.
Additionally, all internal mcroservices that want to repl ace tokens
SHOULD connect directly to TTS. This architecture strikes bal ance
bet ween the options to either have authorization service host all TTS
functionality or external services needing to connect TTS

3.1.2. Context Selection

Transacti on Token Services MJST include all mandatory clai ns defined
in draft-ietf-oauth-transaction-tokens. However, services SHOULD NOT
include all optional contexts by default. Optional contexts such as
transaction context (tctx) or customclainms MJST be added only when
explicitly requested.

Organi zations SHOULD provide client libraries that offer interfaces
for requesting Txn-Tokens with specific optional contexts. This
approach prevents token bl oat while ensuring that services can obtain
the context they require. Wen an optional context cannot be added
due to parsing errors, format violations, or unavailability, the
Transaction Token Service MJST NOT fail the token issuance. |nstead,
it SHOULD issue the token without that specific context and MAY | og
the condition for operational nonitoring.

3.2. Token Size Managenent
3.2.1. Size Limts

Transacti on Token Services MJST NOT issue tokens |arger than 4KB
VWi |l e HTTP specifications do not mandate maxi num header sizes, conmon
web server inplenentations inpose limts to prevent Denial of Service
attacks. Apache defaults to 8KB maxi mum header size, but

organi zations nust account for other headers in the same request. A
4KB Iimt for Txn-Tokens provi des reasonabl e headroom whil e
preventing operational issues.

Organi zati ons SHOULD i npl ement nonitoring on token size to detect
trends toward the limt. Services that consistently approach size
limts indicate either excessive context inclusion or the need for
context relocation strategies.
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3.2.2. Context Relocation

VWhen aut hori zation context exceeds 4KB, Transaction Token Services
SHOULD i npl enent a rel ocati on endpoint. The service stores oversized
contexts in a separate data store using the Txn-Token identifier as
the primary key. The Txn-Token itself contains only a reference to
the rel ocated context.

Client libraries for token validation SHOULD transparently handl e
context relocation. Wen an internal microservice requests a context
that has been relocated, the library fetches it fromthe rel ocation
endpoint. This pattern mirrors Policy Information Points in
Attribute-Based Access Control (ABAC) systens where additiona
attributes are retrieved at runtine.

Context relocation introduces additional |atency and failure nodes.
Organi zations SHOULD treat rel ocati on as an exception rather than the
normal case. Mbnitoring SHOULD track relocation frequency to
identify services that consistently require excessive context.

3.3. Token Lifetime and Expiration

Transaction tokens SHOULD have a time-to-live of |less than 5 m nutes.
Organi zati ons SHOULD determ ne appropriate lifetines by working
backward from | atency Service Level Agreenments (SLAs) defined for

ext ernal endpoints.

Short token lifetimes reduce the wi ndow for token conprom se and
limt the inpact of token m x-up scenarios. However, |ifetinmes nust
acconmodat e the | ongest expected call chains in the SOA

Organi zati ons SHOULD neasure actual request processing tines and set
token lifetimes to exceed the 99th percentile by a reasonabl e margin.

When tokens expire during request processing, services MJST NOT
automatically request new tokens. Expired tokens indicate either
excessively long call chains or perfornmance problens that require

i nvestigation. Services SHOULD fail requests with expired tokens and
emt telenetry for operational nonitoring

3.4. Schema Gover nance
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3.4.1. Context Visibility

Organi zati ons MJST govern the contexts added to Txn-Tokens. Once a
context appears in a Txn-Token, it becones visible to all services in
the call chain. Services may devel op dependenci es on these contexts
in ways not anticipated by the context provider. This phenonenon
follows Hyrumis Law. with sufficient consumers, all observable

behavi ors of a systemw |l be depended upon by sonebody.

Bef ore addi ng a new context to Txn-Tokens, organizations MJST
consider the inplications of making that context universally visible.
If a context represents an identifier or concept known only to
services early in the call chain, adding it to the Txn-Token exposes
it to all downstream services. Those services may devel op busi ness

| ogi ¢ dependencies on the context, not just security dependenci es.

When the format or semantics of a widely-visible context nmust change,
the organi zation faces a painful mgration process. Al services
that depend on the context nust be identified, updated, and depl oyed.
Organi zati ons SHOULD prefer addi ng new contexts with different nanes
rat her than changi ng existing contexts when senmantic changes are
required.

3.4.2. Backward Conpatibility

Organi zations MJST inpl ement backward conpatibility tests for Txn-
Token contexts. Automated tests SHOULD verify that changes to
context format or structure do not break existing consunmers. These
tests SHOULD run as part of the continuous integration pipeline for
the Transaction Token Servi ce.

Backward compatibility testing beconmes increasingly inmportant as the
nunber of services consum ng Txn- Tokens grows. Wthout automated
verification, format changes risk cascading failures across the SQA

3.5. Token Propagation
3.5.1. Propagation Contro

Organi zati ons MJUST prevent Txn-Tokens from propagati ng outside the
trusted domain. Wile tokens contain encrypted sensitive data,
organi zati ons SHOULD i npl emrent explicit controls to block externa
propagati on. Propagation libraries MJST detect when an interna

m croservice attenpts to include a Txn-Token in a request to an
ext ernal endpoint and MJST renove the token fromthat request.
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Thi s defense-in-depth approach protects agai nst nmisconfiguration and
i mpl ementation errors. Even if token encryption remains secure,
preventing external propagation elimnates entire classes of
potential vulnerabilities.

3.5.2. Propagation Libraries

Organi zati ons SHOULD provi de standardi zed propagation libraries that
handl e token lifecycle within an internal mcroservice workl oad
processing. These libraries MJST extract the Txn-Token fromthe

i ncom ng HTTP header, store it in request-scoped nenory, add the
token to outgoing request headers, and clear it from nmenory when
request processing conpl etes.

St andardi zed |ibraries provide several benefits. First, they enforce
propagati on controls including external blocking to avoid the token
flowi ng outside your trust boundary. Second, they can be used to
consistently emt telenetry about token initiation, propagation, and
validation. Third, they provide a centralized point for inplenmenting
fal |l back behavi ors when tokens are m ssing.

3.5.3. Propagation Reliability

Organi zati ons SHOULD nonitor propagati on success rates across the
SOA. Unl ess propagati on success reaches 100% for a given call chain,
services cannot reliably enforce authorization policies based on Txn-
Token contents. Services MJST inpl ement reasonable fallback

behavi ors when tokens are absent.

Propagation libraries MAY inplenent automatic token initiation when
an incom ng request |acks a Txn-Token. The library requests a

pl acehol der token fromthe Transacti on Token Service indicating that
no context was received at the current service. This placehol der
enabl es downstream services to identify where propagation broke in
the call chain, facilitating operational debugging.

3.5.4. Token M x-up Prevention

Token m x-up represents the nost severe propagation risk. M x-up
occurs when a token intended for one request is incorrectly attached
to a different request. |If token Tl is nmeant for request Rl and
token T2 for request R2, but T2 is sent with Rl due to a propagation
bug, actors nay access data they are not authorized to see.
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Token m x-up scenarios are difficult to detect because they may not
cause obvious failures. The request succeeds but with incorrect
aut hori zation context. Organizations MJST inpl enent request-scoped
token storage in propagation libraries to prevent m x-up. Tokens
MUST be associated with specific request contexts and MJST NOT be
stored in shared or global state.

Organi zati ons SHOULD i npl ement testing strategies that deliberately
attenpt to cause token m x-up under concurrent |oad. These tests
verify that propagation libraries correctly isolate tokens across
concurrent requests.

3.5.5. Trust Boundary Handling

When requests cross trust boundaries within the organization,
propagation |ibraries MJST either block token propagation or repl ace
token contents with appropriately scoped contexts. Organizations
SHOULD define trust boundaries explicitly and configure propagation
libraries with boundary detection |ogic.

At trust boundaries, services MAY request new Txn-Tokens fromthe
Transaction Token Service with contexts appropriate for the target
trust domain. This approach nai ntains context propagation while
respecting security boundari es.

3.5.6. Cache Considerations

The introduction of Txn-token provides nore informati on now to the
entire mcroservice architecture graph. There are Services in the
graph that cache data to avoid calling dependent services multiple
times. Now, they SHOULD consi der Txn-Token contexts to be included
in the cache keys. If not included, there is a risk that incorrect
data is vended out or cache hit is inpacted because the dependent
services mght be using the Txn-Token contexts for conputing the
results which mght get cached

Organi zati ons SHOULD provi de gui dance to workl oad devel opers on cache
key constructi on when Txn-Tokens are involved. Cache invalidation
strategi es MIST account for context changes that affect cached data.

3.6. Token Validation
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3.6.1. Validation Libraries

Organi zati ons SHOULD provi de standardi zed validation libraries that
handl e signature verification, decryption, and token parsing. These
I'ibraries SHOULD synchroni ze cryptographic keys in the background,
ensuring that services always have current keys for verification and
decrypti on.

Validation |ibraries SHOULD decode Txn-Tokens into strongly-typed
obj ects appropriate for the inplenmentation | anguage. This approach
prevents parsing errors and provides conpile-tinme verification of
context access patterns.

3.6.2. FError Handling

Validation libraries SHOULD emt standardized error codes for comon
failure conditions including expired tokens, nal fornmed tokens, and
signature verification failures. These error codes enabl e consistent
operational nonitoring across the SOA

3.6.3. Fal | back Policies

Servi ces SHOULD NOT automatically fail requests when Txn-Tokens are
m ssing or invalid. Oganizations MJST define fallback policies that
bal ance security with user experience. Fallback policies MAY include
serving redacted data, linmting functionality, or requesting step-up
aut henti cati on.

The appropriate fall back depends on the sensitivity of the requested
operation. Services accessing highly sensitive data MAY require
valid Txn-Tokens and fail requests when tokens are absent. Services
providing | ess sensitive functionality SHOULD i npl enent gracef ul

degr adat i on.

3.7. Telenetry and Monitoring
3.7.1. Adoption Mnitoring

Transaction token adoption in |arge SOA environnments takes tine.
Organi zati ons SHOULD i npl ement conprehensive telenetry to nonitor
adoption progress, propagation reliability, and validation patterns.

When organi zati ons provide standardi zed libraries for token
initiation, propagation, and validation, telenmetry |ogic SHOULD be
enbedded in those libraries. This approach ensures consistent
telenmetry across all services wthout requiring individual workload
i mpl ement ati ons.
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3.7.2. Telenmetry Aggregation

Servi ces SHOULD aggregate telenetry locally before transmitting to
centralized nonitoring systens. Local aggregation reduces network
over head and enabl es hi gher-frequency sanpling w thout overwhel m ng
moni toring infrastructure.

Centralized nonitoring systens SHOULD store telenmetry in data

war ehouses that support analytical queries. O ganizations SHOULD
i npl ement automated nonitors that alert on significant changes in
propagation rates, validation failures, or token expiration rates.

3.7.3. Key Metrics

Organi zati ons SHOULD monitor the followi ng key metrics: - Token
initiation rate by service - Propagation success rate by call chain -
Token expiration rate during request processing - Validation failure
rate by error type - Token size distribution - Context relocation
frequency

These netrics provide visibility into Txn-Token health across the SOA
and enable rapid identification of deploynent issues.

3.8. Key Managenent

Organi zations MJST inpl ement secure key managenent practices for Txn-
Token cryptographic operations. Key managenent SHOULD fol |l ow t he
gui delines in RFC 4107 "CQuidelines for Cryptographic Key Managenent".

Transaction Token Services MJST support key rotation wi thout service
disruption. Validation libraries MJST support multiple concurrent
keys to enabl e zero-downtime rotation. Organizations SHOULD aut omat e
key rotation on a regul ar schedul e.

3.9. Batch Processing pattern

QAut h Transaction Tokens are designed to propagate security context
through a call chain within a trust domain. To maintain a high
security posture without the overhead of a gl obal revocation
infrastructure, these tokens are short-lived (typically mnutes). In
many nodern architectures, a transaction nay be asynchronous. For
exanpl e, a request may be placed on a nessage queue (e.g., Kafka,
Rabbi t M)) and processed by a worker service hours or days later. By
the tinme the worker resunes the transaction, the original Transaction
Token has expired.
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3.

3.

4.

4.

4.

Bat ch Token (Voucher): A long-lived, opaque, or encrypted token
representing the transaction context during a period of rest.
Initiator: The internal mcroservice that receives a Transaction
Token and requests a Batch Token before an asynchronous pause.
Rehydrator: The internal mcroservice that takes a Batch Token and
exchanges it for a fresh, short-lived Transaction Token to resune
processi ng.

9.1. Initiation (Pausing the Transacti on)

When a internal microservice determines that a transaction will
exceed the TTL of the current Transaction Token (TraT), it SHOULD
request a Batch Token fromthe Transacti on Token Service (TTS). The
request to the TTS SHOULD include: * The current valid TraT. * The
i ntended "use case I D' or "nanmespace" to constrain the token

The TTS returns a Batch Token with a TTL suitable for the
asynchronous delay (e.g., 24 hours to 7 days).

9.2. Rehydration (Resumi ng the Transaction)

When a worker service (the Rehydrator) picks up the task, it MJST NOT
use the Batch Token directly to call downstream services. |nstead,

it MUST exchange the Batch Token at the TTS for a fresh TraT. The
TTS SHALL: 1. Verify the Batch Token's signature and expiration. 2.
Validate that the Rehydrator is authorized for the specific "use case
I D' or "nanespace" enbedded in the Batch Token. 3. [Issue a new,
short-lived TraT containing the original clains (e.g., subject,
original requester |IP)

Security Considerations
1. Token M x-up Prevention

Token m x-up represents a critical security risk. Organizations MJST
i mpl ement request-scoped token storage and MJUST test for mx-up
scenari os under concurrent |oad. Token mix-up can result in

unaut hori zed data access wi thout obvious systemfailures, making it
particul arly dangerous.

2. Trust Boundary Controls

Organi zati ons MJST define trust boundaries explicitly and MJST
i mpl ement controls that prevent inappropriate token propagation
across those boundaries. Failure to control propagation at trust
boundari es can expose sensitive contexts to unauthorized services.
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4.3. Cache Security

Servi ces that cache data based on Txn-Token contexts face security
risks if cache keys do not incorporate all relevant contexts.

Organi zati ons MJUST provi de gui dance on secure cache key construction
and MJUST audit caching services for correct context handling.

4.4, Fal | back Mechani sns

Wi | e fall back nmechani snms i nprove availability, they can introduce
security vulnerabilities if not carefully designed. O ganizations
MUST ensure that fallback policies do not inadvertently grant
excessi ve access when Txn-Tokens are absent. Fall back policies
SHOULD be explicitly docunented and reviewed by security teans.

4.5. Token Lifetinme

Short token lifetimes reduce the wi ndow for token conprom se but may
cause operational issues if set too aggressively. O ganizations MJST
bal ance security considerations with operational requirenents when
setting token lifetines.

4.6. External Propagation

Preventi ng Txn-Tokens fromleaving the trusted domain is critical
Organi zations MJST inplenment multiple |ayers of defense including
l'ibrary-1evel controls, network-level filtering, and nonitoring for
external propagation attenpts.

4.7. Batch processing security consideration

4.7.1. Token Constraining
Bat ch Tokens MUST be sender-constrai ned or scoped to specific
nanespaces. This prevents a conprom sed service from"stealing" a
Batch Token from a queue and successfully ninting a Transaction Token
for an unrelated fl ow.

4.7.2. Data Miutability and Consent
Asynchronous del ays increase the risk that the underlying
aut hori zati on context has changed (e.g., a user has revoked consent).

The TTS SHOULD perform a "freshness check” during rehydration for
clainms marked as nutabl e or sensitive.
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4.7.3. Infinite Exchange Prevention
To prevent a transaction fromliving indefinitely through repeated
rehydrations, the TTS SHOULD i npl ement a maxi num chai n depth or total
transaction lifetime counter within the token metadata.
5. |1 ANA Consi derations
Thi s docunent has no | ANA acti ons.
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