Net wor k Wor ki ng G oup A. RAUT
I nternet-Draft Amazon
I ntended status: Informational 11 April 2026
Expires: 13 Cctober 2026

Transaction Tokens For Agents
draft-oaut h-transacti on-tokens-for-agents-06

Abst r act

Thi s docunent specifies an extension to the QAUTH TXN TOKENS
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-oauth-
transacti on-tokens. htm ) to support agent context propagation wthin
Transaction Tokens for agent-based workl oads. The extension defines
the use of the act field to identify the agent perform ng the action,
and | everages the existing sub field (as defined in the base
Transacti on Tokens specification) to represent the principal. The
sub field is populated according to the rules specified in QAUTH TXN
TOKENS (https://drafts. oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ), based on the ’subject_token’ provided
in the token request. For autononbus agents operating i ndependently,
the sub field represents the agent itself. These nechani sns enabl e
services within the call graph to nmake nore granul ar access contro
deci si ons, thereby enhancing security.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ashayraut. gi t hub.i o/ oaut h-transacti ont okens-for-agents/draft-
oaut h-transacti on-tokens-for-agents. htm. Status information for
this docunment may be found at https://datatracker.ietf.org/doc/draft-
oaut h-transacti on-t okens-for-agents/.

Source for this draft and an issue tracker can be found at
https://github. com ashayr aut/oaut h-transacti ont okens-for-agents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Traditional zero trust authorization systenms face new chal | enges when
applied to Al agent workloads. Unlike conventional web services, Al
agents possess capabilities for autononous operation, behaviora
adaptati on, and dynam c integration with various data sources. These
characteristics may | ead to decisions that extend beyond their

initial operational boundari es.

Exi sting zero trust nodels, which effectively manage perni ssions and
access scopes for traditional web services, require enhancenent to
address the unique properties of Al agents. Authorization systens
must eval uate each Al agent interaction independently, considering
both the i medi ate context and intended action. This necessitates
nmor e sophi sticated approaches to policy enforcenent, behaviora
nmonitoring, and audit tracking to maintain security governance.

Transacti on Tokens (Txn-Tokens) are short-lived, signed JSON Wb
Tokens RFC7519 (https://tools.ietf.org/htm/rfc7519) that convey
identity and authorization context. However, the current Txn-Token
format |acks sufficient context for services within the call chain to
i npl ement fine-grai ned access control policies for agent-based

wor kfl ows. Specifically, it does not provide adequate information
about the Al agent’s identity or its initiating entity, limting
transaction traceability. Wth this extension, Transaction Tokens
will carry agent identity information which will help in better
traceability for Al Agent’'s actions deep down the web service graph
connecting multiple web services involved in conpleting a transaction
in distributed systens.

Thi s docunent defines three new contexts within the Transacti on Token
to address these |limtations:

1. The act claim which identifies the Al agent perforning the
action, aligning with QAuth 2.0 Token Exchange RFC8693
(https://tools.ietf.org/htm /rfc8693) term nology for actor
t okens
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2. The sub claim as defined i n QAUTH TXN TOKENS
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ), which represents the principal on
whose behal f the transaction is being performed. The popul ation
of this field follows the rules specified in the base Transaction
Tokens specification, based on the ’subject _token' provided in
the token request.

3. An optional agentic_ctx claim The value of this claim if
present, MJST be a JSON object. The agentic_ctx claimconveys
attributes about the agent and its operational constraints that
are relevant to authorization, auditing, and policy eval uation

Thi s extension | everages the existing Txn-Token infrastructure to
enabl e secure propagati on of Al agent context throughout the service
gr aph.

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 (https://datatracker.ietf.org/doc/htm /rfc2119) RFC8174
(https://datatracker.ietf.org/doc/htm/rfc8174) when, and only when,
they appear in all capitals, as shown here.

2. Term nol ogy

Agentic-Al: Al Agentic applications are software applications that
utilize Large Language Mddels (LLMs and pl ans, reasons, and takes
actions independently to achi eve conplex, multi-step goals with

m ni mal human oversi ght.

Wor kl oad: An i ndependent conputational unit that can autononously
recei ve and process invocations, and can generate invocations of

ot her workl oads. Exanpl es of workl oads include containerized

m croservices, nonolithic services and infrastructure services such
as managed dat abases.

Trust Dormmin: A collection of systens, applications, or workl oads
that share a comopn security policy. |In practice this may include a
virtually or physically separated network, which contains two or nore
wor kl oads. The workl oads within a Trust Dormain nay be invoked only

t hrough published interfaces.

Call Chain: A sequence of synchronous invocations that results from
the invocation of an external endpoint.
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3.

3.

3.

3.

Ext ernal Endpoint: A published interface to a Trust Domain that
results in the invocation of a workload within the Trust Domain.
This is the first service in the call chain where request starts.

Transaction Token (Txn-Token): A signed JWI with a short lifetineg,
providing i mutable information about the user or workload, certain
paraneters of the call, and specific contextual attributes of the
call. The Txn-Token is used to authorize subsequent calls in the
call chain.

Transaction Token Service (Txn-Token Service): A special service
within the Trust Domain that issues Txn-Tokens to requesting
wor kl oads. Each Trust Domain using Txn- Tokens MJST have exactly one
| ogi cal Txn- Token Servi ce.

Pr ot ocol overvi ew
1. Transaction Fl ow

Thi s section describes the process by which an agent application
obtai ns a Transaction Token, either acting autononmously or on behal f
of a principal. The external endpoint requests a Txn-Token foll ow ng
the procedures defined in QAUTH TXN- TOKENS (https://drafts. oauth. net/
oaut h-transacti on-tokens/draft-ietf-oauth-transaction-tokens.htm),
augnmented with additional context for agent identity and, when
applicable, principal identity.

2. Agent Application Transaction Fl ows

The Transaction Token creation process vari es depending on the
presence of a principal.

2.1. Principal-lnitiated Fl ow
When a principal initiates the workflow, the foll owi ng steps occur
1. The principal invokes the agent application to performa task

2. The agent application calls an external endpoint. Externa
endpoi nt throws back QAuth chall enges.

3. The agent application authenticates using an QAuth 2.0 Auth code
flow RFC6749 (https://tools.ietf.org/htm/rfc6749) access token
The access token contains subject and clientld clains as per
RFCO068 (https://datatracker.ietf.org/doc/rfc9068).
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3. 2.

2

The external endpoint submits the received access token al ong
with its Subject token to the Txn-Token Service. Subject token
requirenents are specified in QAUTH TXN- TOKENS
(https://drafts. oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ).

The Txn-Token Service validates the access token

The Txn-Token Service popul ates the Txn-Token’s sub claim
followi ng the rules specified in QAUTH TXN- TOKENS
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ). The sub claimis deternined
based on the subject_token provided in the request, according to
the conditions and rules defined in the base Transacti on Tokens
specification. This ensures that the principal is properly
represented in the Txn-Token

The Txn-Token Service copies the access token’s clientld claimto
the Txn-Token’s act field. Any nested structure within the
clientld claimis preserved. |If the access token contains an act
claim that value MAY be used instead of clientld.

The Txn-Token Service issues the Txn-Token to the requesting
wor Kkl oad.

Aut ononpus Fl ow

When the agent application operates autononously, the follow ng steps
occur:

1.

The agent application initiates a task based on an event or
schedul ed assi gnnent .

The agent application calls an external endpoint. QAuth
chal l enge flow starts

The agent application authenticates using an QAuth 2.0 RFC6749
(https://tools.ietf.org/htm /rfc6749). Wen an aut ononous agent
(no human resource owner) needs to call another resource server
using QAuth, it follows the Cient Credentials Gant defined
explicitly in RFC6749 (https://tools.ietf.org/htm/rfc6749).

The agent application uses the access token to call the externa
endpoi nt .
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5. The external endpoint submits the received access token al ong
with its Subject token to the Txn-Token Service. Subject token
requirenents are specified in QAUTH TXN- TOKENS
(https://drafts. oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ).

6. The Txn-Token Service validates the access token

7. The Txn-Token Service popul ates the Txn-Token’s sub claim
followi ng the rules specified in QAUTH TXN- TOKENS
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ). The sub claimis deternined
based on the subject_token provided in the request. For
aut ononous agents, this typically represents the agent’s own
identity.

8. The Txn-Token Service copies the access token's sub or clientld
claimto the Txn-Token’s act field. Any nested structure is
preserved. The act field identifies the agent perform ng the
aut ononous acti on.

3.3. Flow Diagrans
3.3.1. Principal-Initiated Fl ow

Based on the updated flow, here’'s a nore detailed RFC-style flow

di agram
Pri nci pal Agent App Ext er nal Aut hori zation Txn- Token
Endpoi nt Server Servi ce

I I I I I
| I'nvoke | | | |
| agent task | | | |
|- > | | |
I I I I I
| | Call external API | |
| [EERREEEEES > | |
I I I I I
| | QAut h Chal | enge | |
| | <mmmee- | | |
| | | |
| | Initiate Auth Code Flow | |
| |- > |
I I I I
| Aut h Code | |
I I
I I
I I
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I I

| Access Token (AT1) |
| W sub, clientld clainms |
I
I
I

I

I

I

I

I

I I
Call with AT1 | |
I I
I I
I

I

I

I

I

I

I

I

I

I

I

I [---------- >|

I I I

| | | Request Txn-Token

| | | with AT1, Subject token

| | | as param |

I I [=-mmmmm e >

I I I I I

| | | | Val i date AT1

| | | | Extract cl ai ns
| | | | Set sub from Subj ect token
| | | | Set act fromATl.clientld
I I I I I

I I I I I

I I I I I

I I I I I

| | | Txn-Token | |

I I [ <-mmmmmmme e I

I I I

---->: Request flow
<---- : Response flow
| . Conponent boundary

Notes: 1. ATl refers to the access token obtai ned by Agent App 2
The External Endpoint uses its own access token to call Txn-Token
Service 3. ATl is passed as a paraneter in the Txn-Token request 4.
The flow shows detailed QAuth 2.0 Authorizati on Code flow steps 5.
Token validation and claimextraction steps are shown in the Txn-
Token Service

3.3.2. Autononous Fl ow

Agent App Ext er nal Aut hori zati on Txn- Token
Endpoi nt Server Servi ce

I I I

| Self- I I I

| triggered | | |

| event | | |

| --+ I I I

I I I I
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| <-+ I
I I
| Call external API
|- >|

I

I

I

I

I I I
| QAut h Chal | enge |
| <---------- I I
I I
I I
I

I

I

I

I
Access Token (AT1)
sub, aud clai s

|
|
|
e R GLLRLEEE |
|
|

|
Call with AT1 |
I
I

|---------- >|
I I
| | Request Txn-Token
| | with AT1, Subject token
| | as param |
I R LR >
I I I
| | | Val i date AT1
| | | Extract clains
| | | Set sub from aud
| | | Set act.sub fromclientld or sub
I I I I
I I I I
I I I I
| | Txn-Token | |
I | <---mmmmmmmem e I
I I I I
Legend:
---->: Request flow
<---- ! Response flow
| . Component boundary
+ : Internal process
--+ : Self-triggered event
Not es:

* AT1: Access token obtained via dient Credentials G ant

* External Endpoint uses subject token for authenticating itself to Txn-Token Service
* AT1 is included as parameter in Txn-Token request

* Self-triggered events can be schedul ed tasks or external triggers

* Token validation includes signature and clains verification
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3.4. Repl acenent tokens

Txn- Token Service provides capability to get a replacenment Txn- Token
as defined in the QAUTH TXN- TOKENS. r epl acenent fl ow
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-oauth-
transacti on-tokens. ht M #name- creati ng-repl acenent-txn-to). |If the
ori gi nal Txn-Token used to get replacenent token contains 'actor’ and
"principal’ clainms then in the replaced Txn-Token, the val ues of the
"actor’ and 'principal’ MJST remain unchanged simlar to 'txn’, sub
and 'aud’ cl ai ns.

3.5. Txn-Token For mat
3.5.1. JW Header

No changes to the JWI header fromthe base specification: typ MJIST be
txntoken+jwt, with a signing key identifier such as kid.

3.5.2. JWI Body d ai s

The Txn- Token body augnents the base claimset with the act field for
agent context. Existing clainms |like txn, sub, aud, iss, iat, exp,
scope, tctx, and req W retain identical semantics, population rules,
and i Mmutability guarantees as defined in QAUTH TXN- TOKENS
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-oauth-
transacti on-tokens. htm).

In this exanple, the agent is 3rd party and not part of trust donmin.
It hits APl Gateway in trust donmain and APl Gateway requests Txn-
Token from Txn-token Service using access token received from 3P
agent and its own subject token (to authenticate with Txn-Token
Service). Requesting workload is APl Gateway. Agent is agent-
identity-1 (clientld in the access token issued to 3P agent to act on
behal f of user:alice)
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{
"txn": "c2dc3992-2d65- 483a- 93b5- 2dd9f 02c276e",
"sub": "user:alice@xanple.com, // if its human initiated
"aud": "https://trading.trust-domain. exanpl e/ st ocks",
"iss": "https://txn-svc.trust-domain. exanpl e",
"iat": 1697059200,
"exp": 1697059500,
"purp": "trade.stocks",
"tetx": {
"action": "BUY",
"ticker": "MNMSFT",
"quantity": "100"
"req_wW ": "apigateway.trust-domain.exanple", // APl gateway requests Txn-token
"act": {
"sub":"agent-identity-1" // 3P agent hitting APl gateway owned by trust domain
}
}

3.5.2.1. Agentic Context

The Txn-Token MAY contain an agentic _ctx claim Txn-Tokens are
increasingly used in environnents where transactions are executed by
or with the assistance of autononous or sem -autononous agents (for
exanpl e, Large Language Mddel (LLM based agents, workfl ow
orchestrators, and policy-driven automation conponents). In such
depl oynents, relying exclusively on subject identity and generic
transaction paraneters is insufficient to nmake robust authorization
deci sions. Additional information about the agent that is
interpreting and acting on the transaction is often required.

"agentic_ctx": {

"agent _type": "planner+tool-orchestrator”, // A string describing the functional rol
e of the agent (for exanple, “planner” , “tool-orchestrator” , “data-assistant” , “co
de- execution-agent” ). The semantics and all owed val ues are depl oynent-specific.

"agent _version": "3.4.2", // A string indicating a version or configuration identifi

er for the agent. This value can be used to associate the transaction with a particular,
revi ewed agent policy or rel ease

"intent": "enunerate and validate production search services before 4 traffic spike
", /!l A string describing the high-level purpose of the transaction fromthe agent’ s per
spective (for exanple, “trade.stocks” , “enunerate.search.services” , “generate.billin

g.report” ). This value is intended to support coarse-grained, intent-aware authorization
polici es.
"all owed_actions": ["read"],
"environment _constraints”: { "environnent": "prod", "region": "us" },

}

3.6. Integration with QAuth Rich Authorization Requests

When the Authorization Server (AS) supports Rich Authorization
Requests (RAR) as defined in [RFC9396], the authorization details
captured during the initial consent flow provide high-fidelity
context for downstream agentic enforcenent. The RAR nechanism all ows
a Resource Omer to grant permssions for specific, fine-grained
actions (e.g., "Allow Agent to search only 'Research’ folder") which
are then encoded in the Access Token.
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3.

3.

3.

3.

6

6

6

6

1.

Processi ng RAR Cont ext

The Txn-Token Service (TTS) SHOULD extract rel evant authorization
details fromthe authorization details claimof the subject _token and
encapsul ate themwi thin the agentic_ctx. This ensures that the
agent’s execution environment remains bound by the specific
constraints approved by the user.

2

3.

4.

Dat a Mappi ng and Enri chnent

*Extraction*: The TTS extracts the RAR array fromthe i ncom ng
Access Token.

*Encapsul ati on*: The TTS SHOULD i ncl ude these details in the
agentic_ctx under a standardi zed key to all ow downstream servi ces
to distinguish between general agent netadata and explicit user-
granted perm ssi ons.

*Policy Deferral*: This pattern allows the AS to capture intent
wi t hout necessarily needing the domain-specific logic to enforce
it; enforcenment is deferred to the mcroservices deep in the cal
chain that receive the Txn-Token

Benefits of RAR Integration
*Consent Propagation*: User-consented details are
crypt ographically bound to the Txn-Token, ensuring consent is
honored t hroughout the service graph
*Ganul ar Control*: Services can make infornmed deci sions based on
the specific "type" and "actions" authorized in the original RAR
obj ect .
*Reduced Conplexity*: Centralizing conplex consent capture at the
AS while distributing enforcenent via the agentic_ctx reduces the
architectural burden on individual workloads.

Exanpl e of agentic_ctx with additional context
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4.

4.

4.

"agentic_ctx": {
"agent _type": "tool-orchestrator”,
"intent": "validate search services",
"aut hori zation_details": [

"type": "search_service_access",
"actions": ["read", "list"],
"l ocations": ["https://api.search. exanple/vl"]
}
1,
"environment _constraints": {
"“environment": "prod",
"region": "us"

}

Mul ti-agent flows

In conpl ex agentic workflows, a primary agent (the "Del egator") may
del egate sub-tasks to one or nore secondary agents ("Del egatees").
Thi s docunent defines a mechanismto preserve the del egation |ineage
across these transitions. Note that preserving |ineage is optional

1. Agent-to-Agent Del egation

When an agent (the "Del egator") invokes another agent (the

"Del egatee”) to performa sub-task, it SHOULD NOT pass its own
Transaction Token to the Del egatee. |Instead, the Del egator MJST
obtain a narrowed Transaction Token for the Del egatee using the

repl acenent fl ow defined in OQAUTH TXN TOKENS

(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-oauth-
transacti on-tokens. htm ). The Del egator SHOULD request a restricted
scope or purp (Purpose) that is specific to the sub-task assigned to
t he Del egat ee.

2. The "actchain’ (Actor Chain) Caim

The actchain claimis an OPTIONAL top-level JSON Wb Token (JWI)
claimthat provides a cryptographic trace of the delegation path. It
is represented as an ordered array of JSON objects, where each object
represents a previous agent in the call chain.
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4.

4.

4.

2

2

2

1. daimstructure

Each object within the actchain array MJST contain the foll ow ng
menbers: * *sub (Subject)*: REQU RED. The identity of the del egating
agent. * *jiat (lssued At)*: OPTIONAL. A tinestanp indicating when
the delegating agent initiated its portion of the transaction. * *iss
(I'ssuer)*: OPTIONAL. The issuer of the token that identified the

del egating agent. This might be required in case of nultiple Txn
Token Services being present across domains and token is passed

acr oss domai ns.

2. Delegation via Replacenment Flow

When an agent requests a narrowed Transaction Token for a sub-agent,
the Transacti on Token Service (TTS) MJST follow the repl acenent fl ow
procedures defined in QAUTH TXN- TOKENS (https://drafts. oauth. net/
oaut h-transacti on-tokens/draft-ietf-oauth-transaction-tokens. htm)
with the follow ng nodifications:

*  *Subject Immutability*: The txn and sub (principal) clainm MJST be
copied fromthe subject_token to the new Transacti on Token w t hout
nodi fi cati on.

* *Chain Progression*: The TTS MJST extract the act claimfromthe
i ncom ng subject_token. This extracted object MJST be appended to
the end of the actchain array in the new token. |If no actchain
existed in the subject_token, a new array is created containing
only the extracted act object.

*  *New Actor Assignhment*: The top-level act claimof the new token
MUST be set to the identity of the Del egatee (the sub-agent).

3. Milti-agent exanple JW body clains
Thi s exanple represents a del egated state: a human princi pa

initiated a task via a Researcher Agent, which then del egated a
specific action to a Search Agent.
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"txn": "c2dc3992- 2d65- 483a- 93b5- 2dd9f 02c276e",
"sub": "user-77",
"iss": "https://txn-svc.trust-domin. exanpl e",
"iat": 1712850000,
"exp": 1712850300,
"act":

"sub": "search-agent-v2",

"depl oyment”: "prod-us-west-1"

"actchain": [

"sub": "researcher-agent-v1",
"iat": 1712849950

}

urp": "web. search. execute",
"agentic_ctx": {
"agent _type": "tool-orchestrator”,
"intent": "validate search services",
"all omed_actions”: ["read"],
"environment _constraints": {
"environment": "prod",
"region": "us"

]

}
}
}

5. Security Considerations

1. Al'l the security considerations nentioned i n QAUTH TXN- TOKENS
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ) apply.

2. Token Replay Protection |Inplenentations MIST enforce strict
token lifetime validation. The short-lived nature of
Transaction Tokens helps nmitigate replay attacks, but
i mpl ement ati ons SHOULD al so consi der:

* | nplenmenting token tracking nechani sns within trust donmins
* Validating token usage context
3. Actor ldentity Security

* | nplenmentations MUST validate act clains in tokens
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Pr

The Txn-Token Service MJST verify the authenticity of actor
cont ext before token issuance

During replacenent flow, Txn-Token Service MJST NOT nodify
the act field in the incom ng Txn- Token

nci pal Context Protection

Systens MJST prevent unauthorized nodifications to the sub
clai mduring token propagation. Txn-Tokens are
cryptographically signed to ensure integrity.

During replacenment flow, Txn-Token Service MJST NOT nodify
the sub claimin the incom ng Txn- Token

The Txn-Token Service MJST foll ow the subject popul ation
rules defined in QAUTH TXN- TOKENS (https://drafts. oauth. net/
oaut h-transacti on-tokens/draft-ietf-oauth-transaction-
tokens. htm) to ensure proper principal representation

Transaction Chain Integrity

*

| mpl enent ati ons MJUST nmaintain cryptographic integrity of the
t oken chain

Servi ces MJST validate tokens at trust donmi n boundari es

Systens MJST i npl enment protection agai nst token tanpering
during service-to-service comruni cation

Agent Specific Controls

| mpl enent ati ons MJST enforce scope boundaries for Al agent
operations

Systenms SHOULD i npl ement behavi oral nonitoring for Al agent
activities by logging act and sub clains in audit |ogs

Systenms MJUST maintain audit trails of Al agent activities

Token Transformation Security

*

*

The Txn-Token Service MJST validate all clainms during access
t oken to Txn-Token conversi on

I mpl enent ati ons MJST verify signatures and formats of all
t okens
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10.

Systenms MUST prevent unauthorized mani pul ati on during token
transformati on

The Txn-Token Service MJST ensure that the act field
accurately represents the agent identity fromthe access
t oken

Repl acenment Token Consi derati ons

*

Systens MJST verify the authenticity and validity of origina
t okens before repl acenent

Systens MJST inpl enment controls to prevent unauthorized
repl acenment requests

The imutability of act and sub clains during repl acenent
ensures consistent identity context throughout the
transaction |ifecycle

Infrastructure Security

*

Al'l conponent comruni cati ons MJST use secure channel s

I mpl enent ati ons MJUST enforce strong authentication of the
Aut hori zation Server

Systens MJST i npl ement regul ar rotation of cryptographic keys

Trust domai n boundaries MJST be clearly defined and enforced

Mul ti-Agent Consi derations:

*

Chain Depth and Bl oat: Deeply nested agent calls can lead to
significant JWI size increases, potentially inpacting HITP
header linmits. The TTS MAY i npose a naxi mum depth for the
actchain. [|f the maxi num depth is exceeded, the TTS MJST
either reject the request or truncate the ol dest entries in
the chain, provided that a "truncated" flag is added to the
claimto alert downstream services of the |oss of provenance.

Privilege Escalation: A Del egator MJUST NOT be able to request
a replacenent token with broader perm ssions or a higher-tier
princi pal than what is asserted in its own subject_token

The TTS MJST validate that the requested scope and purp are a
| ogi cal subset of the original token

Expires 13 COctober 2026 [ Page 17]



I nternet-Draft Transaction Tokens For Agents April 2026

*  The TTS MJST verify that the workl oad requesting a
repl acenent token is the entity identified in the act claim
of the subject_token. This prevents an unauthorized workl oad
from"injecting" itself into a transaction chain or extending
a chain it is not part of.

* During the replacenent flow, the TTS MJST NOT all ow the
nmodi fication of the sub (principal) or txn claims. These
fields provide the "anchor” for the entire transaction; any
nodi fication would effectively initiate a new transacti on,
requiring a fresh authentication event rather than a
repl acenent fl ow.
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