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Abst r act

Thi s docunent defines a new DHCPv6 option for conmmunicating one or
nmore reconmmended /128 | Pv6 address to hosts within an assigned
prefix. The Recomended Address option allows DHCPv6 servers to
suggest specific |1 Pv6 addresses that hosts should additionally use
when configuring addresses within the assigned prefix.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussi on of this docunent takes place on the Dynam c Host
Configuration Wrking Goup mailing list (dhcwg@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/ dhcwy/.

Source for this draft and an issue tracker can be found at
https://github. com enygren/draft-nygren-dhc-recomended-i pv6-address.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 January 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

IA PD wthin DHCPv6 [ RFC8415] allows clients such as hosts to request
| Pv6 prefixes, typically for del egation to downstream networks or
interfaces. |In scenarios such as Unique Prefix Per Host [ RFC8273]
the host is given the entire prefix and is free to use addresses from
it as it sees fit.
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Thi s docunent defines the Reconmended Address option, which can be

i ncluded within OPTION_| APREFI X options to suggest one or nore
specific I Pv6 addresses that clients should configure when using the
associ ated prefix. These do not preclude the client fromusing other
addresses within the prefix, such as for tenporary addressing.

This is intended for use in managed environnents such as datacenters
and cl oud providers where the operator is configuring a host that
they wish to manage or direct clients to. By providing a recomended
address, the operator can encourage the host to have a particul ar
/128 address that can be used for nmanagenent purposes or as a service
endpoint. At the sane time, the remainder of the prefix is available
for the host to use as it sees fit, such as for containers. For
exanple, this allows the custoner of a cloud provider to get a ful
/64 for use by a host while also allow ng the customer to configure a
specific /128 within that /64 that they can use for managi ng the
host .

The Recommended Address(es) continue to be here are for use by the
host, differentiating this from PD _EXCLUDE specified in [ RFC6603].

The Recommended Address option is only advisory and while clients MAY
use these /128 addresses they are not required to do so.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. Recomended Address Option
The Recommended Address option provides a nechanismfor DHCPv6
servers to suggest one or nore specific | Pv6 addresses within an
assigned prefix that host clients should use on the their interface.

3.1. Option Format

The format of the Reconmended Address option is:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
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I I
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Wher e:

option-code: OPTI ON_RECADDR ( TBD by | ANA)

option-len: 17 (length of the option data in octets)

recommended- address: A 128-bit | Pv6 address that the server
reconmmends the client use

3.2. Option Usage

The Recommended Address option MJST only appear as a sub-option
within an OPTI ON_| APREFI X option. Miltiple Reconmended Address
options MAY be included within a single OPTIO\N_| APREFI X option to
suggest that multiple addresses within the prefix should be assigned
by the host to its interface.

The recomended- address field MIUST contain an | Pv6 address that falls
within the prefix specified by the encl osing OPTI ON_| APREFI X opti on.
Servers MJST NOT include Recormended Address options with addresses
out si de the associ ated prefix.

4. DHCPv6 Server Behavi or

DHCPv6 servers MAY include OPTI ON_RECADDR wit hi n OPTI ON_I APREFI X
options in ADVERTI SE, REPLY, and RENEW responses.

Servers SHOULD val i date that any recommended addresses fall within
the prefix bounds of the enclosing OPTI ON_| APREFI X option before
including themin responses.

Servers SHOULD avoi d providi ng recommended addresses that would fal
wi thin those assigned to EU -64 SLAAC addresses.

Servers MJST NOT require clients to use recomended addresses,

al t hough operators of sone tightly nanaged environnments nay set
expectations that accepting connections on recommended address is
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required for proper operational function. Operators MJST NOT assune
that clients will use only recomended addresses as source addresses
fromwithin the prefix as clients remain free to use the entire

del egated prefix for outbound connections.

5. DHCPv6 C i ent Behavi or

DHCPv6 clients MAY process Reconmmended Address options received

wi thin OPTI ON_| APREFI X options. Cients that do not understand or
support the Recommended Address option MJST ignore it, as per

st andard DHCPv6 option processing rules.

Clients configured to accept Reconmended Addresses SHOULD confi gure
t he Recommrended Addresses on a | ocal host interface such that |oca
services are reachable on that address.

Prior to using the address, clients MJST validate that recomended
address(es) fall within the bounds of the associated prefix and any
out si de MUST be ignored.

Clients MAY al so assign SLAAC addresses such as tenporary addresses
within the prefix. Wile clients MAY use Recommended Addresses as a
preferred source address they are not required to do so.

5.1. Address Lifetine and Renoval

The lifetime of the Recommended Addresses are associated with that of
the containing OPTION | APREFI X and its associated |ease. dients
SHOULD set the valid lifetinme and preferred lifetinme ([ RFC4862]) for
Recommended Addresses to the remaining lifetinme of the DHCPv6 | ease
associ ated with the OPTI ON_I APREFI X.

If a client had previously received a Recommended Address for a
prefix but an subsequent advertisenment for the sane OPTI ON_|I APREFI X
no longer contains it, the client SHOULD deprecate the address from
its interface, such as by setting the preferred-lifetine of the
address to O but leave the valid-lifetime as the remaining lifetine
of the associ ated DHCPv6 | ease.

6. Relationship to Prefix Exclude Option
Unli ke [ RFC6603] which specifies a sub-prefix to exclude fromthe
del egated prefix, Reconmmended Addresses propose one or nore

recommended addresses that the host client should use. Servers MJST
NOT suggest a recomrended address within a OPTI ON_PD _EXCLUDE prefi x.
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To be renoved prior to publication: An alternate proposal was to use
IA NA within an excluded prefix, but that was thought to be too
messy.

7. Use-Cases and Suitability

Cases where an operator may choose to deploy as an alternative to
usi ng | A NA

* Cdient hosts only support A PD and not I A NA but the operator
wi shes to continue to have at | east one known /128 address on the
host .

* Cient hosts that support I A PD (such as |IPv6 CE routers) and
whi ch al so need an address on which they can be managed.

The alternatives for having both a A PD /64 and an | A NA /128 for a
client host is to use either a larger /63 prefix (with half of it
only being used sparselyu for the /128) or to allocate the /64 and
/128 fromdisjoint space. This latter scenario increases FIB count.
Both of these alternatives require clients to support both I A PD and
I A_NA.

8. Security Considerations

The Recommended Address option is subject to the same authentication
and security mechani snms as the base DHCPv6 protocol. Deploynments
requiring authenticati on SHOULD use DHCPv6 aut hentication nechani sns
[ RFC3315] or secure the DHCPv6 comuni cati on channel

Recommended Addresses may have | ess entropy (or otherw se be nore
predi ctabl e) than those assigned via other nmechanisns such as

[ RFC4941] and as such may be easier for attackers to find while
scanning | Pv6 address space.

9. Privacy Considerations

Recommended Addresses are primarily intended for use in managed
envi ronments such as data centers and cl oud providers.

Thi s option extends upon DHCPv6 so has siml|ar privacy properties to
ot her nodes of DHCPv6 such as | A NA. See [RFC7824] for an extensive
di scussi on of these properties. As Recomended Addresses are under
server control and may have | ess entropy, they may be nore
predictable within the /64 than addresses under the clients contro
to select. dients configured to use [ RFC4941] Privacy Addresses or
simlar scheme may chose to prefer those as a default source address.
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10. | ANA Consi der ati ons

Thi s docunent requests I ANA to assign a new DHCPv6 option code for
the Recomended Address option fromthe "Dynam ¢ Host Configuration
Protocol for |1Pv6 (DHCPv6)" registry.

[ ool oo s e oo el oo o}

| Option Name | Value | Description | Reference |

[ bbbl e s s s s s sl s

| Recommended | TBD | Recommended | Pv6 address | This |

| Address | | within an assigned prefix | docunent |

o mme e oo oo S oo e e e e aaao--- Fommmmee - +
Table 1
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Appendi x B.

Open Questions

NOTE TO RFC EDI TOR: to be renoved before publication.

Sone open questions for discussions include:

* Should we allow prefixes in-addition to /128 along with | abels for
those prefixes? For exanple to signal things |ike which ranges
shoul d be sub-del egated for use by Docker, etc?

* \What nanme should we use for this option? OPTI ON RECADDR?
OPTI ON_ RECOVMMENDED ADDRESS?

*  \When should we use "client" vs "host"?

* Do we need nore description of use-cases and purpose?

Appendi x C.

Change History

NOTE TO RFC EDI TOR: to be renoved before publication.
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C 1.

*

C 2.

Changes in -01

Clarify handling of renoval, as well as provide reconmendati ons
for address lifetinme.

Add use-cases and suitability. Increase clarity on the use-cases
for hosts as well as the alternative.

Prior to -00
Renoved priority and nade it very clear that this is in-addition

to tenporary addresses and does not require clients to use these
as a source address.

Aut hor’ s Addr ess

Eri k Nygren
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