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Abst r act

Thi s docunment specifies the HTTP Conpliance Authorization Protocol
(HCAP), an extension to the HITP authentication framework that all ows
resource providers to require denonstrable evidence of caller
compliance with decl ared policies before granting access to protected
resources. Callers obtain signed conpliance credentials froma
conpliance registry by presenting evidence of their controls.
Credentials are conveyed at the HTTP |layer and verified offline by
the provider.

HCAP oper at es al ongsi de exi sting authentication schenes (QAuth 2.0,
mrLS) and does not replace identity authentication. |t addresses the
di stinct question of "does the caller neet declared policy

requi renents" rather than "who is the caller".

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 22 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Nyaki so Expires 22 COctober 2026 [ Page 1]



I nternet-Draft HCAP April 2026

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction
1. Mot i vati on

Conpl i ance verification between APl providers and APl callers is
today conducted al nost entirely out-of-band: vendor questionnaires,
bil ateral Data Processing Agreenents, emmiled SOC 2 reports, annua
audits, and security reviews. Verification happens at contract tine,
not at request tine. The evidence is prose, not machi ne-readabl e.
The result is that every APl integration requiring regulatory or
contractual conpliance carries substantial per-pair overhead, and a
provider has no runtinme signal that a specific caller actually neets
the policies they claimed to neet when the relationship was

est abl i shed.

HCAP noves conpliance verification to the HITP | ayer. A provider
decl ares, per endpoint, what ruleset a caller MJST satisfy. A caller
obtai ns a signed Conpliance Credential froma Conpliance Registry by
presenting evidence of the required controls. The caller then
presents the credential on subsequent requests. The provider
verifies the credential’s signhature using the Registry’ s published
trust anchors and checks that the credential’s clainms satisfy the
decl ared rul eset.

This all ows conpliance to be:
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1.

* Declarative: Providers publish their requirenments in a machine-
readable formrather than distributing prose policies.

* Portable: Acaller’s credential is valid with any provider that
trusts the sane Registry and rul eset.

* Runtine-verifiable: Verification occurs on each request, not once
at contract signing.

* Ofline-verifiable: Trust anchor distribution allows signature
verification without per-request calls to the Registry.

2. Non- Goal s

Thi

s specification does not:

* Define what constitutes acceptabl e evidence for any specific
rul eset.

* Mandate a specific evidence schema, conpliance ontol ogy, or |ega
framewor k.

* (Covern liability, enforceability, or regulator recognition of
Conpl i ance Credenti al s.

* Replace identity authentication. A caller MJST still authenticate
usi ng an exi sting schene.

3. Relationship to Existing Specifications

HCAP ext ends [ RFC9110] by defining a new HTTP Aut henti cati on Schene.
It reuses [ RFC7519] JSON Wb Tokens for credential encoding,

foll owi ng [ RFC8725] best current practice. Credential semantics
align with the WBC Verifiable Credentials Data Mdel [VC DATA- MODEL].
Trust anchors are published as JSON Wb Key Sets [RFC7517]. Well-
known URI's follow [ RFC8615].

HCAP is conplementary to QAuth 2.0 [RFC6749] and Ri ch Authorization
Requests [ RFC9396], which govern what a principal is authorized to
do. HCAP governs what policy requirenents the principal’s operating
envi ronment sati sfi es.

4. Protocol Scope and Regi stry Governance

Thi s docunent specifies the wire protocol, data formats, and
verification procedures for HCAP. It deliberately does not address
the operational, procedural, or governance requirenents for entities
operating as Conpliance Registries.
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How a Regi stry establishes the truth of the facts it attests to is a
gover nance problem of substantially different character fromthe
protocol problem and conflating the two would inpair adoption of
either. Registry operational requirenments are expected to be
addressed in separate docunents, which may take the formof industry
operational baselines (anal ogous to the CA/ Browser Forum Baseline
Requi rements [ CABF-BR]), regul ator-recogni zed accreditati on schenes
(such as the el DAS qualified trust service provider framework
[EIDAS] ), or domain-specific profiles.

I mpl enent ati ons that adopt this specification remain free to accept
credentials fromany Registry whose trust anchors they choose to
trust, and to apply any additional operational criteria beyond those
defi ned here.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Caller: The HITP client attenpting to access a protected resource.
Provider: The HTTP origin server that protects the resource

Registry: A trust service that issues Conpliance Credentials on
behal f of Callers. This specification does not privilege any
particul ar Registry operator. Any entity whose signing keys are
publ i shed as a trust anchor (Section 4) and whose credential s neet
the verification requirenents of Section 9 MAY operate as a
Regi stry. Registry operational obligations are out of scope for
this docunment (Section 1.4).

Rul eset: A naned, versioned set of conpliance requirenents,
identified by a URI and described by a Rul eset Mnifest
(Section 4.2).

Claim An individual requirenent within a Ruleset, identified by a
short string (e.g., art32, dpa, encryption_at rest).

Conpliance Credential: A signed attestation by a Registry that a
specific Caller satisfies a specific set of O ains against a
specific Ruleset at a specific tine.

Presentation: A Conpliance Credential as it appears on an HTTP
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4.

1.

request, transmitted via the Conpliance-Presentation header
(Section 7).

Trust Anchor: A Registry’'s public signing key, published as a JSON
Web Key Set and retrievable via a jwks_uri.

Evidence Tier: A Registry-declared assurance |evel for the evidence
underlying a Conpliance Credential. Defined tiers are discussed
in Section 8. 2.

Pr ot ocol Overvi ew

The HCAP fl ow has three participants: the Caller, the Registry, and
the Provider. A typical interaction proceeds as foll ows:

1. The Caller sends a request to the Provider’s protected resource.

2. The Provider responds with 401 Unaut horized and a WWV¢
Aut henti cate: Conpliance chall enge naning the required Rul eset
and C ai s.

3. The Caller obtains the Ruleset Manifest (typically cached froma
prior interaction) and presents evidence of the required controls
to the Registry.

4. The Registry issues a signed Conpliance Credential to the Caller.

5. The Caller retries the original request with the credential in
the Conpli ance- Presentation header.

6. The Provider verifies the credential’s signature using cached
trust anchors and checks that its Cdainms satisfy the declared
Rul eset .

7. The Provider serves the protected resource.
Steps 3 and 4 are typically executed ahead of time and the resulting
credential is reused until it expires. The Caller SHOULD NOT perform
a Registry round-trip on every protected request.
Rul eset Di scovery

Vel | - Known URI
A Provider inplenenting HCAP SHOULD publish a Rul eset Manifest at the
wel | -known URI /.well-known/conpliance, registered per [ RFC8615]. A

Provi der MAY publish nultiple manifests at distinct paths under this
nanespace, e.g., /.well-known/ conpliance/custoners.
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A Provider MAY reference a specific manifest froma chall enge using

the rul eset paraneter (Section 5.3). Wen no explicit URl is given,

the Caller resolves the manifest fromthe challenge’ s realmand the

default well-known pat h.

4.2. Ruleset Mnifest

A Rul eset Manifest is a JSON docunment with the nedia type

appl i cation/ conpliance-manifest+j son. The nmanifest MJST contain the

following fields:

* ruleset _id: URI, the canonical identifier for this ruleset.

* version: Semantic version string.

* authority: URI or DIDidentifying the issuer of the ruleset
definition (distinct fromthe Registry that signs credentials
against it).

* clainms: An array of Claimdefinitions, each with id, description,
and OPTI ONAL references to external normative texts (e.g.,
specific GDPR articles).

* trust_anchors: An array of jwks uri values identifying Registries
whose credentials the Provider will accept.

* endpoints: An array of endpoint rules (see Section 4.3).
The nmani fest MAY include accepted _equival ents, an array of other
Rul eset URI's whose credentials the Provider will also accept for this
Rul eset. Equival ence is always declared by the Provider; a Caller
MUST NOT assune two Rul esets are equival ent absent such a
decl arat i on.
4.3. Endpoint Rules
Each entry in endpoints decl ares which requests require which d ains:
* path_pattern: String, using the pattern syntax of [RFC6570].
* nmethods: Array of HTTP nethods this rule applies to.
* required_clains: Array of CdaimlIDs fromthis Rul eset.

* required_evidence_tier: OPTIONAL m ni nrum Evi dence Ti er.

When nmul tiple endpoint rules nmatch a request, the Provider MJST
require the union of their d ains.
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4.4. Caching

Rul eset Mani fests SHOULD be served with Cache-Control and ETag
headers. Callers SHOULD cache manifests for the duration indicated
by max-age. Wen no directive is present, Callers MAY cache for up
to 24 hours.

5. The Conpliance Chall enge

5.1. Status Code
A Provider MJST return 401 Unauthorized when a request requires a
Conpl i ance Credential and no valid Conpliance-Presentation is

present.

A Provider MJST return 403 Forbi dden when a valid Presentation is
provided but it does not satisfy the required Rul eset.

5.2. The Conpliance Authentication Scheme

HCAP defines a new HTTP Aut henticati on Schenme named Conpliance. A
chal | enge has the form

WANM Aut hent i cat e: Conpl i ance real n¥"api . exanpl e. cont',
rul eset="https://rul es. exanpl e. coni gdpr - processor/v2",
clainms="art28 art32 dpa",
trust_anchors="https://trust. exanpl e. net/.well-known/jwks.json",
max_age=3600,
error="conpl i ance_required"

A Provider MAY include a Conpliance chall enge al ongsi de ot her
aut henti cation challenges (e.g., Bearer). In this case the Caller
MJST satisfy all required schenes.
5.3. Paraneters
The Conpliance schene defines the foll ow ng paraneters:
* realm (REQU RED): As defined in [ RFC9110].
* ruleset (REQURED): URI identifying the required Rul eset.

* clainms (OPTIONAL): Space-separated list of CaimlIDs overriding
the Rul eset manifest’s endpoint rules for this response.

* trust_anchors (OPTIONAL): Space-separated list of jwks uri val ues

i dentifying acceptable Registries. |If omtted, the Provider
accepts any Registry listed in the Rul eset Mnifest.
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*  max_age (OPTIONAL): Maxinmum credential age in seconds that the
Provider will accept, nmeasured fromthe credential’s iat.

* error (OPTIONAL): Error code from Section 10.

* error_description (OPTIONAL): Hunan-readable error detail. MJST
NOT be relied upon by autonated clients.

6. Credential Acquisition

The protocol between a Caller and a Registry is out of scope for this
specification. Registries MAY define their own acquisition APIs.

Thi s section describes the m nimum contract that any Registry

prot ocol MJST satisfy.

6.1. Inputs
A Caller supplies, at mninum

* A Caller identifier (typically the same sub used in the Caller’s
identity authentication against the Provider).

* The target Ruleset URI.

* EBEvidence sufficient to establish each required Caim The form of
evi dence is deternmined by the Registry and MAY incl ude self-
attestations, signed statenments from aut horized personnel, third-
party audit reports, cryptographic attestations of system state,
or other artifacts.

6.2. CQutputs
On successful evaluation, the Registry issues a Conpliance Credential
(Section 8). The Registry MJST NOT issue credentials for dains
whose evidence it has not eval uat ed.

6.3. Lifetinme
A Registry SHOULD i ssue credentials with the shortest lifetine
operationally practical. A lifetime of 1 hour is RECOMVENDED f or
typical deploynents. Credentials MJST NOT have a |lifetinme exceeding
24 hours unless the Registry al so publishes a revocation status
endpoi nt (Section 9.4).

7. Credential Presentation
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7.1. The Conmpliance-Presentati on Header

A Caller presents a Compliance Credential by including the
Conpl i ance-Presentati on header field on the request:

Conpl i ance-Presentati on: <token>

The <token> value is the JW encoding of the credential as defined in
Section 8.

The Conpliance-Presentati on header is independent of the

Aut hori zati on header. A request MAY include both, and typically
does: Authorization conveys identity; Conpliance-Presentation conveys
policy satisfaction.

7.2. Miltiple Credentials
A Caller MAY present nultiple credentials on a single request when
the required dains span multiple Rulesets or Registries. 1In this
case the header value is a comma-separated |ist of tokens:

Conpl i ance- Presentati on: <tokenl>, <token2>

The Provider MJST consider the union of clains_satisfied across al
valid credentials when eval uating the request.

7.3. Caching

Cal l ers SHOULD cache credentials and reuse them across requests unti
expiry. Callers SHOULD NOT include credentials on requests to
origins for which no chall enge has been received.

8. Credential Format
8.1. Encoding

A Compliance Credential is encoded as a JSON Wb Token per [RFC7519],
signed using an algorithmfrom[RFC7518]. Registries MJST use an
asymmetric signature algorithm EdJDSA and ES256 are RECOVMENDED.

The credential payl oad MAY be expressed as a Verifiable Credentia

[ VC- DATA- MODEL] using the JWI binding, with a vc claimcontaining the
VC docunent. Inplenmentations that do not require WBC VC
interoperability MAY omit the vc claimand use the flat JW claimset
defined bel ow.
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8. 2.

Cl ai m Set

A Compliance Credential MJST contain the follow ng clains:

*

iss: URl identifying the Registry.

sub: Caller identifier. Providers MJIST verify this matches the
subject of the Caller’s identity authentication.

aud: Ruleset URI, or an array including the Rul eset UR and
OPTI ONAL Provider identifier.

iat: |ssuance time (seconds since epoch).

exp: Expiration tinme.

jti: Unique credential identifier. Used for revocation tracking.
ruleset: Ruleset URI this credential satisfies.

clains_satisfied: Array of ClaimlIDs the Registry attests the
Cal |l er neets.

A Conpliance Credential MAY contain:

*

evidence_tier: String indicating evidence strength. Defined
val ues:

- self attested: Caller-signed statenent, no Registry
verification of underlying facts.

- attested_by officer: Statenment signed by a naned authorized
i ndividual at the Caller (e.g., DPO ClSO.

- third party audit: Underlying evidence is a dated attestation
by an i ndependent auditor.

- cryptographi c_proof: Underlying evidence is a cryptographic
attestation of systemstate (e.g., TPM quote, TEE report).

status: URI of a Status List [STATUS-LIST] entry for revocation.

cnf: Confirmation claim[RFC7800] binding the credential to a key
held by the Caller, for use with proof-of-possession.
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8.3. Exanple

A decoded credential payl oad:

{
"iss": "https://registry.exanple.net",
"sub": "client_abc123",
"aud": [
"https://rul es. exanpl e. coni gdpr - processor/v2",
"https://api.exanple.cont
1,
"iat": 1713024000,
"exp": 1713027600,
"jti": "cred_7a3d91f 0e2",
"ruleset": "https://rul es. exanpl e. con gdpr - processor/v2",
"clains_satisfied": ["art28", "art32", "dpa"],
"evidence_tier": "third party_ audit",
"status": "https://registry.exanple.net/status/12#5142"
}

9. Verification Procedure
On receiving a request with a Conpliance-Presentati on header, a
Provi der MJUST performthe followi ng checks, in order. If any check
fails, the Provider MJST respond with 403 Forbi dden and an
appropriate error code (Section 10).

9.1. Signature
1. Parse the JW.

2. Resolve the signing key fromthe Provider’s cached trust anchors
for the iss claim refreshing fromjwks uri if the key IDis
unknown.

3. Verify the signature.

A Provider MJUST NOT fetch a new jwks_uri froman iss not previously
declared in its Ruleset Mnifest.

9.2. Tenporal Validity

1. Verify exp has not passed, allow ng a clock skew of at nost 60
seconds.

2. Verify iat is not in the future beyond the sane skew.
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9.3.

9

9

9

10.

4.

3. Verify the credential age (now - iat) does not exceed any max_age
declared in the chall enge

Bi ndi ng
1. Verify sub matches the subject of the Caller’s identity
aut hentication. Providers MJST reject credentials whose sub does

not match.

2. If cnf is present, verify proof-of-possession per [ RFC9449] or
equi val ent .

3. Verify aud includes the Ruleset URI required by this endpoint.
Revocati on

If status is present, the Provider SHOULD consult the status list per
[ STATUS- LI ST]. Providers MAY cache status list results for up to the
credential’s remaining lifetime, but SHOULD refresh on cache-m ss.

Rul eset Sati sfaction

1. Deternmine the required Rul eset and Clainms for the endpoint, per
Section 4.

2. Compute the set of Clains satisfied by the union of all valid
credentials on the request.

3. Verify this set is a superset of the required d ains.
4. 1f the endpoint specifies required_evidence_tier, verify that

each required Caimis satisfied by at |east one credential of
sufficient tier.

6. Equival ence

If no credential directly satisfies the required Rul eset, the

Provi der MAY attenpt to satisfy it via declared accepted_equival ents.
Equi val ence MJUST NOT be inferred; the Provider’s own manifest is
authoritative.

Error Handling
Errors are reported via the error paranmeter of the WWVAuthenticate
chal | enge, accompanying a 401 or 403 response. The follow ng error
codes are defined:

* conpliance_required: No presentation on a protected request.
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11.

11.

11.

* invalid_credential: Signature invalid, malformed JW, unknown
al gorithm

* expired credential: exp has passed, or credential age exceeds
max_age

* revoked_credential: Status list indicates revocation

* insufficient_clainms: Valid credential, but required d ainms not
met .

* insufficient_evidence_tier: Claimsatisfied but tier too | ow

* unsupported_rul eset: Credential cites a Ruleset the Provider does
not recognize

* trust_anchor _unknown: iss is not anong decl ared Registries.
* subject_mismatch: sub does not match authenticated identity.

Addi tional error codes MAY be defined by future specifications or
extensions, following the | ANA registration procedure in Section 13.

Security Considerations

1. Credential Theft and Repl ay

A Conpliance Credential is a bearer token in the absence of proof-of-

possession. An attacker who obtains a credential can replay it unti

expiry. Mtigations:

* Short lifetimes (Section 6.3) linmt replay w ndows.

* Subject binding (Section 9.3) ensures a stolen credential cannot
be used by a different identity if identity authentication is
sound.

* Providers MAY require cnf proof-of-possession for high-risk
endpoi nt s.

* Transport MJUST be TLS 1.2 or |ater [RFC38446].
2. Registry Conprom se
A comprom sed Registry can issue fraudul ent credentials. Defenses:

* Providers SHOULD pin specific Registry keys or operate against
short, published key-rotation schedul es.
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* Registries SHOULD publish signing-key transparency |ogs where
f easi bl e.

* A Provider MAY operate a |local override list of Registries pending
i nvestigation.

11.3. Downgrade Attacks
* A Provider MJUST NOT serve a protected resource on receipt of a
request that |lacks a valid Presentation when its own policy
requires one.

*  Providers MJUST NOT accept Conpliance-Presentation over plaintext
HTTP.

* Internediaries MJUST NOT nodify, cache, or forward Conpliance-
Present ati on headers.

11.4. Signature Al gorithm Confusion
I mpl enent ati ons MJST fol |l ow [ RFC8725] and MJST NOT accept the none
algorithm Inplenentations MJUST verify the algorithmused agai nst an
allowlist declared in the trust anchor JVKS.

11.5. d ock Skew

Verifiers MUST all ow no nore than 60 seconds of cl ock skew on
temporal checks. Registries SHOULD use NTP-synchronized tine.

12. Privacy Considerations

A Compliance Credential reveals that a Caller has satisfied specific
Clains with a specific Registry. This may inadvertently disclose:

* The Caller’s choice of Registry, which may correlate with the
Caller’s jurisdiction or industry.

* The Caller’s conpliance posture at a point in tinme.

* Via evidence_ tier, aspects of the Caller’s audit practices.

Regi stries SHOULD support sel ective disclosure, including issuing
credentials that commit to a set of Cains wthout revealing which
subset is invoked on any given request. BBS+ signatures and rel ated
schenes buil ding on [ VC- DATA- MODEL] are candi dates for this node.

Provi ders MUST NOT | og Conpliance-Presentati on header values in
cleartext. The credential’s jti MAY be | ogged for audit purposes.
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| ANA Consi der ati ons

Thi s docunent requests the followi ng registrations.

registrations are subject to | ETF Revi ew.

1. HTTP Aut hentication Schene

Regi stration in the "Hypertext Transfer Protoco

Aut henti cati on Schene Registry":
* Scheme Nane: Conpliance

* Reference: This docunent.

2. HITP Header Field

Regi stration in the
Regi stry"

* Field Nane: Compliance-Presentation
* Status: Standard

* Reference: This document (Section 7)
* Comments: Request-only.

3. Well-Known URI

Regi stration in the "Well-Known URIS" registry:

* URI Suffix: compliance

* Change Controller: |ETF

* Reference: This document (Section 4)

4. Media Type

Regi stration in the "Media Types" registry:
*  Type Nanme: application

* Subtype Nane: conpliance-manifest+j son

* Reference: This docunent (Section 4.2)
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13.5. HCAP Error Code Registry

Establ i shment of a new "HCAP Error Codes" registry with the val ues

defined in

Section 10. Registration policy: Specification Required.

13.6. HCAP Evi dence Tier Registry

Establ i shment of a new "HCAP Evidence Tiers" registry with the val ues

defined in

Section 8.2. Registration policy: Specification Required.
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Appendi x A.  Exanpl es
A.1. Full Handshake
Initial request:

GET /custonmers/ 42 HITP/ 1.1
Host: api.exanpl e. com
Aut hori zation: Bearer eyJhbCc. ..

Chal | enge:

HTTP/ 1.1 401 Unaut hori zed

WAV Aut hent i cat e: Conpl i ance real m="api . exanpl e. cont',
rul eset="https://rul es. exanpl e. coni gdpr - processor/v2",
clains="art28 art32 dpa",
trust_anchors="https://trust.exanpl e. net/.well-known/jwks.json",
max_age=3600,
error="conpl i ance_required"

Li nk: </.well-known/conpliance>; rel ="conpliance-requirenents"

Cal l er fetches nanifest (cached after first retrieval):
GET /.wel | -known/ conpliance HTTP/ 1.1
Host: api.exanpl e. com

Accept: application/conpliance-manifest+json

Cal l er presents evidence to Registry (out-of-band protocol) and
receives a Conpliance Credential.

Retry with Presentation:

GET /custoners/ 42 HITP/ 1.1

Host: api.exanpl e.com

Aut hori zation: Bearer eyJhbCc. ..
Conpl i ance- Presentati on: eyJhbCe. ..

Success:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{ "id": 42, "name": "..." }

A 2. Rul eset WMani f est
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"rul

Draft HCAP April

eset _id": "https://rul es. exanmpl e. coni gdpr - processor/v2",

"version": "2.1.0",
"authority": "did:web:rul es. exanpl e.cont,
"clainms": [

{

}
{

}
]

"id": "art28",

"description": "Processor agreement in place",

"references”: |
"https://eur-lex.europa.eu/elil/reg/ 2016/ 679#art 28"

]

"id": "art32",

"description": "Technical and organizational neasures"”,

"references": |
"https://eur-1lex.europa.eu/elil/reg/ 2016/ 679#art 32"

]

"id": "dpa",

"description": "Signed data processing agreenent on file"

rust _anchors": [

"https://trust.exanple.net/.well-known/jwks.json"

]

{

}
]

,ndpoints": [

"path_pattern": "/customers/{id}",

"met hods": ["CGET", "PATCH'],

"required_clains": ["art28", "art32"],
"required_evidence_tier": "attested_by officer"

"path_pattern": "/customers/{id}/pii",

"met hods": ["CET"],

"required_clains": ["art28", "art32", "dpa"],
"required_evidence_tier": "third_party audit"”

ccepted_equival ents": |

"https://rul es. exanpl e. coni ccpa- servi ce-provi der/v1"

]
}
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Appendi x B. Open Questions

The foll owing questions are explicitly unresolved in this draft and
invite comunity input:

1.

Regi stry governance. The truthful ness of the facts a Registry
attests to, the operational requirenents Registries rmust neet,
and the trust framework by which Providers deci de which
Registries to include in their trust anchors are out of scope for
this specification (Section 1.4). A conpani on docunent or

i ndustry operational baseline is expected to address these
concerns separately. Candidate nodels include the CA Browser
Forum Basel i ne Requirenments [ CABF-BR], the el DAS qualified trust
service provider framework [ElIDAS], and domai n-specific
accreditation schenes.

Equi val ence authority. Placing equival ence authority with the
Provider is one option. An alternative npdel assigns equival ence
assertions to a third-party authority (e.g., a regulator or a
neutral standards body). Both nodels have nerits; the current
draft prefers provider autonony.

Revocation granularity. The current design supports credential -
| evel revocation via status lists. |t does not support claim

| evel revocation within a credential. Wether this is needed in
practice is open.

Sel ective disclosure. Wether to profile BBS+ signatures, SD
JWI, or both is unresol ved.

Request - scoped cl ainms. Sone policies require binding between a
credential and specifics of a request (e.g., "the caller may
process data for EU subjects only"). The current draft does not
express such binding. An extension nmechanismvia cnf-style
request-bound confirmation clains is a candi date.
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