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Abst r act

This specification makes official D. J. Bernstein's Variable
Envel ope Return Paths: VERP.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 26 Cctober 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Since at |least 1997 nmany nailing-list nmanagers (and possibly other
emai | configurations) nake use of D. J. Bernstein's Variable
Envel ope Return Paths, or short, VERP. As he rightfully wote, on
1997-02-01: _Every application of RFC 1891's ORCPT and ENVID can be
handled with VERPs --- easily, reliably, and right now. (This is
DSNs[ RFC3461] at the tine of this witing.) This specification
defines an according SMIP VERP Service Service Extension. Wth it,
undel iverable mail will reveal the recipient address sinply through
the return path address.

2. Variable Envel ope Return Path service extension

If a SMIP[ RFC5321] server announces VERP in the list of EHLO keywords
(4.1.1.1, Extended HELLO (EHLO)), then VERP is supported.

3. Additional paraneter for MAIL command

If VERP is supported, the extended MAIL conmand ( SMIP[ RFC5321],
4.1.1.2, MAIL) takes an additional VERP paraneter.

4. Operational behaviour

When a server supports VERP, and the client requested its usage for a
particular nmail transaction, then it guarantees that each nessage
reci pi ent (SMIP[ RFC5321], 4.1.1.2, RECIPIENT (RCPT)) will get a copy
of the message with a variable envel ope return path.

The VERP is constructed by encapsul ating the address of the

reci pient, separated by a plus sign (U+002B, +), and the comrerci al

at (U+0040, @ being replaced with an equals sign (U+003D, =), in the
MAI L sender address, after the senders local-part, before the senders
domai n.

| For exanple, a hypothetic recipient _abc@ef_ will be encapsul at ed
| in the hypothetic sender address _zyx@wu_ as _zyx+abc=def @wu_.
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| _Informative remark: _ A sender may include additional variable

| constructs in its address, which nust be taken into account when

| constructing the VERP. For exanple, if the VERP delimter plus

| sign is already present, a separating hyphen-m nus (UWU+002D, -) is
| appended to the VERP-delimted address part, followed by the

| otherw se unchanged VERP. |In this exanple, a hypothetic recipient
| _abc@ef _will be encapsulated in the hypothetic sender address

| _zyx+bounces-1234@wu_ as _zyx+bounces- 1234- abc=def @wu_.

The construction of the VERP happens when either a MIA i s encountered
al ong the hops that does not support the VERP service extension, or
right before final delivery of an email nessage to a recipient,

whi chever comes first.

| _Informative remark: _ This nmeans that a SMIP server which supports
| VERP nust take into account the need, and therefore be capable, to
| splice a single nmessage with potentially many recipients into nany
| messages with a single recipient and a dedi cated VERP.

5. | ANA Consi derati ons
Thi s docunent includes no request to | ANA
6. Security Considerations

Today, as by | ETF nmeans, SMIP trace headers etc need to be traversed,
or non-standardi zed, MIA-specific bounce nmessage content has to be
parsed in order to find out (the) envelope recipient(s). Furthernore
nmore and nore SMIP trace headers are seen which conpletely hide the
according informati on to the uppernost standard-conpliant extend.
Wth VERP as a standardi zed extension, bounce processing can be made
a reliable task for one, and reveal only envel ope content that the
sender intended to reveal
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Appendi x A.  Rationale

Thi s docunent only specifies VERP for senders. It could also be
specified for recipients, to cover nore aspects of the referenced
DSNs[ RFC3461] .

This method of creating variable envelope return paths is in active
use on the internet for over the quarter of a century. The use of
the plus sign and the equals sign as delimters seemto have not been
the cause of problens in real life.
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