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1. I nt roducti on

[ RFC2782] defines a widely adopted DNS-based service di scovery
protocol. [RFC6186] is a specification of SRV[RFC2782] records for
the emai|l protocols | MAP[ RFC9051], POP3[ RFC1939], and

SUBM SSI ON[ RFC6409]. This includes DNS service names for Inplicit
TLS protocol variants. SMIP[ RFC5321] connections to MIAs ([ RFC5598])
do not yet define SRV records for no ever spelled out reason.
(Accordi ng usage does exist, see for exanple the Gernan De- Mi l
definition |aw.)

Moreover, no Inplicit TLS SMIP protocol variant has ever been

speci fied, despite noticeabl e achi evabl e non-bat chabl e packet
roundtrip savings, and despite availability, or easy adoptability, of
such a protocol variant in existing code bases. This specification
adds a SMIP/ TLS servi ce nane for SRV[RFC2782] records.

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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The term"Inplicit TLS' refers to the automatic negotiation of TLS
whenever a TCP connection is nade on a particular TCP port that is
used exclusively by that server for TLS connections. The term
"Implicit TLS" is intended to contrast with the use of the STARTTLS
command in SMIP that is used by the client and the server to
explicitly negotiate TLS on an established cleartext TCP connection

The term "FOSS" refers to Free and Open Source Software.
2. SMIP/ TLS SRV Service Name

The service nane for TLS[ RFC9325] enabl ed Secure[ RFC3207]
SMIP[ RFC5321] is sntp-tls, the resulting DNS | abel _smp-tls.

STARTTLS
A dommi n that publishes an accordi ng DNS SRV[ RFC2782] resource
record announces availability of Secure SMIP, nanely the
STARTTLS[ RFC3207] SMIP service extension on the nornal
SMIP[ RFC5321] port, specified by I ANA as port 25. The port nunber
MJST be given as 25

Implicit TLS
Shall the SRV RR not equal | ANA port nunber 25, support for
Inmplicit TLS on the specified port is announced additionally. The
port nunber SHOULD be given as 842

Servers SHOULD NOT announce STARTTLS in the EHLO command response
of an Inmplicit TLS connection. |If a client issues a

STARTTLS[ RFC3207] extension command during an Inplicit TLS
connection, the SMIP reply code 554 SHOULD be returned, if
enhanced status codes[ RFC3463] are used, 5.5.1 SHOULD be used.

DNS SRV RRs MJST take priority over MX RFC5321] ones: no MX | ookup
SHOULD be perforned, and no otherw se avail able MX RR MUST be used in
the presence of a SRV RR

After a successful _snitp-tls DNS SRV | ookup cl eartext comruni cation
SHOULD NOT be used. Servers and clients which make use of the _sntp-
tl's DNS SRV SHOULD fol |l ow the guidelines of TLS[ RFC9325].

If a DNS SRV | ookup fails with "NODATA" negative cachi ng[ RFC2308]
(sections 2.2 and 5) conditions, not only a nmaxi mum but also a

m ni mum cache time linit SHOULD be used in order to reduce excessive
DNS SRV RR | ookups. (It MAY seem sensible to use the TTL of the
domai ns MX or address RR, with a maximumlimt, as via [ RFC2308],
section 5.)
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3. Examples

3.1. STARTTLS
An announcenent for the STARTTLS SMIP service extension
_sntp-tls. _tcp SRV 0 0 25 numil.exanple.com

3.2. Inplicit TLS
An announcenent of Inplicit TLS, in addition to STARTTLS
_sntp-tls. _tcp SRV 0 0 842 nuil.exanpl e. com

3.3. Prioritized Server Selection

A multi-server scenario where the main server supports Inmplicit TLS
and STARTTLS, whereas the backup server only supports STARTTLS

_sntp-tls. _tcp SRV 0 0 842 nuil.exanpl e. com
_sntp-tls._tcp SRV 1 0 25 backup. exanpl e.com

4. @uidance for MIAs

If, after a successful _smp-tls DNS SRV | ookup that announces
Implicit TLS support, connecting to the announced port fails, a
connection to the I ANA SMIP port 25 SHOULD be established which MJST
use the STARTTLS SMIP extension. |f none of the shortcom ngs

descri bed next apply, the fallback connection MAY however be onitted.

| _Informative remark: _ This is meant to overcone two shortcomn ngs:

| first the given port may be bl ocked al ong the network path; it may
| take tinme until an I ANA registration takes places, and/or the

| network adapts; whereas expected to be a rare event for the System
| Ports range ([ RFC6335]), defining a recovery strategy seens

| useful

| Second DNS SRV | ookups could return results unprotected by

| DNSSEC] RFC4033] [ RFC4034] [ RFC4035], or without perceived know edge
| of whether DNSSEC was actually used, for exanple, when the DNS is
| accessed via sone kind of furtherly unspecified internedi ate proxy
| that needs to be trusted: in either case the possibility of DNS

| forge attacks exist; if the STARTTLS secured connection to the

| TANA SMIP port fails, the DNS result SHOULD be treated with

| maxi mum suspicion. The mail |og record may give useful insight.

The section of [RFC6186] naned "Qui dance for MJAs" (section 4) in
parts also applies to this specification.
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8.

8.

Cui dance for Service Providers

The equal | y naned section of [RFC6186] (section 5) also applies to
this specification.

| ANA Consi der ati ons

I ANA is asked to allocate port number 842 for the Inplicit TLS
operation node of SMIP[ RFC5321]. The author wants to point out that
the contra argunents given in section 7 of [RFC2595] that created
accordi ng POP3S and | MAPS assignnents in 1999 are contradicted by
operational reality in the internet, and here that includes the |ETF
by nmeans of [RFC8314]. A dedicated port enables administrators to
apply strict policies, for exanple in firewalls.

Security Considerations

First of all, the equally naned section of [RFC6186] (section 6) also
applies to this specification.

Due to fact that one and a half decade passed since RFC 6186 it
follows a reiteration of the reasoning. This specification avoids
downgrade attacks on the opportunistic approach of STARTTLS,
acconpl i shed via the nechani smused for many other |ETF standardized
protocol s, nost notably [RFC2782] (I MAP, POP3, SUBM SSIQON). Wth its
Implicit TLS capability it grants the SMIP protocol the sane |evel of
confidentiality through TLS[ RFC9325] as is already standardized for
the other emnil protocols; this is considered a value by itself, even
for the possibly | esser sensitive MIA-to- MIA comruni cati on

Implicit TLS reduces the nunber of packet roundtrips, that at a
protocol stage where the wi dely used comrand pi pel i ni ng[ RFC2920]
performance i nprovenent extension cannot be used; these roundtrips
are anachronistic (also environnentally): for exanple the about 4.2
m | lion known DANE for SMIP[ RFC7672] enabl ed dommins at the tine of
this witing al one, which nmust use TLS by standard definition, likely
generate (several) billion(s) of usel ess sequential and bl ocking
roundtrip packets each and every day.

The security of DNS[ RFC1035] is out of scope for this specification,
but DNSSEC] RFC4033] [ RFC4034] [ RFC4035] and secure DNS

transport [ RFC7858] [ RFC8094] [ RFC8310] [ RFC8484] [ RFC9250] etc exi sts.
Sel ection of the appropriate transport |ayer security protocol is out
of scope for this specification, please see for exanple TLS[ RFC9325].
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