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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Preface

Due to an | ETF tooling bug iteration -7 of this draft could not
become submitted on July 21st of 2025, before the I ETF neeting in
Madrid. A week later [rt5.ietf.org #44510] is still open, so this
gives ne tine to add this preface with the presuned outcome of the
session, introduction of the conpletely new DKIM2 that tracks in
public SMIP envel ope data beyond RFC 3461 "final delivery for the
[original] message"_that is, in mnd. This proposal here would thus
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become "DKIMB" in the event that it is revived if the internet
community (in |arge) objects using DKI M.

So, shall this draft be revived at sone later tinme, and if

conpatibility to the original DKIM/1 is not an issue, i wuld vote to
simply go for DKIX- prefix all the time, and use the shorter DKl X-
Sig:; i would furtherly vote for using header abbreviations for

certain standard headers, as in, for exanple, D:F: T:L=IU[:.:xy]

i nstead of Date: From To: Li st-1D: Li st-Unsubscri be, where custom nanes
conme after standardi zed abbreviations after a separating field, "."

in the above (but care for syntax), otherwi se sinply an enpty field.

If compatibility to DKIM/1 is an issue, then maybe the bel ow is of
some value "as-is". _However_, it could be DKIM/1 completely , Dave
Crocker asked for that (on the list), and had his own "DKOR' draft.

This is easy: just nove the "acdc=" tag out of DKIM Signature:, and

into a dedicated header, l|ike, say, DKIX-Cl:, that MJST be covered
by the signature, like the -DC. ones. W could, in fact, not use any
"sequence", at all: that was nmy original idea, but on the M. voices
said "it is believed reordering occurs", and i, unfortunately, heard

these voices; having heard what else there was said on the M, i
woul d no | onger do that, and instead rely on the header stack as
such, it will be DKIX-AC. .. and later (groups of) DKIM Signature:
DKI X-Ctl:, and optionally DKIX-Diff:. In order.

G eetings, and Ci ao! from Germany.
2. Introduction

DKI M RFC6376] was not designed to cover SMIP[ RFC5321] envel ope data,
allowing replay of valid, verifiable nessages to an infinite set of
recipients by malicious third parties, undetectabl e by sender and
recipients. (To aid SMIP delivery to recipients in various
conditions the optional "x=" expiration tag tinmestanp nust be chosen
so far in the future that nalicious players have plenty of tine to
m suse nessages.)

VWher eas DKI M RFC6376] standardi zed rudi nentary, inconplete approaches
to undo nodifications of | MF[ RFC5322] nessage content that happen

al ong the nessage path, the overall design was agreed in not to
survive them (conpare, for exanple, [RFC6377]). The resulting
paradi gm of DKIMis "as |long as one signature can be verified
cryptographically, DKIMverification will succeed". This is

probl emati ¢ as nessage content changes may be falsely attributed to
(the) address(es) in the IM- originator field(s). (Later policy-
enforcing standards effectively conplicated the situation, in that
false attribution may now technically be avoidable, but nmitigations
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of practice like "user Avia B" will still be attributed to "A" by a
human for one, and, in short, anything is valid if one DKIM signature
is.)

Potentially many DKI M signatures may exist in a nessage.

DKI M RFC6376] gives hints on how verification can be performed, but,
in practice, nitigations are applied in order to reduce excessive and
usel ess verifications on hops down the nessage path: elder signatures
are renoved, or renamed, as changes are performed on nessage content,
for exanple, by mailing-lists. An approach to avoid excessive
network traffic and CPU work during nessage verification mtigates
carel ess configurations.

The presented ACDC extension addresses these and nore issues,
backward and forward conpati bl e, easy adoptable, and easy
integratable into the current, existing infrastucture.

2.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

When in the bel ow message "REJECT"ion is said, inplenmentations nmay
choose to instead nove messages into a spam or quarantine state.

The term "FOSS" refers to Free and Open Source Software.
3. DKIMVivid Adjustnments

The adult, mature, and rock solid foundation of DKIM RFC6376] is
built upon. But this docunment obsol etes certain unused / inconplete
aspects, and adjusts certain vivid parts of the DKIM core, as
follows. The full context of the changes will becone clear as the
remai ns of this docunent unfold.

* The signature expiration tag "x=" is no longer optional. It MJST
be used within DKIM Signature: header fields to place a lifetine
constrai nt when creating signatures

The maxi mum "t=" to "x=" delta MJST NOT be greater than 864000
seconds (ten days: to reach into the next working week). Exanple
delta values for tag auto-generation may be the bounce defaults
432000 seconds (five days: used for exanple by the Mil mn2 and
m nmmj mailing-1ist managers and the postfix MrA), 345600 seconds
(four days: OpenSMIPD MTA), 172800 seconds (two days: Exi m MIA).
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4.

ACDC, as bel ow, aware software is urged to "oversign" aka "seal"

aka sign fields that are not present at the tine of signing, how
DKIM (section 3.5, "h=" tag description) calls it. Mdifications
and/ or additions of "regular" internediates will then be covered

by their "regular" signature, and the differences will be

di scoverabl e via ACDC

The advice of DKIMsection 5.4.1, on recomrended signature
content, still applies, and 1ANA is asked to introduce a registry
of further header fields to be included in cryptographic signature
protection. This docunent hereby includes the Author Header

Fi el d[ RFC9057] in both lists.

DKI M section 3.7 defines how "Computing the Message Hashes" has to
be performed. Different to the RSA algorithm (RFC 8017) solely
defined for DKIMat the tine section 3.7 was witten, nopdern

al gorithms include checksumm ng thenselves. Section 3.7 is hereby
modified in that the input to "sig-alg", the "data-hash", can
adapt to standardized al gorithns as appropriate. |f an algorithm
chooses adaption, "hash-alg" is only used to produce the "body-
hash", whereas the input fornerly used to create the "data-hash"
is fed in full into "sig-alg", instead of to "hash-alg". More
formally, the new pseudo-code for the signature algorithmis:

body- hash = hash-al g (canon-body, |-param
dat a- hash = hash-al g (h-headers, D-SI G body-hash)
signature = sig-alg (d-domain, selector,
dat a- hash / (h-headers, D-SIG body-hash))
DKI M ACDC

The DKI M RFC6376] extension Access Control and Differential Changes:

*

Pl aces DKI M signatures in an ordered, nunbered, random accessible
sequence which’ state correlate. |I|dentical DKIM signatures
generated at the sane hop, but which differ in only the used

al gorithm share, however, a sequence nunber. Wth ACDC it can
be, and usually is, sufficient to verify only the cheaply
det ect abl e hi ghest nunbered signature.

Adds reversible data difference tracking, and as such supports
crypt ographi cal content verification of any (ACDC ware)

i ntermedi ate nmessage state, up to the initial variant as sent by
the ori gi nator.
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* Cryptographically protects the SMIP[ RFC5321] envel ope, that is,
RCPT TO addresses as well as the MAIL FROM address. Replay of
valid nessages to initially not addressed recipients, as well as
backscatter bounces to random addresses instead of the originator,
become det ect abl e.

* Alows cryptographically verifiable collection of statistics of
organi zational trust ([RFC5863], section 2.5) along the entire
message pat h.

* Allows recognition of certain flagged conditions (along the
nmessage path) only by looking at the highest nunbered signature.

The DKI M RFC6376] extension Access Control and Differential Changes
i s announced by adding an "acdc=" tag to the DKIM Signature: header
field. (For efficiency reasons it SHOULD be placed early, before
tags like "h=", "bh=" and "b=", for exanple.)

The tag starts with "sequence", a deci mal nunmber starting at 1, or
incremented by 1 fromthe hi ghest ACDC "sequence" encountered in the
message; the maximumvalue is 999: if increnenting would result in
overflow, the nessage MUST be rejected; detected sequence hol es MIST
al so cause rejection (but see below); in both cases SMIP[ RFC5321]
reply code 550 is to be used; with enhanced SMIP st at us

codes[ RFC3463] 5.5.4 MJST be used.

Mul tiple DKIMSignature: header fields with the same "sequence" MAY
be generated by a domain, in which case each field MJST use a
different "s=" selector and al gorithm

Flag description is normative. (Note the missing FW5 separators
around =.) ABNF[ RFC5234]:

acdc = %61 %63 %64 %63 = sequence ":" 1*flag [ ":" id ]
sequence = 1*3DIAT; DIAT from RFC 5234
flag = "A" / "D" / "E" [/ "I ] "OQ [ "P" [ "R [ "S" ] "s" [/

n \/II / n VII / n XII / n XII / n YII / n yll / n ZII / n ZII
id=*42(ALPHA / DG T/ "+" |/ "-"); optional (bounce) identifier

A Alongside the "V' flag (see there) only: all existing signatures
were verified.

D The nessage was nodified at this hop, differential changes were
generated, and are stored in a DKIM DC: header field

The "Y" flag has to be set.

E The SMIP[ RFC5321] envel ope (MAIL FROM and/or RCPT TO was
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modi fied. A new "Access Control" (see there) evaluation has been
per f or med.

The "O' flag has to be set if the MAIL FROM changed. The "y" flag
has to be set.

I This DKIM Signature: header field was generated at ingress. The
purpose of such a field is that its flags can be used to query the
verification state of the nessage, verifiably. (A so see the "R,
s, "s", "V' and "v" flags.)

Al'l signature instances with this flag set MJST be renpved when
messages enter and | eave the email system (First.)

O This hop clainms the nessage origin.

This either nmeans that the nessage originated at this hop, in

whi ch case the signature (usually, DKIMtypical) refers to the
first address of the From header field, and the "sequence" is 1.
/] TODO As in the "Mtigations for Future" section below, i (and
not

/1 alone) would |ove to revive the original email concept of

/1 From/Sender:, which is counteracted by DVARC, unfortunately.

It can also nean that the current hop was the, quoting [ RFC3461],

_"final delivery for the [original] nessage"_, that the nmessage
got a _"new envel ope return address”_, that is, the MAIL FROM of
the SMIP envel ope was changed. 1In this case the "E' flag has to
be set.

An "Access Control" (see there) eval uation has been perforned.

P Postmaster nmode. Wth this flag set the behavior of ACDC borders
test node in that rejections nmust not occur (due to ACDC). This
is to allow for a communication possibility windowin a situation
where nessages woul d al ways be rejected, due to nisconfigurations
et cetera, and as such reflects SMIP[ RFC5321] section 4.5.1
M ni mum | npl enent ati on.

If the "sequence" is 1, nmessage recipients have to be inspected.
If the | MF[ RFC5322] header fields To: and Cc: only contain a
singl e addressee with the local part postmaster[RFCL123], and if
the sane "postmaster" is addressed as a SMIP[ RFC5321] RCPT TO
recipient, and if no nmore than two RCPT TO recipients exist in
total, then the "P" flag has to be set.
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Once set, all future ACDC signatures rmust copy it. |t MJST,
however, be renoved when in conjunction with the "D' and/or "E"
flags the according SMIP envel ope conditions are no | onger

sati sfi ed.

R Reputation check to collect organizational trust ([RFC5863],
section 2.5) along the signature chain was perforned.

On top of the "V' (and possibly "A") flag(s) this nmeans that all
differential changes have been applied, and all signatures al ong
the chain have been verified, and the entire chain validated
correctly.

Only in signatures with a "sequence" greater than 1, and w t hout
the "z" or "z" flag.

| _Informative remark: _ The presence of "R' reveals |ocal state
| publically; however, in a chain of trust this seens desirable
| even. The use of organizational trust may for exanple nmean to
| performfull reputation checks nore and nore sparingly, the

| higher the trust, falling back to only random checks.

S Only in conjunction with the "I" flag: upon ingress the
SPF[ RFC7208] state was successfully verified.

s Only in conjunction with the "I1"

SPF[ RFC7208] verification failed.

flag: upon ingress the

V ACDC signature verified successfully.

The signature with the highest "sequence" has been verified
correctly, the sequence of ACDC signhatures is conplete, and their
fl ags make sense (in the sequence). In conjunction with the flag
"R' even deeper inspection was perforned.

If multiple signatures with the same hi ghest "sequence" exist, the
verifier behavior is unspecified in that "V' signals success: at
| east one signature was checked, and all tested signatures

verified successfully. If all signatures were verified, the "A"
flag MUST be set; in single-signature cases the "A" flag MAY be
omtted.

Only in signatures with a "sequence" greater than 1.

v DKIMsignature verified successfully.
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In signatures with "sequence" 1, then missing the "O' flag, it
means the nmessage originated at a non ACDC aware host, and nornma
DKI M processi ng was perforned and succeeded. Unless DKIM
processi ng succeeded for the DKIM signature which covered the
messages’ From header field address, the "Z" flag nust be set,
ot herwi se the "z" flag.
In messages with a higher "sequence" it cones al ongside the "X'
flag: necessarily the ACDC chain was broken, and the nessage
changed, by an internmedi ate non ACDC aware hop. The "z" flag nust
be set.

X ACDC verification failed ("V' flag conditions not net); however,
the normal DKIM signature verification was performed, and
succeeded.

The "z" flag nust be set.
X DKIMverification fail ed.

In signatures with "sequence" 1, then missing the "O' flag, it
means the nmessage originated at a non ACDC aware host, and nor nal
DKI M processing was perforned and failed. The "z" flag nust be
set.

In messages with a higher "sequence" it cones al ongside the "X'
flag: necessarily the ACDC chain was broken, and the nessage
changed, by an internmedi ate non ACDC aware hop. The "z" flag nust
be set.

Y The message has seen | MF[ RFC5322] nodifications: somewhere al ong
the chain the nessage data was nodified. Once set, all future
ACDC si ghatures nust copy it.

y The nessage has seen SMIP[ RFC5321] envel ope nodificati ons:
somewhere al ong the chain the envel ope was nodified. Once set,
all future ACDC signatures must copy it.

Z Announces the ACDC chain is inconplete. The nessage was processed
by ACDC unaware hops. However, the message verifies correctly and
seens to have never been nodified non-reversibly. Once set, al
future ACDC signatures must copy it, unless |ater downgraded to
the "z" fl ag.

z The message has seen non-reversible nodifications, and cannot be

cryptographically verified back to its origin. Once set, al
future ACDC signatures nmust copy it.
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If this flag is set ACDC | ooses its decisive nmeani ng and
"degrades" to normal DKIM (except for access control): no nore
differential data is generated, and messages are distributed
further / accepted if just any signature verifies. (Software
configuration MAY al |l ow ot herwi se.)

"id" The optional "bounce identifier" offers enough roomto store
Uni versal ly Unique | Dentifiers[ RFC9562] .

It may be generated to hel p sending domains to uniquely identify
messages within the DKIM"t=" and "x=" tine delta, as well as to
ensure that successively sent identical nessages are not detected
as being the sane.

Recei vi ng domai ns SHOULD NOT use this identifier due to the deni al
of service attack surface, regardless of collected organizationa
trust (see "R' flag).

Unknown flags MJST be ignored. Invalid flag conbinations and fl ag

m suse MUST result in rejection with SMIP reply code 550; if enhanced
status codes[ RFC3463] are used, 5.5.4 MJST be used. (This includes
the "P" flag upon incorrect use.)

5. The DKIM Store header field

The DKI M Store header field has no neaning in the email system The
sol e purpose of nmentioning it is to announce that it MJST be renoved
when nessages enter and | eave the email system

It could for exanple be tenporarily created and used by non-
integrated mail filter (milter) software to pass infornational data
in between the "ingress" and the "egress" processing side. To aid in
sof tware bugs and possible configuration errors this specification
enforces renmoval of all occurrences.

| _Informative remark: _ In order to achieve locality it is suggested
| to encrypt data passed around in this tenporary header field with
| a key internal to the "local" email processing system

6. Access Contro

SMIP[ RFC5321] delivers nessages to individual domains. Wth ACDC,
when a SMIP envel ope was created or changed, all distinct donain-
nanmes found within the Iist of intended SMIP RCPT TO addressees are
coll ected, as the nmessage needs to be forged on this individua
domai n base: ACDC will create DKIM AC. header fields covering SMIP
envel opes, and include them as nessages are sent to individua

donmai ns.
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The donmai ns _dki macdc DNS entries, as below, are queried. Any domain
that announces ACDC support can be served by a single nmessage for al
recipients (possible limts, as bel ow, aside).

For other dommins, to guarantee anonymty, it is necessary to
differentiate in between public recipients in the To: and Cc: header
fields, and recipients not covered by these header fields. However,
anot her anonynous approach is presented bel ow.

_Remarks: quality-of-service: for sinplicity nmessages may al ways be
forged on a single recipient base, individually.

In any case the conpletely prepared nessage, including the readily
prepared DKI M Signature:(s), is forged, (a) DKIMAC. header field(s)

i s/are generated which cover(s) the logical recipient subset, and the
resulting nessage is then sent.

ACDC awar e reci pient dormai ns are expected to nanage a nessage DKI M
AC. identity cache to mtigate replay attacks. (Hnt: the DKI M AC
signature seens |like a natural cache key source, see below.) The now
mandat ory and constrained "x=" tag allows for finite identity cache
si zes.

To keep the identity cache a wite-once data structure, ACDC senders
MUST NOT generate DKIM AC. header fields with nore than half of the
100 recipients that SMIP[ RFC5321] section 4.5.3.1.8 guarantees as a
m ni mum unl ess a DNSSEC] RFC4033] [ RFC4034] [ RFC4035] protected, or

ot herwi se known trustworthy, _dkinmacdc DNS entry announced a
different linmt.

If nmore recipients need to be addressed on a single domain, nultiple
message forges with recipient subsets nust be generated: like this
each nmessage forge is "atomc", and the DKIM AC. header field covers
all the SMIP envel ope.

| _Informative remark: _ I nplenmentations MAY of fer configuration

| options to specify other (higher, lower) recipient limts. Like
| this the much higher Iimts in actual use (for example, the Exim
| MIA default is 50000) can be utilized.

An ACDC aware recipient domain that receives an "acdc=" tagged
message without a DKIM AC. header field MJST reject the nessage with
SMIP reply code 550; if enhanced status codes[ RFC3463] are used,
5.5.4 MJIST be used.
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It MUST |ikewise fail if the DKIMAC: header field does not cover the
SMIP envel ope data. It MJST test for a superset of recipients, and
only fail if an envel ope recipient is not included in the DKIMAC
header field.

It MJST reject nessages which fail the signature check of a DKIM AC
or DKIM Signature: header field, or the condition and flag check
verification, with SMIP reply code 550; the enhanced status code MJUST
be 5.7.7.

(Senders MAY use Delivery Status Notifications[ RFC3461] to fine-tune
the resulting behavior.)

6.1. The DKI M AC header field

The syntax of this header field is the usual sem colon separated |ist
of DKIMstyle tags of unspecified order; unknown tags MJST be
ignored. It is used to cryptographically link the SMIP envel ope to
the sent | M- nmail message.

The "sn=" tag is the linked DKIM Signature: "sequence", best placed
early. Miltiple signatures with the same "sequence", but different
al gorithms may exist, and so may DKI M AC. header fields.

The sel ector of the linked signature is given by the "s=" tag, the
used al gorithm can be deduced fromthere.

The "f=" tag is the SMIP[ RFC5321] MAIL FROM of the covered nessage,
the conpl et e addr - spec.

The "d=" tag value is the recipient domain, with one to nultiple "t="
tag(s) for the local -parts of RCPT TGCs.

| _WArning: _ SMIP[ RFC5321] address local -parts pernmt quoted-
| strings!

In case the recipient domain for a particular nmessage forge has not
announced support for ACDC, and to strengthen SMIP envel ope anonymity
in permanent | MF[ RFC5322] nessage data, and very especially if the
connection to the recipient donmain does not involve internediate
hops, if detectable, the tag "d=" MAY, and the tags "f=", and any
"t=" SHOULD be omitted, and instead an "ec=" tag be placed. The
content of this tag is BASE64[ RFC4648] encoded, and furtherly
unspecified. It is suggested to place the content of for exanple
"f=" in an encrypted form decryptable only with a key internal to
the "local" email processing system
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Mrroring DKIM Signature: the tag list is concluded with the "b=" tag
that is the cryptographic signature data of the DKI M AC. header
field. However, the reassenbl ed (see DKIM RFC6376], section 3.5)
"b=" value of the linked DKIM Signature: is "virtually assigned", and
i ncl uded when creating the cryptographic signature; thereafter the
"b=" tag is assigned its own val ue.

Al'l instances of DKIM AC. header fields MJST be renoved by ACDC aware
software as soon as possible: they MIUST NOT be delivered by |oca
delivery agents as part of the nessage. They MJST, however, exist in
rej ected nessages.

However, if a domain is only an intermedi ate, which was neither
directly addressed nor which originated the nmail, and which does not
modi fy the SMIP envel ope either, then it MJST NOT renove the
"current" DKIM AC. header field, and it MJUST NOT generate a new one.

6.2. The _dkimacdc. DOVAI N DNS TXT RR

The syntax of this DNS resource record is the usual sem col on
separated list of DKIMstyle tags of unspecified order; unknown tags
MUST be ignored. However, FW5 separation of tag, equal sign, and
val ue is not allowed.

DNS CNAME chai ns MJUST be fol |l omed when | ooking up this DNS RR

The optional tag "rl=" contains an unsigned integer that asserts the
guar ant eed m ni mum nunber of recipients that may be used as RCPT TGCs
in a single transaction; it nay be as small as 1. 0 is treated as 1.

The tags "v=" and "a=" mirror their DKIM RFC6376] (sections 7.5 and
7.6) tags, however, "v=" is optional, and none to multiple "a=" tags
MAY exist: they indicate, in descending order, the nost desirable
algorithms for this domain. Senders SHOULD try to honour the first
fit, and exclusively so if the algorithmis a well established one.
(The exact definition is beyond this specification: for exanple, at
the tinme of this witing, only RSA-SHA256 neets this requirenent,
ED25519- SHA256 does not.)

7. Differential Changes

Whenever an ACDC enabl ed donain detects during DKI M Signature:
creation that the rel axed representation of a nessage was nodified
along its flight fromingress to egress, for exanple, when it was
processed by a mailing-list which tagged the subject and added a
message footer, a DKIMDC. header field has to be created
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_Informative remark: _ I n an unbroken chain of ACDC signatures the
DKI M DC: covered changes can be applied in reverse order of

I
I
| creation in order to cryptographically verify all internediate
| nmessage states and signatures, back to the original version as
| sent by the sender.

7.1. The DKI M DC header field

The syntax of this header field is the usual sem colon separated |ist
of DKIMstyle tags of unspecified order; unknown tags MJST be
i gnor ed.

The "sn=" tag is the linked DKI M Signature: ACDC "sequence", best
pl aced early.

The "c=" tag identifies the conpressi on nethod used for the data in
"h=" and/or "b="; the value "z" neans ZLI B[ RFC1950], whereas "xz"
means [LZMA2]. ZLIB MJST be supported by signers and verifiers,
LZMA2 MJST only be supported by verifiers. (FOSS inplenentations of
all conpression types are avail able.)

The "h=" tag is used to store differential data for header fields,
"b=" that for body content. Both tags are optional, but at |east one
MJST exists in a valid DKIMDC. header field

The differential data is the result of the BSDiff algorithm as
bel ow, conpressed with the method given in "c=", then BASE64[ RFC4648]
encoded.

| _Informative remark: _ The higher cost of using [LZMA2] conpression
| can be anortized by the | esser necessary I/O (It often can be

| deduced from prepared patch data and/or the nunber of recipients

| which conmpression is advisable.)

Al'l header fields in the registry of headers to be included in
cryptographic signature protection, as above, MJST be included. Al
header fields covered by the DKIM Signature: MJST be included, as
MUST be all M ME[ RFC2045] rel ated header fields, regardless of their
presence in the DKIM Signature:. Al ACDC enabl ed DKI M Si gnat ure:
and DKI M DC:. header fields MJST be included

7.2. The BSDiff differential algorithm
The differential changes are created with the DKIM "rel axed"
normal i zed header field and body data, respectively, as seen on

egress, alongside the equally normalized data present before
nmodi fi cations took place, that is, on ingress.
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7

2

The header fields MJST be sorted byte-wi se (by numeric US-ASCI | byte
val ue) by-name, the formed subgroups MUST remain in the header stack
order defined by DKIM RFC6376] section 5.4.2, Signatures |nvolving
Mul tiple Instances of a Field.

The BSDi ff algorithm of Colin Percival, which has excell ent
characteristics (and sees broadest use for decades), is then used to
create a binary delta of the header or body lines.

| There is a FOSS [BSDI PA] pl ug-and-play | SO C99 and perl

| inplenentation available that iterated the FreeBSD operating

| systeminplenentation of BSDiff, and includes further references
| on the algorithm

1. BSD ff adaption

* First of all: the string suffix sorting and difference creation
approach of Colin Percival has been | eft unchanged.

* The original had been fixated on 64-bit file sizes and content
representation. The adaption supports (compile-time switching in
bet ween) 32-bit (and 64-bit). Using 32-bit al nost hal ves nenory
usage, and produces snaller patch control data. It is deened
sufficient for email purposes, and used. (32-bit and 64-bit
pat ches are not interchangeable.)

* |In order to reduce nenory usage during patch generation, the
adaption uses a shared nenory region for differential and extra
data: the fornmer is therefore stored in reversed order, top down.
(Reduces nenory usage by the size of the target data set.)

* The adoption stores data in big endian (network; MSF; nost

significant byte first) instead of little endian (LSF; |east
significant byte first) byte order

* The original uses three separate bzip2 streans to serialize
control, differential and extra data. The adaption separated
patch generation fromthe 1/0O | ayer, which sees the entire readily
prepared patch data, as bel ow

* The original header did not contain the size of the extra data,
which was stored last, with its size inplicitly extending to the
end of the patch. The adaption includes the extra data size in
the header, allowing nore verification tests to be applied with
only the header being readily parsed. This also enables the I/0O
| ayer to allocate perfectly sized nenory with only the header data
bei ng avail abl e.
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7.2.2. Patch content

Overall, the patch consists of the header, followed by the contro
data. Thereafter the two byte (8-bit octet) streans of differential
data (in reverse order) and extra data conclude the patch

The header and the control data consist of 32-bit signed integers,
stored in big endian byte order (as above).

The header consists of four values denoting the length of the contro
block in bytes, the length of the difference data block, the length
of the extra data block, concluded by the length of the original data
source; The sum of the first three values nmust be one less than the
maxi mum positive 32-bit signed integer. Control data copy
instructions also do not exceed this val ue.

The control data is a stream of tuples of three values each, the
first denoting the length of differential data to copy in bytes, the
second that of extra data to copy; the read positions within the
differential and extra data nmove by the same ampbunt of bytes. The

| ast val ue denotes the nunber of bytes to seek relatively in the data
source after the copying (if any) has taken place: of all the val ues,
only this one nmay be negative.

7.3. Rationale

Differences are included to allow DKIM verifiers to restore previous
message content for the purpose of cryptographically verifying el der
DKI M Si gnat ure: header fi el ds.

This for exanple allows for collecting trustworthy statistics of
organi zational trust ([RFC5863], section 2.5). O wuser interfaces
may visually restore an initial From header field when nessages cone
froma known mailing-1list.

For exanple, user interfaces could use traffic |ight semantics that
unfold on click to traffic light semantics of all message versions,
which woul d (with precautions) visualize differences: this can
enpower users to nmake decisions on the trustworthiness of

internmedi ates, and to, for exanple, enable the above nentioned From
header field restoration

However, the data exists in the DKIM"rel axed" normalized vari ant,
forner states are not nmeant to be usabl e nessages by thensel ves. For
exanpl e some enbedded OpenPGP signature and text couple would likely
fail to verify, dependent upon the original MM transfer encoding.
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| _Informative remark:_ This was deened acceptabl e because of the
| purpose of including differential changes, and because a

| wvisualization of the DKIM covered message should still be

| sufficient to allow users making responsi bl e deci si ons.

Finally, the given exanple will likely verify as part of the conplete
recei ved nessage, unless altered al ong the SMIP path: ACDC can
i deal ly say where (and exactly what, in an unbroken ACDC chai n).

8. Mtigations for Future

As of the time of this witing the email infrastructure is deeply
di vided due to standards |ike DMARC and SPF, which require
mtigations to be applied in order to keep existing infrastructures
in a usable state.

For exanple, SPF will not survive a single hop, which neans that
al i as expansion, a widely used core feature of the enail
infrastructure, does no |longer work. The |IETF has no solution for
this problem but the FOSS scene has created a "Sender Rewriting
Schene" so that aliases can be used regardl ess.

As anot her exanpl e, DMARC causes a lot of mailing-lists to apply
mtigations of various formand style: old DKIM sighatures are
renoved, or renanmed, often the From header field is rewitten in a
"User A via List B" style.

8.1. ACDC mitigations

This menp suggests to apply mitigations actively as part of DKIM
processing, at minimumtenporarily, until, at sone future tinme, the
emai |l infrastructure has adapted to a newreality. Future engineers
can then decide how to proceed further.

In any case it seens wise to nove decisions on actual content changes
away fromthe SMIP | ayer, to reduce failures to cryptographic
signature failures, and let users and/or algorithnms in a higher |ayer
deci de whether a certain content change or applied mtigation is
"acceptabl e", or not.

* Rename DKIM Signature: header fields to DKIX-Signature:. This

mtigation MJST be applied. (Wth a possible exception of the
first, as bel ow)
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Because DKI M Si gnature: header fields are renoved or renaned, also
by unanchored regul ar expressions, which would match for exanpl e
"EDKI M Si gnature”, ACDC aware software should renane all el der
ACDC enabl ed DKI M Si gnature: header fields to DKIX-Signature: upon
egress.

Since only one DKIM Signature: will have to be verified
successfully by non ACDC aware DKI M software, and ACDC aware
software can toggle the single byte back before verifying el der
signatures, this should be easy in practice: just treat DKIM
Si gnature: and DKI X-Si gnature: alike, but toggle before

crypt ographic verification.

* Mtigate non-local MAIL FROM

Because the SPF check will fail on the next hop if a nessage that
does not originate locally | eaves the enail systemon egress, wth
a SMIP envel ope MAIL FROM of a foreign domain, mitigate such
addresses. DKIM software SHOULD of fer options to exclude certain
domai ns fromthese mtigations.

To mitigate, synthesize an address of the local domain with a

| ocal -part starting with DKI M=, followed by for exanple at |east
16 bytes of the BASE64] RFC4648] encoded HVAC] RFC2104] of a

dedi cated cryptographic private key and the original MAIL FROM
(The SMIP size Iimt of local-part is 64 octets, however the
overall "reverse-path" limt of RFC 821 and RFC 2821 was 256
octets.)

The synt hesi zed address MJST be linkable to the original MAIL FROM
for at |east 864000 seconds (ten days: to reach into the next

wor ki ng week). It SHOULD be |inkable only by message bounces

whi ch have a verifiable DKIMsignature of the | ocal domain, and it
MAY only link for the signature of the exact nessage for which the
address was synthesized. The optional bounce identifier "id" may

be usable for this purpose.

* Mtigate From header fields, if possible.

When a nessage was changed in between ingress and egress, so that
the DKIM signature related to the From header field will no

| onger verify, and the From header field was not already part of
t he changes.

And/or if the MAIL FROM SMIP envel ope changed (possibly because of
our own mtigations); Then actively change the From header field,
and place the original From address in the Reply-To: header
field, unless that already exists.
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[l TODO Gtherwise it is conplicated. Yes people, sorry, but now
this

/1 would require a dedicated sub-domain or address on the |ocal
/1 domain, and, effectively, the nessage nmust be actively turned

so
/1 that the current hop beconmes the, quoting [ RFC3461], _"final
/1 delivery for the [original] message" . Luckily, this case here

only applies to badly configured conpany email system which
forward from sonme home worker, after applying certain footers on
"spant or "legal notes". At least in nmy world.

A "From via MAIL FROM' notation MAY be used (as in "display-nane
(local -part (AT) domain) via MAIL FROM').
/1l TODO St andardi ze?

9. Exanple

An exanmpl e that shows the flow of a single nmessage with multiple
different recipients, including mailing-lists and aliases.

Oiginator (yet forged for recipient domain f.Qg):

MAI L FROM <a@. c>
RCPT TO <d@. g>
RCPT TO <e@.g>

DKI M AC. sn=1; s=KI1; f=a@.c; d=f.g; t=d; t=e; b=...
DKI M Si gnature: acdc=1: QO s=KI1;

DKI X- Si gnhature: acdc=1: O s=KI1;

From a@.c

To: d@.9g, e@.9, x@.z, u@.w, r@.t, o@.q

f.g, local delivery (to d@and e@:

DKI M Si ghature: acdc=2: AlV; ...
DKI X- Si gnature: acdc=1: QO s=K1,;
From a@.c

X@.z -- a mailing-list!

It redistributes after RFC 2369 and RFC 2919 additi ons,
i n-message unsubscribe footer, and From mtigated

(in best RFC 3461 manner):

MAI L FROM <x@.z>
RCPT TO <l @n n>
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DKI M AC: sn=2; s=K2; f=x@.z; d=mn; t=l; b= ..
DKI M DC. sn=2; c=xz; h=BASE64; b=BASE64

DKI M Si gnat ure: acdc=2: ADEOVYy; s=K2 ...

DKI X- Si gnat ure: acdc=2: ADEOVYy; s=K2 ...

DKI X- Si ghature: acdc=1: O s=Ki; .

From a(AT)b(DOT)c via xX@.z <x@. z>

L| ét - Unsubscri be: bla

u@.w -- an expanded ali as!
The host honours RFC 3461, and changes MAIL FROM

MAI L FROM <u@.w>
RCPT TO <realu@eal v.real w>

DKIM AC. sn=2; s=K2; f=u@.w, d=realv.realw, t=realu; b=...
DKI M Si ghature: acdc=2: EOVy; s=K2 ...

DKl X- Si gnhature: acdc=2: EOVy; s=K2 ...

DKI X- Si gnature: acdc=1: O s=K1,;

From a@.c

r@&.t -- an expanded ali as!
Note: will later fail SPF of a@.c without Mtigations!

MAI L FROM <a@.c>
RCPT TO <realr@eal s.realt>

DKI M AC. sn=2; s=K2; f=a@.c; d=reals.realt; t=realr; b=...
DKI M Si ghature: acdc=2: EVy; s=K2 ...
DKI X- Si gnature: acdc=2: EVy; s=K2 ...
DKI X- Si gnature: acdc=1: QO s=Ki,

From a@.c

o@.q -- a mailing-list!

It redistributes after RFC 2369 and RFC 2919 additi ons,

i n-message unsubscribe footer, without From mtigation.
Note: will later fail DMARC of a@.c wthout Mtigations!
(This is why DKIM Signature "1" is not renoved.)

MAI L FROM <o@. g>
RCPT TO <X@X. X>

DKI M AC sn=2: s=K2; f=o@.(q: d=X. X t=X. b=...

DKI M DC. sn=2; c=xz; h=BASE64; b=BASE64
DKI M Si gnature: acdc=2: DEOVYy; s=K2 ...
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DKl X- Si gnhature: acdc=2: DEOVYy; s=K2 ...
DKI M Si gnature: acdc=1: O s=Ki,;

DKI X- Si gnature: acdc=1: QO s=K1,

From a@.c

Li ét - Unsubscri be: bla
l@nn (recipient of x.y.z mailing-list), local delivery:
DKI M Si gnature: acdc=3: 1 VYy;
DKI M DC. sn=2; c=xz; h=BASE64; b=BASE64
DKl X- Si ghature: acdc=2: ADEOVYy; s=K2 ...

DKI X- Si gnature: acdc=1: O s=Ki,; .
From a(AT)b(DOT)c via X@.z <x@.z>

realr@eal s.realt -- expanded alias target, |ocal delivery:

DKI M Si ghature: acdc=3:1Vy;
DKI X- Si gnature: acdc=2: EVy; s=K2 .
DKI X- Si gnhature: acdc=1: O s=KI1;

From a@.c

10. | ANA Consi der ations

I ANA is asked to create a registry of header fields that shall be
cryptographically covered by DKIM ACDC. This nmenp extends the |ist
menti oned by DKIM RFC6376] with the Author Header Fiel d[ RFC9057].

11. Security Considerations
Publ i c-key cryptography is the safest approach to identification of
counterparts and verification of data. This specification enables
DKIM to cryptographically verify SMIP envel opes, and to
cryptographically verify all message transitions back to the original
message sender.
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Appendi x A, Further DKIM Updat es

*

Thi s specification obsol etes the sinple canonicalization type; It
MUST NOT be used by software announci ng ACDC.

_Rationale: _in order to mnimze processing cost in tine and
space for and of differential processing, being able to work on
and with only one data representation is beneficial. The

"extrenely crude ASCI|I Art attacks" mentioned in DKI M RFC6376]
section 8.1 are considered to be a rather artificial attack
vect or.

Thi s specification obsoletes the DKIM"I=" tag that restricts the
number of DKIM covered bytes of the nornalized nessage body. This
tag MJUST NOT be used by software announci ng ACDC support, and all
the message body MJST al ways be used to create the body hash.

_Rationale:  "I=" has always been insufficient to deal with
nmessage changes caused by mamiling-lists etc, but effectively

i ncludes the security risk that nmessage parts which are not
covered by the signature appear as "valid content" to users

| ooking at a DKIMverified message. The ACDC differential changes
offer a better approach to deal with nmessage changes, while

conpl etely covered nessage bodies ensure content validity.

For the "i=" tag this specification obsoletes the possible use of
DKI M Quot ed- Printabl e for the optional Local-part.

_Rational e: _ because the syntax is "a standard enail address where
the | ocal -part MAY be omitted", quoted-printable encoding is not
necessary for representation

Thi s specification obsoletes the DKIM"z=" tag that was defined
"for diagnostic use" to copy a freely defined set of header fields
and their values present during signature creation. This tag MJST
NOT be used by software announci ng ACDC.
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_Rationale: _ the ACDC differential changes provide access to the
sanme i nformation.
* For the "q=" tag this specification obsoletes the possible use of
DKI M Quot ed- Printabl e for the optional x-sig-g-tag-args of
possi bly introduced future query types.

_Rationale:_ shall ever a new type becone standardi zed beside the
dns/txt that is with DKIMfromthe very start, that standard can
very well give nmeaning to a hyphenated-word proxy identifier

wi t hout naki ng use of byte val ues which woul d require encodi ng.

* This specification obsoletes the DKIM key representation tag "n="
that was meant to include "notes that might be of interest to a
human", "intended for use by adm nistrators, not end users", and
whi ch "shoul d be used sparingly".

_Rationale: _ no use case has been encountered in the DNS, |et

al one serious such; if future space unconstrai ned key providers

ot her than DNS should ever exist and be used to distribute DKIM
keys, it is likely that they support inclusion of strings via sone
met hod that need not be included in the DKIM key representation
itself.

* Because above changes renove all use cases for the dki mquoted-
printabl e encoding defined in RFC 6376 2.11, this specification
obsol etes the DKI M Quot ed-Printabl e encodi ng.

* This specification obsoletes the use of FW5 in ag-spec. Second
its use was never encountered by the author. But first of al
M ME[ RFC2045] introduced paraneters in ABNF as paraneter :=
attribute "=" value without FW5, and its presence conplicates
parsers and hi nders parser code reuse. The "acdc=" tag is defined
wi t hout FWS support.

Appendi x B.  Apol ogi es

By adopting this draft the | ETF recogni zes that certain devel opnents
of the past two decades nutilated the existing email infrastructure
to the point where it stopped functioning. Wthout malicious intent
this was the effective outcone of trials to create a stronger
security policy. It left operators of for exanple mailing-lists and
alias farms without options to continue operating their
infrastructure, except through non-standardi zed, sonetimes partial
and inperfect solutions created by third parties. By applying
mtigations through a standardi zed approach it is hereby tried to
create a solid foundation for a better future.
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