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1. Introduction

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', " MAY",

and "OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 [RFC2119] and RFC 8174 [RFC8174] when, and only when, they
appear in all capitals, as shown here.

Phi-Ns is an asymretric cryptographic primtive based on the structured
deconposition of the quadratic gap between two prime nunbers. |nstead of



deriving its security frominteger factorization, discrete |ogarithns,
or

elliptic curves, Phi-Ns defines a new hardness assunption: recovering
the

secret prinme p, or the internal structure abR, fromlimted public

i nformati on when no oracle exists and no nethod can confirm whether a
candidate p is correct.

Gven two primes p and g, Phi-Ns defines the fundanmental relation:
qr2 - pr2 =T

where T is a conposite value. The value T is then decomposed into the
structured form abR, where a and b correspond to controll ed exponents of
2 and 3 extracted fromT, and Ris the remaining conposite factor. After
this extraction step, the tuple (a, b, R is serialized through a
random zed encodi ng process that renpves any predictable structure and
achi eves a high degree of entropy. Because R can contain nultiple

i ndependent factors and the serialization order is randoni zed, the
nunber of possible equivalent representations is extrenely |arge.

A critical security property of Phi-Ns is that an attacker cannot
confirm

whet her a guessed value p is correct or not. No oracle exists, and no
structural anchor is |leaked. A failure or a success is indistinguishable
for all incorrect values. As a result, recovering the correct p requires
expl oring a search space with no direction, no gradient, and no nethod
to

prune incorrect candidates. The attacker nust guess p, then guess the
full abR structure, and finally reconstruct the exact serialized form
expected by the system This produces a conbinatorial explosion of
possi bl e candi dates, even when p and g have small bit sizes.

Phi - Ns supports two depl oynent nodes:

* PK-g: the public key is q and the private key contains p and abR
In this node the attacker nust recover p fromg w thout know ng
t he
scale of the gap g2 - p”2, and wi thout knowi ng whether p lies
near
or far fromq. Because the distribution of prime gaps is irregular
and unbounded, no attacker can determnine the size of the interva
in which p may reside

* PK-p: the public key is p and the private key contains q and abR
Thi s node hides q completely. Since the attacker cannot determ ne
the size or direction of the quadratic difference g*"2 - p"2, the
search beconmes harder because the attacker does not even know
whether q is slightly larger than p or extrenely distant from p.
The entropy of the problemgrows rapidly when q is chosen far from
p, and no | eakage occurs because the attacker does not know the
magni t ude of T.

The structure of T is not fixed. Phi-Ns allows recursive expansion:
the secret prinme p itself may be expressed as:



pr2 = p2°2 + a2 b2 R2

and this process nay be repeated nultiple tinmes. Each recursion creates
a

new deconposition, which is also serialized in a random zed way. This
creates a |layered secret state with exponentially increasing entropy. In
practice this nmeans that even a 32-bit public paranmeter can lead to a
secure systemif the recursion depth is sufficient. Each deconposition
generates new abR structures, each with its own random zed ordering, and
each requiring full reconstruction by an attacker.

Because no el enent of abR, and no ordering of abR, is ever exposed, and
because the attacker cannot distinguish invalid candi dates fromthe
correct one, the Phi-Ns search problem has no known reduction to RSA,
DLP, ECC, nultivariate systens, or lattice-based constructions. The
security is derived fromthe inpossibility of validating partial guesses
and fromthe conbinatorial explosion of deconposed structures.

Thi s docunent defines the Phi-Ns prinmitive, the public key nodes PK-p
and

PK-q, the conditions for deconposition of T into abR, the requirenents
for random zed serialization, and the general architecture needed for

i nteroperable i nplementations. The goal of this specificationis to
provi de the necessary foundation to support future PKI franmeworks,
session protocols, and perpetual key systens that rely on the unique
properties of Phi-Ns.

2. Term nol ogy

This section defines term nol ogy used throughout this docunent.
Al ternms are normative for the Phi-Ns cryptographic prinmtive.

Prime:
A positive integer greater than 1 whose only divisors are 1 and
itself.

p:
The private prime in the PK-g node. In the PK-p node p is the public
val ue. The value p participates in the equation g*"2 - p*"2 = T.

q: . . . . .
The public prine in the PK-q node. In the PK-p node g is private.
The value g participates in the equation g*"2 - p*"2 = T.

T:
The quadratic gap defined by T = g*2 - p*2. The value T nust be
strictly positive and conposite.

a:
The maxi mal exponent of 2 extracted fromT. This value is private.

b:

The naxi mal exponent of 3 extracted fromT. This value is private.



The remai ni ng conposite cofactor of T after renoving 2%a and 3”b.
The value Ris private and nmay contain one or several distinct
conposite or prine factors.

abR:
The structured deconposition of T into the tuple (a, b, R. This

tuple represents the conplete internal secret state derived fromT.

Serialized abR
A random zed encodi ng of the tuple (a, b, R obtained through a
pernut ati on and ordered concatenati on process. The serialization is
private and nust be reproduced exactly during verification

Recur si ve decomnposition
A process where p itself is replaced by a new p2 such that
pr2 = p272 + a2 b2 R2. The structure abR may therefore contain
nest ed deconpositions.

PK- q:
A Phi-Ns node where g is the public key and p, a, b, R are private.
The attacker must recover p fromqg wi thout know ng the magnitude of
T or the internal deconposition.

PK- p:
A Phi-Ns node where p is the public key and q, a, b, R are private.
The attacker must recover g w thout know ng the nagnitude or even
the direction of the quadratic gap

No- oracl e condi ti on:
The attacker receives no feedback when testing a candidate p or q.
No test can confirmwhether a guessed value is correct. Al invalid
candi dat es appear identical to the correct one.

Serialization space:
The total nunber of distinct encodings of the internal structure.
It includes all permutations of factors inside R all pernutations
of abR, and all choices of recursive deconposition when enabl ed.

Entropy anplification
The increase in difficulty obtained by applying recursive
deconposition or by enlarging the nunber of pernutations possible
during serialization.

Phi - Ns hardness assunpti on:
The assunption that recovering p or g froma public paraneter,
together with reconstructing the exact serialized internal structure
abR, is conputationally infeasible both classically and quantuny.

| mpl enent er:
Any party building, integrating, or deploying Phi-Ns in software,
har dware, or protocol environnents.

Verifier:
Any party that validates information derived froma Phi-Ns key,
i ncluding correctness of signatures or encrypted structures.



3. Algorithm Overvi ew

Phi-Ns is an asymmetric cryptographic construction based on the
structured decomposition of the quadratic gap between two prines.
Gven two primes p and g with q > p, the core identity is:

qr2 - ph2 =T

The value T is strictly positive and conposite. Phi-Ns expands T into
a structured internal secret called abR defined as:

T=2"a* 3*b * R

wher e:

- ais the maxi mal power of 2 dividing T.

- b is the maxi mal power of 3 dividing T.

- Ris the renmining conposite cofactor, which may include any nunber
of prine or conposite factors.

None of the values a, b, or Rare public. Only one of the two prines
(p or q) is exposed depending on the selected variant. The interna
structure abR is then transforned through a randoni zed serialization
process that produces a high-entropy private state.

Phi -Ns defines two public-key variants:

PK- g Mode:
The public key is g. The private key contains p and the serialized
formof abR The attacker nust recover p fromqg w thout oracle
f eedback and wi thout knowi ng the size or factorization of T.
Because every incorrect p yields a valid-looking T, there is no
way for the attacker to detect success.

PK-p Mode:
The public key is p. The private key contains q and the serialized
formof abR The attacker nust recover q fromp w thout know ng the
direction or the nmagnitude of the gap g2 - p”"2. This renopves the
anchoring property associated with PK-q and increases search
anbi guity.

In both nodes the attacker must al so reconstruct the correct abR

deconposition. Even if p were guessed, reconstruction of T would

require:

- determning the correct a and b,

- factoring the remaining R (fully or partially),

- reproduci ng the exact random zed serialization order applied during
key generati on.

Phi - Ns supports an optional recursive mechanism A private key hol der
may deconpose p itself into

pr2 = p2°2 + 27(a2) * 3°(b2) * R2

and repeat the process to obtain arbitrarily deep nested structures.
Each recursion nmultiplies the nunber of possible secret states,



produci ng exponential entropy anplification even when p and q have
nodest bit |engths.

Serialization of abR incorporates random pernutation of factors,
random pl acenent of a and b, and random zed bl ock grouping. This yields
a very |l arge space of encodings. The verifier cannot derive this
encoding frompublic data and nust rely on the private key.

In all cases Phi-Ns assumes a no-oracle environment: the attacker
obtains no indication whether a candidate p or g is correct, and no

test exists to validate a reconstruction. As a result the search space
contains no gradients, no distinguishing features, and no structura
anchors.

Phi-Ns is not based on integer factorization, discrete |ogarithms,
elliptic curves, lattices, or nultivariate equations. The approach

i ntroduces a new hardness cl ass based on anbiguity of quadratic
i nversion conbined with non-uni que structured deconposition

4. Detailed Specification
This section defines the Phi-Ns asymretric prinmtive using only the
mat hemati cal el enents that belong to the specification. No additiona
profiles or assunptions are introduced. Al size choices for p, g, and
R are controlled by the inplenenter.
4.1. Core Equation
Phi-Ns is defined by two primes p and g such that:

T=09"2 - p"2

T MJIST be strictly positive and MJIST be conposite. The inpl enmenter
sel ects the bit lengths of p and q based on the security target.

4.2. Extraction of the abR Structure

The quadratic gap T is deconposed into the triple (a, b, R} through the
followi ng determnistic steps:

Step 1. Conmpute T = gq*2 - p"2

Step 2: Extract a such that 2%a divides T but 2*(a+l) does not

Step 3: Extract b such that 3*b divides (T / 2”a) but 3*(b+l) does
not

Step 4: Set R=T/ (2%a * 3"b)

R MUST NOT be divisible by 2 or 3. R SHOULD be | arge enough to preserve
entropy but the exact size is left to the inplenenter.

4. 3. Random zed Serialization of abR

To conceal structure, the triple (a, b, R) is transforned into a
serialized encoding called the abR-encoding. The process is:

- Performpartial factorization of R using small trial division.



- The resulting values are called atons. The remmining cofactor,
if any, is also considered an atom

- A seed and a salt are created for this key generation instance.

- A pseudorandom pernutation derived fromthe seed and the salt
perrmutes all atons.

- Atons are grouped into blocks. The nunber of blocks is derived
froma pseudorandom function

- The final abR-encoding consists of:

a, b, salt, nunber_of bl ocks, and the permuted |ist of bl ocks.

For a given seed the encoding MJST be determnistic. The encodi ng MJST
hide the internal order and structure of the factors of R

4.4. Optional Recursive Deconposition
Phi - Ns MAY deconpose p itself using the same relation. The recursion is:
pr2 = p_prinme”2 + T_prine

where T prine is deconposed into a prime, b_prine, and R prine. The
process MAY repeat any nunber of tines.

Recur si ve deconposition increases entropy because each abR triple in the
chain adds uncertainty. The public key does not reveal whether
recursion was used.

4.5. Public Key Exposure Mydes (PK-p and PK-Q)
Phi - Ns defines two exposure nodes:

PK-p node
Public key: p
Private conponents: g and the abR-encodi ng
The attacker sees p but has no anchor toward q. Since no oracle is
avai | abl e, the attacker cannot know whether a guessed p,q pair is
correct. The search space has no stopping rule.

PK-q node
Public key: q
Private conponents: p and the abR-encodi ng
The attacker sees g and nust guess p. For each candidate p, the
attacker nust test whether g*2 - p”"2 yields a T that could match an
abR encodi ng. Because the abR structure is random zed and because
no oracle confirms correctness, there is no way to know when the
correct p has been found.

4.6. Perpetual PKI Property

Phi - Ns supports perpetual key continuity. The public key (either p or Q)
MAY remai n constant while the private key is refreshed by re-randoni zi ng
the abR deconposition using new seed and salt val ues. No reissuance of
certificates is required unless |local policy demands it. This property
is derived directly fromthe fact that the abR encoding carries the
entropy of the secret state, not the size of p or q.

4.7. M nimm and Maxi num Si zes



Thi s specification does not enforce a minimumsize for p, q, or R

I mpl enenters are expected to select sizes in accordance with the target
security level. Because entropy is carried primarily by the abR
encodi ng, even small p and q can be made secure through recursion and

t hrough expansi on of the abR structure.

The specification does not restrict the maxi mumsize of any val ue.
4.8. Paraneter Profiles

Thi s specification defines three non normative paraneter profiles. They
exi st to provide guidance to inplenenters while preserving full control
over p, q, and R These profiles are exanples only and do not restrict

the al gorithm

Profile S:
I ntended use: enbedded systens, |0T, constrained devices
Typical p size: 64 to 96 bits
Typical q size: 64 to 96 bits
Expected R size after deconposition: 150 to 300 bits
Recursion: optional, typically 1 or 2 levels
Notes: public key remains snmall while entropy is carried by the
abR encodi ng and optional recursion

Profile M
I ntended use: general purpose cryptography
Typical p size: 128 to 192 bits
Typical q size: 128 to 192 bits
Expected R size after deconposition: 300 to 600 bits
Recursion: optional, typically 1 to 3 levels
Not es: recomrended for nost deploynents that need |l ong term
security with conpact public keys.

Profile L:
I ntended use: high security, post quantum hardening
Typical p size: 256 bits or greater
Typi cal g size: 256 bits or greater
Expected R size after deconposition: 512 bits or greater depending
on the factorization depth and the random zed serialization
structure.
Recursi on: optional w thout upper limt
Notes: for environments requiring maxi numentropy. The abR
serialization and recursive deconposition provide exponenti al
growt h of the secret search space.

Profil e selection does not change the algorithm Al profiles rely on
the sane deconposition nmechanism the sane abR serialization nethod,
and the sanme security npdel based on the absence of oracle feedback.

I mpl enenters MAY define additional profiles as long as the core
mechani sm remai ns unchanged

4.9. Sequential Encryption Recurrence (Phi-Ns-X / ns-nod)

This section specifies the core sequential encryption operation used by
Phi -Ns when instantiated as an iterative nmessage transformover a prinme
modulus M All operations in this section are performed in the finite
field ZM(i.e., integers nodulo M, where M MJUST be prine.

The encryptor does not require know edge of p. The encryptor MJST have
access to the current public round state (u_k, a_k) for the intended
encryption round k, and the public anchor q. The decryptor additionally



possesses the private root p and the private trajectory paraneters used
to update states.

4.9.1. Public Round State and Phase

For each round k, a public group elenent u_k in Z_ M* is defined.
The correspondi ng public phase a_k is derived fromu_k as:

a k = (uk +inv(uk)) * inv2 (md M

where inv2 = 27{-1} (nod M and inv(u_k) denotes the nodul ar inverse of
u_k nmodulo M

The state update rule for u_k is protocol-specific. A comon profile is:
u {k+1} = u k * g~{step_u} (md M

where g is a generator of Z M'* and step_u is a trajectory paraneter
shared by the encryptor and decryptor (and not published).

4.9.2. Plaintext Representation

The pl ai ntext nessage MJUST be represented as an elenent min Z_ M
Let:

p_0 =m
4.9.3. Core Recurrence (Encryption Transforn

G ven a fixed round phase a_k, the encryptor computes a sequence
(p_i)_{i=1..L} using the follow ng recurrence for each |ayer i

y_i = (p_{i-1} + a_k) (md M
The value y_i MJST be non-zero nodulo M if y i == 0 (nmod M, the
encryptor MJST select a different round k (i.e., advance the public
state) or apply a protocol-defined retry rule.

Define inv(y_i) as the nodular inverse of y i in Z M The encryption
transformis:

(yinr2-yi +p{i-1} * ak) * inv(y_i) (md M

Equi val ently, the transformmy be witten wi thout a division synbol as:
pi =( (y_i*2 - vyi +p{i-1} * a k) * inv(y_i) ) (md M
After L layers, the output of the sequential encryption transformis:
X =p_L
NOTE: | npl ementati ons MAY choose L based on an internal factor-depth
policy (e.g., derived fromthe private structure) but MJIST treat the
recurrence above as the only nmandatory arithmetic core.
4.9.4. Optional Door Injection (Normative Extension Point)
Sone Phi-Ns deploynents additionally inject per-layer door values b_i

(e.g., derived frominternal atons/stars ordering) to enforce an order
If used, the per-layer output becones:

pi =( (y_.i”2-yi +p{i-1} * a k) *inv(y_i) +bi ) (mdM

Thi s docunent specifies the base recurrence (Section 4.9.3). Door



derivation and ordering are specified by the encl osing protocol profile.
4.9.5. Ciphertext Representation
The ciphertext for the sequential transform MAY be the final value X
Depl oyments MAY additionally apply a quadratic projection bound to the
Phi-Ns identity paranmeters, for exanple:

C=(X+qg"2 - (g2 - pr2) * a_k"2
In such profiles, the transmitted ciphertext is C and the receiver uses

its private know edge of (g”"2 - p"2) to recover X before applying any
i nverse procedure.

6. Security Considerations

This section describes the security foundations of Phi-Ns, the assuned
attack nodel, and the cryptanalytic inplications of exposing either p or



g as the public key. Security relies on the difficulty of inverting the
structured rel ation:

g*q - p*p = 2%a * 3"p * R=T

where T is never published, and the internal structure (a, b, R
pernutation, partition) is commtted through SHA-256 wi thout | eakage.
The adversary receives only the public key and the commtnent.

6. 1. Hardness Assunption
The adversary nust recover the full private tuple:

(por g, a b, R factorization of R
permut ati on of atom c factors,
partition of blocks, and serialized encodi ng.

The inversion problemis:

G ven PK and conmit,
find all private values such that ENC(abR) matches conmit.

This problemis non-linear, conbinatorial and recursive. It does not
reduce to integer factorization, discrete logarithmor lattice problens.
Shor’'s algorithmis ineffective because no usabl e conposite is exposed.
Gover’'s algorithmyields only quadratic speedup over an already

super - exponenti al domai n.

6.2. No Oacle

Phi - Ns gives no feedback when a candidate reconstruction is incorrect.
The mappi ng:

commit = SHA256( ENC( abR))

behaves as a random oracle. Every incorrect guess produces an unrel ated
di gest. The attacker cannot detect proximty to the correct structure
and

cannot prune the search space. There is no partial verification.

6.3. Gowh of the Search Space
To invert Phi-Ns, the adversary nust guess sinultaneously:

- the correct prine (pin PKQ g in PKP),
- the correct gap T = g*q - p*p,

- the correct exponents a and b,

- the correct residual R

- the full atomc factorization of R

- the pernutation of atonic factors,

- the nunmber of blocks K,

- the assignnment of atoms to bl ocks,

- the final serialized bytes of ENC(abR).

Each dinmension nultiplies the search space. Even nobdest paraneters
produce super-exponential conplexity. For exanple, a 128-bit Rwth 20



atomic factors yields nore than
20! * Bell(20) > 27200

possi bl e bl ocki ngs and permnutations, excluding the search over p or q.
For realistic security levels, the total inversion space exceeds 27300.

6. 4. Recursive Deconposition
Phi-Ns optionally allows recursive deconposition:
p*p = p2*p2 + 2"a2 * 3"b2 * R2

and p2 may itself be deconposed again. Each | ayer introduces new
factors,

new pernutations and new partitions. The conplexity multiplier per |ayer
i s approxi mately:

| ayer _cost = (factor_count)! * Bell (factor_count)

so two layers with 20 factors each yield an inversion space above
27400. This allows very small public keys (for exanple, 32 or 64 bits)
to

reach effective security conparable to 128-bit or 256-bit schenes when
recursion is used.

6.5. PKQ vs PKP Exposure

PKQ exposes . The attacker nust find p near g because prinmes of simlar
size have predictable spacing. The search range for p is therefore
bounded.

PKP exposes p. The attacker nust guess g without knowing its magnitude.
Since q is derived froma 256-bit PRF, the attacker cannot estimate the

gap:
delta=q-p

The domain for candidate q is effectively unbounded above p. This makes
PKP strictly harder to invert. PKP enables extrenely small public keys
for 10T and enbedded depl oynent.

Nureric illustration (PKP)

p = 15485863

g i s unknown and could be any prinme > p

For q in [p+l, p+27128], the adversary nust test all prines
bef ore checki ng deconposition. This search space is > 27126

6. 6. Quantum Resi st ance

Shor’ s al gorithm does not apply because there is no conposite nunber to
factor. Grover’'s algorithminproves brute-force by a square root, but

t he

domai n i s super-exponential in R and the block structure. For any

depl oynent profile of at least 128-bit classical security, the quantum



reduced cost remains far outside practical reach
6.7. Resistance to Meet-in-the-Mddle

Meet-in-the-mddl e attacks require partial |eakage on two halves of a
structure. Phi-Ns reveals none. Al private values interact through
ENC(abR), which destroys correlation via pernutation and partitioning.
Conmitrents do not permit partial verification, renoving a key pre-
requisite for MTM optim zati on

6. 8. Side-Channel Consi derations

| npl enent ati ons MJUST run constant-tine big-integer operations. A
private structures (seed, p, g, a, b, R blocks) MIST be zeroized after
use. | nplenentati ons SHOULD use nmasked big-integer arithmetic and avoid
secret -dependent branching. The specification itself does not |eak
structure.

6.9. PKI Perpetuity and Key Rotation

Phi - Ns supports perpetual public keys. Since only one prine is public,
the private key may be rotated infinitely w thout nodifying the public
key. Rotation replaces the deconposition of T with a new (a, b, R
structure, a new permutation, and a new bl ock partition. The public
identity remains stable. This property enables long-lived certificates
and |ightweight renewal for |oT, autonotive, industrial and satellite
envi ronment s.

6.10. Sunmmary

Phi-Ns security relies on a new inversion problem conbining quadratic
relations and combi natorial decomposition. No known classical or quantum
attack reduces the search bel ow super-exponential cost. The recursive
model allows arbitrarily high entropy fromsmall public keys. The
absence

of oracle feedback and the unpredictability of ENC(abR) define the core
hardness of the prinmitive.

I n designing Phi-Ns, conventional hash standards such as [FI PS180] and
determnistic randombit generators as specified in [ NI ST90A] are
assuned for commtnents and key-derivation functions. The schene is
positioned in the context of post-quantum cryptography work [N STPQC]
and existing national guidance such as [ANSSI] and [NCSC]. Earlier
work on one-tinme signatures [Lanmport], hash constructions [ SHA256],
and prior descriptions of Phi-Ns [PhiNs] inforned aspects of this

desi gn.

7. 1 ANA Consi derations
Thi s docunent does not require any | ANA acti ons.

No new registries are created, no paraneters are allocated, and no
existing registries are nodified by this specification

If future versions of Phi-Ns define wire formats, CBOR tags, or protoco



identifiers, those will be registered in separate conpani on docunents.
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