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Abst ract

The Virtual Router Redundancy Protocol (VRRP) protocol depends on
I Pv4 or 1 Pv6 connectivity between redundant peers and can use
Seam ess Bidirectional Forwarding Detection (S-BFD) to detect a
Primary Router failure faster than the base VRRP adverti senent
timers.

Thi s docunent descri bes an extension that allows VRRP to use S-BFD as
an additional failure-detection nechanism |t defines a new VRRP
packet type, a dedicated tinmer, and a nechanismfor a VRRP Primary
Router to advertise an S-BFD refl ector discrimnator to Backup
Routers. Local discrimnator allocation is left to the

i mpl ement ati on.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . . ... ... 21
I nt roduction

Bi di rectional Forwarding Detection (BFD), defined in [ RFC5880], is a
protocol for rapid failure detection between a pair of systens.

[ RFC5881] specifies its use for single-hop IPv4 and | Pv6 sessions.
Seaml ess BFD (S-BFD), defined in [ RFC7880], reduces setup and

negoti ati on overhead and enabl es sinpler provisioning. [RFC7881]
extends S-BFD to | Pv4, 1Pv6, and MPLS networks.

VRRP is a standardi zed first-hop redundancy protocol for |Pv4 and

| Pv6 networks. VRRP defined in [RFCO568] provides a standard

el ection procedure for selecting a Primary Router and interoperable
behavi or across inplementations. |In the base protocol, failure
detecti on depends on adverti senent processing and associated tiners.

Thi s docunent conbines S-BFD with VRRP for deploynments that need
failure detection in the millisecond or sub-second range without
relying only on aggressive VRRP advertisenent tiners.

Similar to the S-BFD discrimnator advertisements defined for IS-IS
in [RFC7883] and OSPF in [ RFC7884], the extension defined in this
docunent allows a VRRP Prinmary Router to advertise an S-BFD reflector
di scrimnator that Backup Routers can use to create SBFDInitiator
sessions. The selection of |ocal S-BFD discrimnators remains

i mpl ement ati on specific.

Ter mi nol ogy

VRRP
Virtual Router Redundancy Protocol

BFD
Bi di rectional Forwardi ng Detection

S- BFD
Seaml ess Bidirectional Forwardi ng Detection

FHRP
First Hop Redundancy Protoco

SBFD_Handl er
Handl er in the Virtual Router that is triggered when an S-BFD
Initiator session detects a failure.

Serafini & Dogra Expires 13 COctober 2026 [ Page 3]



I nternet-Draft VRRP and S-BFD April 2026

SBFD_My_Di scri mi nat or
State variable maintained by the Virtual Router when S-BFD is used
as a failure-detection mechanism Its meani ng depends on the
current S-BFD operating node.

SBFD_Your Di scri mi nat or
State variable maintained by the Virtual Router when it uses S-BFD
as an Initiator.

SBFD _Pri mary_Down_Ti ner
Timer in the Virtual Router that starts when S-BFD triggers the
SBFD Handl er and is used by the election procedure defined in this
docunent .

3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

4. Required Features

This section lists the features that guided the design of this
speci fication.

There is no inplied priority anobng them and all of the features
bel ow MUST be supported by an inplenentation of this specification.

4.1. Tinmers for Primary el ection

When enabl ed, this specification MIST allow S-BFD to accel erate
failure detection independently of the normal VRRP adverti senent
timers.

4.2. Local S-BFD Discrimnator allocation

Every Router in a VRRP domain MJST be able to allocate a | ocal S-BFD
di scrimnator for use as an SBFDInitiator or SBFDReflector. The

all ocation nethod is inplenentation specific, but the selected val ue
MUST satisfy the local uniqueness requirenents of [RFC7880] and

[ RFC7881] .
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4.3. Renote S-BFD Discrimnator advertisenent and | earning

A Router in VRRP Backup state MJST be able to learn the renmpte S-BFD
discrimnator for the VRRP Prinary Router acting as an SBFDRefl ector
fromthe VRRP packet type defined in this docunent.

4.4. S-BFD Discrimnator |ength

The locally allocated and remptely adverti sed S-BFD di scrim nator
MUST be 32 bits long, as defined in [ RFC5880].

5. Known Limtations

Before S-BFD is used as a failure-detection nechanismwi th VRRP, the
following limtati on MIST be consi der ed.

5.1. Inconsistency

The inpl ementati on SHOULD rai se an event when it detects an
i nconsi stency between the VRRP state machi ne and the correspondi ng
S- BFD operati ng node.

6. Overview

Each VRRP Router that uses S-BFD for failure detection MJST allocate
a local S-BFD discrimnator and MJST operate as an SBFDRefl ector or
SBFDInitiator according to its VRRP state.

Wen VRRP is in Primary state and the router wants other peers to
monitor it, it MJUST start an SBFDRefl ector session using the locally
al |l ocated di scrimnator and MJST advertise that discrimnator by
sendi ng the VRRP packet type defined in this document. Wen VRRP is
in Backup state, the router MJST start an SBFDInitiator session to
monitor the Prinmary Router.

To start a new session, the SBFDInitiator MJST |learn the Prinmary
Router’s SBFDRefl ector discrimnator and source | PvX address fromthe
VRRP S-BFD Adverti sement defined in this docunent. The SBFDInitiator
MJST use a locally allocated discrimnator as My Discrim nator and
the learned reflector discrimnator as Your Discrimnator, and it
MJUST nmonitor the | earned source address. Wen the SBFDRefl ector
receives a control packet froman SBFDInitiator, it MJST | ocate the
correspondi ng SBFDRefl ect or session by using the incom ng Your

Di scri m nator val ue.
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7.

Thi s docunent al so defines how VRRP and S-BFD state changes interact,
how t he new handl er and tiner are used, and how t he new packet type
advertises the reflector discrimnator needed by VRRP peers. This
docunent does not define a determnistic algorithmfor deriving S BFD
discrimnators from VRRP fiel ds.

The following figure illustrates the high-1evel behavior.
o e e e e e oo - + o e e e e e e e e oo o - +
| Backup | | Primry |
[ + | | S + |
| | SBFDinitiator |---S-BFD Ctrl pkt----- >| SBFDReflector | |
| | +------------ + |<--S-BFD Ctrl pkt------ [ R + ] |
| | |S-BFD Discrin | | | | | S-BFD Discrim | |
| | | | |---S BFD Echo pkt---+ | | | | |
| ] + R e SRR
[ e U + deeemmeeaaaaa | ----+|
I I I I I I
| +---v----+ | | +o--V----+ |
| | VRID | I I | VRD | |
SRR | | b heot |
I I I I I I
| heoo | | SEEEL
I I I I I I
- [ --------- + . [V]--------- +

| VRRP |

R R +

Figure 1. VRRP and S-BFD
VRRP state nachi ne and S-BFD operational node

To facilitate interoperability between the two protocols, this
docunent defines a direct relationship between the VRRP state nmachine
and the S-BFD operating node.

Wien VRRP is in Primary state, the router MJUST initialize an
SBFDRef | ect or session using the locally all ocated discrimnator.
VWhen VRRP is in Backup state, the router MIJST initialize an
SBFDInitiator session using a locally allocated discrinmnator as My
Di scrimnator and the val ue advertised by the VRRP Primary Router as
Your Discrimnator. The destination of the Initiator session is the
source | PvX address from which the correspondi ng VRRP S-BFD
Advertisement was received. Wen VRRP is in Initialize state, no
S-BFD session is associated with that Virtual Router instance,
including its VRID, VRRP version, address fam |y, and applicable
interface, bridge-donmain, or VRF context.
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An inplenentation that uses this specification is responsible for
mai ntai ning the relationship between VRRP and S-BFD. Wen an
inconsistency is detected, it MJST be treated as a critical error

8. VRRP and S-BFD state nmachines interoperability

As defined in [RFC7880], S-BFD also has its own state machine. In
SBFDIniti ator node, the relevant states are Up and Down. The Down
state is entered when a tinmer expires or when an Adni nDown i ndi cation
is received fromthe renpte Reflector session. |n SBFDRefl ector
node, the session can indicate Up or Adm nDown.

Wen VRRP is in Primary state and S-BFD is operating as an
SBFDRef | ect or, VRRP MUST drive the associ ated S-BFD sessi on behavi or.
VWhen VRRP is in Backup state and S-BFD is operating as an Initiator,
S-BFD MUST trigger the SBFD Handl er and VRRP MJST start and nonitor
the SBFD Primary_Down_Ti ner.

Wen VRRP is in Primary state and sends an advertisement with
priority O in order to relinquish the role, it MJST continue to
foll ow the base VRRP behavior. 1In that case, the el ection behavior
remai ns the one defined by the corresponding VRRP version rather than
the timer defined in this document.

The inpl enentation is responsible for defining how VRRP and S-BFD
comruni cate state changes internally.

9. Relation nmmintenance

The inplementation is responsible for nmaintaining the relationship
anong the S-BFD session, the current VRID, the VRRP version, the
address famly, the applicable interface, bridge-domain, or VRF
context, and the applicable S BFD operating node. Wen VRRP changes
state, the inplenmentation MJST destroy the old S-BFD sessi on,
initialize the new one as needed, and continue to apply the base VRRP
stat e nmachi ne behavi or.

This relationship is maintained by using the two state vari abl es
SBFD My_Di scrimnator and SBFD Your _Discrimnator. Their precise
behavi or depends on the current operating node.

When operating as an Initiator, the | earned destination |PvX address

of the SBFDRefl ector need not be retained after the S-BFD session has
been initialized.
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9.1. Relation requirenents

This section clarifies how the relationship and state variables are
managed for each VRRP state.

To create and nmaintain the association, VRRP MIST store the state
variables in the Virtual Router instance and use themto identify,
create, or destroy the correspondi ng S-BFD session.

9.1.1. Primary state

SBFD_My_Di scri m nat or
SBFDRef | ect or discrimnator allocated by the inplenmentation for
the Virtual Router instance. This state variable MJST be
initialized if the Primary Router wants peers to nonitor it
through S-BFD and MUST be used to start the correspondi ng
SBFDRef | ect or session as My Discrimnator.

9.1.2. Backup state

SBFD_My_Di scri m nat or
Required SBFDI nitiator discrimnator allocated by the
i mpl ement ati on.

SBFD_Your _Di scri mi nat or
Requi red SBFDRefl ector discrimnator |earned fromthe VRRP S-BFD
Advertisenment for this VRRP instance.

9.1.3. Initialize state

In this state, the inplenentation MUST NOT maintain a rel ationship,
and any previous S-BFD sessions MJST be destroyed.

VRRP might term nate abnormally and therefore be unable to notify
S-BFD. The behavior for handling such inconsistencies is discussed
in Section 7.

10. S-BFD Discrimnator adverti senent

Thi s specification does not define a deterministic algorithmfor
deriving S-BFD discrimnators fromthe VRID, |P addresses, or other
VRRP state. A Router that inplenents this specification MJST

all ocate SBFD My_Di scrimnator according to | ocal inplenmentation
policy and MJST ensure that the selected value is a valid non-zero
32-bit S-BFD discrimnator that satisfies the | ocal uniqueness
requi renents of [RFC7880] and [ RFC7881].
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10.

10.

10.

Similar to the S-BFD discrimnator advertisements defined for IS-IS
in [RFC7883] and OSPF in [ RFC7884], the VRRP packet type defined in
this document explicitly carries the SBFDRefl ector discrimnator

sel ected by the VRRP Primary Router.

1. Advertisenent field

A VRRP S-BFD Advertisenment reuses the advertisenment format of the
appl i cabl e VRRP version and appends a 32-bit S-BFD Refl ector
Discrimnator field after the protected | PvX address list. All other
fields are identical to the corresponding VRRP Advertisenent and are
processed according to [ RFC9568].

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
~ VRRP Advertisenment fields for the applicable version ~
I S i o T s S S S e s s T
S-BFD Refl ector Discrimnator
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 2: VRRP S-BFD Advertisenent Extension

The checksum processing for the correspondi ng VRRP versi on MJST cover
the S-BFD Reflector Discrimnator field.

2. Learning the SBFDI nitiator Your Discrimnator field

When a Backup Router receives a VRRP S-BFD Advertisenent, it MJST
copy the advertised S-BFD Reflector Discrimnator value into
SBFD_Your _Di scrim nator and use that value as the S-BFD Your

Di scrimnator, as defined in Section 7.2 of [RFC7880].

3. I nplenentation considerations

The sane VRID can be reused on different interfaces or bridge

domai ns, and overlapping I Pv4 or | Pv6 addresses can exist in
different VRF contexts. Therefore, deriving S-BFD discrimnators
only fromthe VRID and I P addressing information is not sufficient to
guar ant ee uni queness across VRRP depl oynents. Explicit advertisenent
avoids this anbiguity and | eaves local discrimnator allocation to
the inpl ementati on.
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10.

11.

12.

12.

4. Way explicit advertisenent is required

A point-to-nultipoint BFD solution, such as one based on [ RFC38562],
can nake a different design choice because the Primary Router itself
ori gi nates BFD Control packets and a Backup Router can demrul ti pl ex
the received session by using the source | PvX address together with
| ocal ly defined rules.

S-BFD has a different operational nmodel. An SBFDInitiator MJST know
the discrimnator allocated by the renote SBFDRefl ector before it can
send an S-BFD Control packet with the correct Your Discrinmnator

val ue, as described in [RFC7880]. Because the sane VRI D can be
reused in different interface, bridge-domain, or VRF contexts, and
because overl apping | P addressing is possible, this document does not
attenpt to infer the rempte reflector discrimnator fromVRRP state
al one.

For that reason, this specification carries the SBFDRefl ector
discrimnator explicitly in the VRRP S-BFD Advertisenment. A
specification that uses point-to-nultipoint BFD instead of S-BFD
could avoid that advertisenment, but it would define a different
failure-detection mechani sm

Ti mers

The standard VRRP el ecti on procedure uses the advertisenment interva
as part of its failure-detection behavior and cannot directly provide
the behavior required by this specification. To avoid collisions

bet ween the two nechani sns, a dedicated tiner naned

SBFD Primary_Down_Tiner MJST be inplenmented in the VRRP Router. This
timer MUST be equal to the Skew Time for the applicable VRRP version
and MJST be started only when an S-BFD Initiator session triggers the
VRRP SBFD Handl er because of a Down or Adm nDown indication fromthe
Refl ector.

Qperational requirenents

This section defines the operational requirements of this
speci fication and sumrari zes how VRRP and S-BFD are integrated

For | Pv6 procedures, the Solicited-Node nulticast address is the one
defined in [ RFC4291].

1. Initialize state

Serafini & Dogra Expires 13 COctober 2026 [ Page 10]



Internet-Draft

VRRP and S-BFD Apri |

+ If a Startup event is received, then:

>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

Ser af i ni

+ If the Priority = 255, i.e., the router owns the |PvX
address(es) associated with the Virtual Router, then:

+ If S BFD is required, then:

All ocate the SBFD My_Di scrinminator according to |ocal
i mpl ement ati on policy.

Start a new SBFDRefl ector session with
SBFD My _Di scrimnator as My Discrimnator.

Set the VRRP packet type to 2

I nclude SBFD My_Di scrimnator as the
S-BFD Reflector Discrimnator field

+ el se

Set the VRRP packet type to 1

+ endif // is S-BFD required?

- Send an ADVERTI SEMENT

+ If the protected | PvX address is an | Pv4 address, then:

For each | Pv4 address associated with the Virtual
Rout er, broadcast a gratuitous ARP nessage
contai ning the Virtual Router MAC address and
with the target |ink-layer address set to the
Virtual Router MAC address.

se // 1Pv6

For each | Pv6 address associated with the Virtual
Rout er, send an unsolicited ND Nei ghbor
Advertisement with the Router Flag (R) set, the
Solicited Flag (S) clear, the Override flag (O
set, the target address set to the | Pv6 address
of the Virtual Router, and the target |ink-I|ayer
address set to the Virtual Router MAC address.

+ endif // was protected address | Pv4?

- Set the Adver Tinmer to Advertisenent | nterval

2026
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- Transition to the {Prinmary} state
+ else // Router is not the address owner
- Set Prinmary_Adver Interval to Advertisenment _|Interval
- Set the Primary_Down_Timer to Primary_Down_I nterval
>> + If S-BFD is required, then:

>>
>> - Set the SBFD Primary Down_Tiner to Skew Tine

ZZ + endif // is S-BFD required?
- Transition to the {Backup} state
+ endif // was priority 2557
+ endif // Startup event was received

12.2. VRRP Backup state

Wil e in Backup state, a VRRP Router MJST do the follow ng:

+

If the protected | PvX address is an | Pv4 address,
t hen:

- It MJUST NOT respond to ARP requests for the |Pv4
address(es) associated with the Virtual Router.

+

else // protected address is |Pv6

- It MJUST NOT respond to ND Nei ghbor Solicitation nmessages
for the I Pv6 address(es) associated with the Virtual Router.

- It MJST NOT send ND Router Advertisenent nessages
for the Virtual Router.

+

endif // was protected address | Pv4?

It MJST discard packets with a destination |ink-Iayer
MAC address equal to the Virtual Router MAC address.

It MJUST NOT accept packets addressed to the |PvX
address(es) associated with the Virtual Router.

+

If a Shutdown event is received, then:
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- Cancel the Primry_Down_Ti mer

>> + If S-BFD is required, then:

>>

>> - Destroy the previous SBFDInitiator session.
>>

>> - Cancel the SBFD_Prinmary_Down_Ti ner.

>>

>> + endif // is S-BFD required?
- Transition to the {Initialize} state
+ endif // Shutdown event received
>> + |f the SBFD Handl er event is received, then:

>>

>> - Start the SBFD Primary_ Down_Ti ner.
>>

>> + endif // SBFD Handl er event received

>> + |f the Primary_Down_Ti mer OR
>> the SBFD Primary Down Tiner fires, then:

>> + If SBFD is required, then:

>>
>> - Allocate the SBFD My_Discrimnator according to | ocal
>> i mpl ement ati on policy.

>>

>> - Start a new SBFDRefl ector session with

>> SBFD My _Di scrimnator as My Discrimnator.

>>

>> - Set the VRRP packet type to 2

>>

>> - Include SBFD My Discrimnator as the

>> S-BFD Reflector Discrimnator field

>>

>> + el se

>>

>> - Set the VRRP packet type to 1

>>

>> + endif // is S-BFD required?
- Send an ADVERTI SEMENT
+ If the protected | PvX address is an | Pv4 address, then:

- For each I Pv4 address associated with the Virtual
Rout er, broadcast a gratuitous ARP nessage
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>>
>>
>>
>>

+ el
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contai ning the Virtual Router MAC address and
with the target |ink-layer address set to the
Virtual Router MAC address.

se /] 1Pv6

Conpute and join the Solicited-Node multicast
address defined in RFC4291 for the | Pv6 address(es)
associated with the Virtual Router.

For each | Pv6 address associated with the
Virtual Router, send an unsolicited ND Nei ghbor
Advertisement with the Router Flag (R) set, the
Solicited Flag (S) clear, the Override flag (O
set, the target address set to the | Pv6 address
of the Virtual Router, and the target |ink-I|ayer
address set to the Virtual Router MAC address.

+ endif // was protected address | Pv4?

- Set the Adver Tiner to Advertisenent I nterval

- Tr

+ 1f S BFD is required, then:

Cancel the SBFD_Primary_Down_Ti ner timer.

+ endif // is S-BFD required?

ansition to the {Primary} state

+ endif // Primary_Down_Tinmer fired

+ | f an ADVERTI SEMENT is received, then:

>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

Ser af i ni

+ If VRRP packet type is 2, then:

Al'l ocate the SBFD _My_Di scrininator according to | ocal
i mpl ement ati on policy.

Set the SBFD Your Discrimnator to the
S-BFD Reflector Discrimnator field carried in the
ADVERTI SEMENT.

Create or update the SBFDInitiator session against

the Primary

Rout er using SBFD My_Discrimnator as My Discrimn nator
and SBFD Your Discrimnator as Your Discrimnator;

the destination IPvX of the new session is the

2026
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>>
>>
>>
>>

source I PvX learnt fromthe advertisenent packet
and the port is the sane defined in RFC7881.

+ endif // is VRRP packet type 2?
+ If the Priority in the ADVERTI SEMENT is 0, then:
- Set the Primary_Down_Tiner to Skew Time
+ else // priority non-zero
+ If Preenpt_Mode is False, or if the Priority in
t he ADVERTI SEMENT is greater than or equal to the

|l ocal Priority, then:

- Set Primary_Adver Interval to Max Advertise
Interval contained in the ADVERTI SEMENT

- Reconpute the Skew Tine
- Reconpute the Primary_Down_I nterval,
- Set the Primary _Down_Timer to Prinary_Down I nterval

+ else /] preenpt was true and priority was |ess
than the local priority

- Discard the ADVERTI SEMENT
+ endif // preenpt test
+ endif // was priority 07?

+ endif // was advertisement received?

endwhil e // Backup state

12. 3.

Primary state

Waile in Primary state, a VRRP Router MJST do the follow ng:

+ If the protected | PvX address is an | Pv4 address, then:

- It MJIST respond to ARP requests for the |Pv4
address(es) associated with the Virtual Router.

+ else // |Pvb
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>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

- It MJST be a menber of the Solicited-Node multicast
address for the | Pv6 address(es) associated with the
Virtual Router.

2026

- It MJST respond to ND Nei ghbor Solicitation nessages (with
the Router Flag (R) set) for the | Pv6 address(es) associated

with the Virtual Router.

- It MJST send ND Router Advertisenents for the Virtual
Rout er .

+ If Accept_Mde is False: MJST NOT drop | Pv6
Nei ghbor Solicitations and Nei ghbor Advertisenents.

+ endif // |Pv4?

It MJUST forward packets with a destination |ink-layer MAC
address equal to the Virtual Router MAC address.

It MJUST accept packets addressed to the |IPvX address(es)
associated with the Virtual Router if it is the |IPvX
address owner or if Accept Mde is True. O herw se,
MUST NOT accept these packets.

+ |If a Shutdown event is received, then:

- Cancel the Adver _Tiner
+ 1f S BFD is required, then:
- Set the VRRP packet type to 2

- Include SBFD_My_Discrimnator as the
S-BFD Reflector Discrimnator field

+ el se
- Set the VRRP packet type to 1

+ endif // is S-BFD required?

- Send an ADVERTI SEMENT with Priority = 0

- Transition to the {Initialize} state

+ endif // shutdown received

Ser af i ni
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+ If the Adver _Tiner fires, then:

>> + If S-BFD is required, then:
>>

>> - Set the VRRP packet type to 2

>>

>> - Include SBFD_M/_Discrininator as the
>> S-BFD Reflector Discrimnator field
>>

>> + el se
>>

>> - Set the VRRP packet type to 1
zz + endif // is S-BFD required?
- Send an ADVERTI SEMENT
- Reset the Adver_Tinmer to Advertisenent_Interval
+ endif // advertisement tiner fired

>> + |f an ADVERTI SEMENT type 1 or 2 is received, then:

+ If the Priority in the ADVERTI SEMENT is 0, then:

>> + |If an ADVERTI SEMENT type 2, then:

>>

>> - Set the VRRP packet type to 2

>>

>> - Include SBFD My Discrimnator as the
>> S-BFD Reflector Discrimnator field
>>

>> + el se

>>

>> - Set the VRRP packet type to 1

>>

>> + endif // is ADVERTI SEMENT type 27

- Send an ADVERTI SEMENT
- Reset the Adver Timer to Advertisenent_Interval
+ else // priority was non-zero
+ If the Priority in the ADVERTI SEMENT is greater
than the local Priority or the Priority in the

ADVERTI SEMENT is equal to the local Priority and
the primary | PvX Address of the sender is greater
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than the local primary |IPvX Address (based on an
unsi gned i nteger conparison of the I PvX addresses in
net wor k- byt e order), then:

- Cancel Adver Tiner
- Set Primary_Adver_Interval to Max Advertise
Interval contained in the ADVERTI SEMENT
- Reconpute the Skew Tine
- Reconpute the Primary_Down_| nterval
- Set Primary_Down_Timer to Primary_Down_I nterval
- Transition to the {Backup} state
+ else // new Primary Router |ogic
- Discard the ADVERTI SEMENT
>> + | f an ADVERTI SEMENT type 2, then:
>>
>> Set the VRRP packet type to 2
>>
>> I ncl ude SBFD My_Di scrimnator as the
>> S-BFD Refl ector Discrimnator field
>>
>> + el se
>>
>> Set the VRRP packet type to 1
>>
>> + endif // is ADVERTI SEMENT type 27
- Send an ADVERTI SEMENT i nmedi ately to assert
Primary state to the sending VRRP Router and
to update any learning bridges with the correct
Primary VRRP Router path.
+ endif // new Primary Router detected
+ endif // was priority zero?
+ endif // advert received
endwhile // in Primary state
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13.

14.

15.

15.

| ANA Consi der ati ons

Thi s docunent requests I ANA to assign a new VRRP packet type for use
wi th S-BFD-enabl ed VRRP adverti sements.

The requested value is 2, with a description of "S-BFD
Advertisenent”. |If I ANA assigns a different value, inplenentations
of this specification MIST use the | ANA-assignhed val ue.

Security Considerations

Thi s docunent does not define a new security nechanism |t specifies
how VRRP can use S-BFD to accelerate failure detection.

I mpl enentations inherit the security considerations of [RFC9568],

[ RFC5880], [RFC5881], [RFC7880], and [RFC7881]. A false or spoofed
S-BFD Advertisenent can inject an incorrect reflector discrimnator
or misdirect nonitoring traffic, and a false failure indication can
still trigger unnecessary VRRP state transitions. For that reason,
operators should apply the same filtering, integrity, and contro

pl ane protections recomended for the base protocols.
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