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Abst ract

Thi s docunent describes a signaling-layer correlation gap in SIP-
based real -time Al voice systens. Existing SIP identifiers provide
di al og and comuni cati on-session scope, but they do not define a
stabl e application-layer identifier capable of persisting across

t opol ogy changes, nmulti-dialog call control operations, federated

i nterconnects, or distributed processing environnents.

The docurent anal yzes current nechanisnms and their limtations, and
motivates the need for a standardized SIP-carried identifier whose
semantics are restricted to application-layer correlation and out-of -
band context retrieval

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 28 August 2026
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

SI P defines transaction and di al og machi nery for conmmuni cati on
signaling ([RFC3261]). Dialog identity is established by Call-ID and
| ocal /renpte tags. That identity is sufficient for SIP dialog
processing, routing decisions, and in-dialog request handling.

A second identity class is conmmunication session identity. Session-
I D ([RFC7989]) provides end-to-end and endpoi nt-associ at ed
identifiers for communi cati on sessions and troubl eshooti ng use cases.
Session-1D semantics are intentionally focused on comruni cation

sessi ons.
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Athird identity class is application-layer identity - defined in
this document. In distributed Al voice systens, application
components mai ntain conversation state, policy state, tool-execution
state, and audit state that are not encoded in SIP dialog state.
This logical flow can span nultiple SIP dialogs and, in sone

depl oynents, multiple comruni cation sessions or federations.

Thi s docunent uses the term "Al-Session-ID'" to denote an application-
| ayer correlation identifier carried in SIP. Al-Session-1Dis not
defined as a SIP dialog identifier and is not defined as a

communi cation session identifier. |Its intended roleis limted to
stabl e correl ation.

2. Analysis of Existing SIP Mechani sms

This section reviews existing SIP and rel ated nechani sns and
eval uates their scope relative to application-layer continuity
requirenents.

2.1. Call-ID and Dialog Identifiers

Call-1D and tags identify SIP dialogs ([RFC3261]). They sol ve dial og
mat chi ng and i n-di al og request associ ati on.

Dialog identifiers are dialog-local; transfers, B2BUA-created | egs,
di al og repl acenent, topol ogy-hiding transformations, and re-
originations can produce new dialogs with different identifiers.

Therefore, dialog identifiers do not by thensel ves provide stable
correlation for one | ogical application workflow across nultiple
di al ogs.

2.2. Session-I1D

Session-1D ([ RFC7989]) provides conmuni cation-session identifiers
i ntended for cross-el enent troubl eshooting and correl ati on of
communi cati on sessi ons.

Session-1D semantics are tied to comuni cati on sessions; application
wor kfl ows may intentionally span nultiple comunication sessions
whi | e preserving one |ogical application interaction.

Therefore, Session-ID is necessary for conmuni cati on-session

di agnostics but does not fully define application-layer workfl ow
continuity semantics.
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2.3. User-to-User Information (UU)

UUl ([ RFC7433]) transports user-to-user application information in
SIP signaling. It solves structured transport of application data
bet ween partici pati ng endpoints.

UUl is payl oad-oriented and depl oynent behavi or depends on
intermedi ary and policy handling. It does not define a globally
stabl e, workflow scoped identifier with determ nistic propagation
requirenents across all dialog derivation patterns.

Therefore, UU can carry correlation data but does not by itself
establish interoperable semantics for a persistent application
wor kfl ow i dentifier.

2.4. Oher Deploynment Constructs

I mpl enent ati ons often use proprietary headers, platforminteraction
identifiers, and database mappi ngs. These approaches can be
operationally effective within one inplenentation

Senmantics, security handling, and propagati on behavior are
depl oynent -specific. Interoperabl e behavior across vendors and
domai ns i s not guaranteed.

3. Wy an Al-Session-I1D is Required

Distributed Al voice systens typically include SIP proxies, SBCs,
B2BUAs, nedi a services, Al orchestration services, and externa
tools. Processing is comonly distributed across regions and
hori zontal |y scal ed nodes.

In these architectures, a single logical interaction can involve
multiple SIP dialogs due to Al-to-Al transfer, Al-to-human-to-Al
escal ati on, B2BUA leg creation, third-party call control, and
cal |l backs. Stateless SIP processing patterns and retry behavi or
further require idenpotent operations across asynchronous conponents.

Di al og-1ocal state is insufficient because dialog identifiers can
change when signaling topol ogy changes. Conmunication session
identity is insufficient because one flow may span nultiple
conmmuni cati on sessions.

A stable application-layer identifier transported in SIP enables
determnistic out-of-band context retrieval through HTTP APls, event
systens, and distributed state stores. This allows any authorized
conponent receiving signaling to re-associate events with the correct
wor kfl ow state during normal processing, retry, or failover
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4.

.1

Differentiation fromExisting Solutions and Identifiers
Al -Session-IDis differentiated as foll ows:

* Al-Session-IDis not a comunication session identifier and does
not replace Session-I1D ([ RFC7989]).

* Al-Session-1D may span multiple comruni cation sessions when those
sessions are part of one |ogical workfl ow

* Al-Session-IDis not equivalent to Call-ID and does not redefine
SIP dialog identity ([RFC3261]).

* Al-Session-1D does not carry full application context; it carries
only a stable identifier.

As result, standardized Al-Session-1D construct can provide
determnistic context |ookup semantics, inprove distributed state
resilience, support observability and governance workfl ows, enable
mul ti-vendor interoperability, and reduce dependence on fragile
mappi ng | ogi c.

Requirenents for an Application-Layer Al-Session-ID

The following requirements are derived fromthe use cases and
constraints described in this docunment. They define properties for a
SI P-1evel construct intended to represent an application-I|ayer Al-
Session-1D identifier.

Requi rement s

* REQL: It MJST be possible to associate nultiple SIP dialogs or
communi cati on sessions with a single |ogical Al-Session-ID when
those di al ogs or sessions are conponents of one continuous
application-layer interaction

* REQ: It MJST be possible to preserve the Al-Session-I1D identifier
across dialogs created as a result of call control operations
(e.g., REFER, Repl aces) when still part of the sane application-
| ayer interaction.

* RE@: If an Al-Session-IDidentifier is present in a dialog-
establishing request, it MJST be included unchanged in all
subsequent in-dialog requests generated within that dial og.
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* REQ4: It MJST be possible for an authorized application-I|ayer
orchestrator to inject an Al-Session-ID identifier into a newy
originated SIP dialog, including dialogs not directly derived from
an exi sting dial og.

* REQ@: The identifier MJST be suitable for use as a stable key for
retrieving application-layer session context through out-of-band
mechani sms; SIP signaling itself MJUST NOT carry the session
cont ext .

* REQ: Once established within a dialog, the Al-Session-ID
identifier MJUST NOT change during the lifetinme of that dial og.

* REQ7: If a different Al-Session-ID identifier is received within
an existing dialog, the receiving entity MIST either reject or
ignore the conflicting value while preserving the origina
identifier.

*  REQ@B: When a B2BUA receives differing Al-Session-ID identifiers on
separate legs that it bridges, it MJST apply a determnistic |oca
conflict-resolution policy.

* REQ@: The identifier MJST be opaque and MJUST NOT encode user
identity, device identity, domain identity, Call-1D, tags, IP
addresses, or other SIP header fields or signaling metadata.

* REQLO: Possession of the Al-Session-ID identifier MJUST NOT by
itself grant authorization to retrieve application-layer session
context; out-of-band retrieval nmechani sne MJST enforce i ndependent
aut henti cation and authori zati on.

* REQL1: The presence of the identifier MJST NOT alter SIP dialog
semantics or call processing for entities that do not understand
it.

* REQL2: The identifier MJST be suitable for safe transport in SIP
headers and conpatibility with other signaling or contro
pr ot ocol s.

* REQL3: The identifier SHOULD be gl obally unique in tinme and space
to avoid collision across adm ni strati ve domai ns.

* REQL4: It MUST be possible for adm nistrators and nonitoring
systens to use the identifier to correlate SIP signaling records,
medi a processing events, Al nodel interactions, and external too
i nvocations into a coherent interaction tinmeline.
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6

9

9

Scope Carification

Thi s docunent is a problemstatenent, it identifies protocol and
architectural gaps and states requirenents for further specification
wor k.

I ANA Consi derations
Thi s docunent nakes no request of |ANA
Security and Privacy Considerations

Al -Session-ID is intended as a correlation identifier, not an

aut hori zation artifact. 1In single-domain or fully trusted
environments, transporting only the identifier may be operationally
sufficient. Wen signaling crosses adm nistrative boundaries or
traverses seni-trusted internedi aries, deploynents often need a
verifiable way to trust the asserted Al-Session-ID val ue.

SIP transport protections such as TLS or nutual TLS provide hop-by-
hop confidentiality and integrity. However, hop-by-hop protection

al one does not guarantee end-to-end integrity of an asserted Al-
Session-1D val ue against in-path internediaries that can legitimately
ternminate and re-originate SIP nessages

A depl oynent best practice is to carry Al-Session-1D together with an
associ ated signed assertion when a trust boundary is crossed. This
is an optional nechani smselected by policy and it is not required in
al | depl oynents.

To keep SIP signaling |ightweight, deploynments may prefer passing a
signed assertion by reference; when by-reference retrieval is
unavai |l abl e, an enbedded assertion may be used as a fallback

Possessi on of an Al-Session-ID value or an associ ated si gned
assertion does not by itself grant access to application context.

Qut - of -band context retrieval requires independent authentication and
aut hori zati on.

Ref er ences
1. Informative References

[ RFC3261] Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SIP: Session Initiation Protocol", RFC 3261
DO 10.17487/ RFC3261, June 2002,
<https://ww.rfc-editor.org/info/rfc3261>

Ser af i ni Expi res 28 August 2026 [ Page 7]



I nternet-Draft Al - Sessi on-1D Probl em St at enent February 2026

[ RFC3891] Mahy, R, Biggs, B., and R Dean, "The Session Initiation
Protocol (SIP) "Repl aces" Header", RFC 3891,
DA 10.17487/ RFC3891, Septenber 2004,
<https://ww.rfc-editor.org/info/rfc3891>.

[ RFC7433] Johnston, A and J. Rafferty, "A Mechanismfor
Transporting User-to-User Call Control Information in
SIP', RFC 7433, DO 10.17487/ RFC7433, January 2015,
<https://www.rfc-editor.org/info/rfc7433>.
[ RFC7989] Jones, P., Salgueiro, G, Pearce, C., and P. Gralt, "End-
to-End Session ldentification in | P-Based Miltinedia
Conmruni cati on Networks", RFC 7989, DO 10.17487/ RFC7989,
Cct ober 2016, <https://www. rfc-editor.org/info/rfc7989>.
Acknowl edgenent s
Acknowl edgenent s secti on.
Contributors
Contributions section.
Aut hor’' s Address
Ni col a Serafini

I ndi vi dual
Email : n.serafini @utanota.com

Ser af i ni Expi res 28 August 2026 [ Page 8]



