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Abst ract

Trustwort hy Workl oads are workl oads that operate in environnments that
provide isolation of data in use. This docunment describes how
Trustwort hy workl oads can acquire credentials containing stable
identifiers, upon proving the trust in the environnents in which they
operate via Renote Attestation.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-novak-tw -attestation/.

Di scussi on of this docunent takes place on the RATS Wrking G oup
mailing list (mailto:rats@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/rats/. Subscribe at
https://ww ietf.org/mailman/listinfo/rats/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
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1. Introduction

As organi sati ons nmove nore workl oads into untrusted or shared
environments, protection of data in use becomes increasingly
important. One way of isolating data in use is Confidenti al
Conputing: executing a workload (for exanple an Al nodel, database
process or financial service) inside a hardware-based, renotely
attested Trusted Execution Environnent (TEE). Wbrkloads operating in
such environnents need stable and trustworthy identifiers to
communi cate over the network to the external world. Often such
identifiers are provided to themvia Credential Authorities upon
ascertaining trust in the environments in which these workl oads
operate. The standard practice to establish trust in the operating
environment is through Renpte Attestation.
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This draft specifies how a Wrkl oad operating in Confidentia
Conput i ng Environnent can obtain trustworthy, stable, and workl oad-
bound credentials using Renpbte Attestation

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses terns and concepts defined by the WMSE and RATS
architectures, as well as the ternms defined by the Trustworthy
Workl oad ldentity Special Interest G oup at the Confidential
Conputing Consortium For a conplete glossary, see Section 4 of

[ RFC9334] , [I-D.draft-ietf-winse-arch] & [ TW SI GDef].

The definitions of terns Iike Trustworthy Workload Identity and
Wor kl oad Credential match those specified by the TW SIG Definitions
[ TW SI CDef] .

Workload: [I-D.draft-ietf-w nse-arch] defines 'Wrkload as "an
i nstance of software executing for a specific purpose". Here we
restrict that definition to the portions of the deployed software
and its configuration that are subject to Rempte Attestation

Workl oad ldentifier: a stable construct around which Relying Parties
can formlong-lived Workl oad authorization policies.

Wor kl oad Identity: the definition of Workload Identity is identica
to the definition of the same termby [I-D.draft-ietf-w nmse-arch]
"a conbi nation of three basic building blocks: trust domain,
Workl oad ldentifier and identity credential s.

Workl oad Credential: an epheneral identity docunent containing the
Wor kl oad Identifier and a nunber of additional clains, that can be
short-lived or long-lived, and that is used to represent and prove
Workl oad ldentity to a Relying Party.

Stabl e Workl oad ldentity, Stable Authorization Policy: a Wrkload
Identity or Authorization Policy is considered Stable if it
remai ns constant in the face of software and hardware changes
(updates and rol |l backs), so long as those updates and roll backs
are authorized, i.e., conply with the policy of what consitutes
the all owed version(s) of the software and hardware in question

Credential Authority: an entity trusted to issue Wrkl oad
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Credential s

Bound Workl oad Credential: a Wrkload Credential is considered Bound
if it can only be used in conjunction with a secret Credential Key
that only a Wrkload authorized for the use of that Key can
obtain, either by generating and certifying it, or by retrieving
it froma secure Key Store.

Wor kl oad Omner: an entity tasked with specifying policies concerning
what Workl oad conposition is considered valid for the purposes of
i ssuing Workl oad Credentials

Verifier: an entity perfornming the role of Attestation Verification,
as documented in Section 4 of [RFC9334]

3. Available Options

When dealing with a client Workload that is running inside a renotely
attested Trusted Execution Environnent, the goal of having a Relying
Party having a stabl e authorization policy and utilizing industry-
standard nechani sns for authorization can be achi eved by issuing
Credentials in arelying party-friendly format, such as those
specified by [I-D.draft-ietf-wi nse-arch]. Such Credentials nmay take
the formof x.509 certificates or Wirkl oad lIdentity Tokens (WTSs)
defined in Section 3.1 of [WMSES2S]. A Wrkload can start using the
Credential for authentication and authorization once it has two itens
in its possession: the public portion the Wrkload Credenti al

itself, and the secret Credential Key necessary to utilize this
Credenti al .

A Stabl e authorization policy can only be achieved if Wrkl oads can
have Stable identities. The decision about what constitutes a
trustworthy Workload and a trustworthy configuration is a conposition
verification, with nultiple entities providing Reference Values for
the conponents they vouch for. For the issued Wrkload Identity to
be Stable in addition to Trustworthy, a mapping nmust be perforned
bet ween these Reference Values and the issued Identities. In a
typical enterprise, Stable authorization policies are expressed in
terns of business- rather than technol ogy-oriented concepts, e.g.,
"Payroll Application", "Located in Gernany", "Cleared for handling
Personally ldentifiable Information", etc. This contrasts with what
RATS has historically thought of as Attestation Results, which may
relate to the hardware nmanufacturer, firmmvare and software versions,
etc.
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In sone inplenentations, a Credential is preconputed, and the
Credential Key is obtained froma Key Store foll ow ng successful
Renote Attestation. |In other inplenentations, the Wrkload generates
its own Credential Key and uses Renpbte Attestation to certify it.

Wthin the RATS Architecture, either of these options can be
acconplished in one of two ways:

1. The Attestation Results convey to the attesting Whrkl oad both the
public Credential and the secret Credential Key.

2. The Attestation Results are encoded in an Entity Attestation
Token or EAT [RFC9711], or a bespoke Verifier-specific format,
and can be used by the attesting Wrkload to obtain a Bound
Credential and an associated Credential Key, e.g., by contacting
a Credential Authority and/or a Key Store, but w thout further
involving the Verifier.

In either case, the detailed information about the Wrkload s

conposi tion conveyed to the Verifier using RATS “Evidence” is mapped
to Stable, technol ogy-agnostic, business-oriented clains about the

Wor kil oad.

These two options can be visualised at a high | evel as:
/1 Tracked at: https://github.com confidential-conputing/tw -rats/
i ssues/5

From the Workload s perspective, Variant 2 carries with it an extra
network roundtrip (the first roundtrip being the workl oad exchangi ng

“Evidence” for “Attestation Results” ). It is the only option
avail able to the Wrkl oad for using existing Verifier inplenentations
that make no changes associated with this proposal. This option does

however introduce additional latency and reliability costs inherent
in an extra roundtrip.

Variant 1 does not carry with it the extra roundtrip, and thus does
not carry the additional performance costs or reliability risks.

Several distinct options are possible. In all cases, the Credenti al
is generated and signed by a Credential Authority. The difference is
in how the Wrkload obtains these Credentials. The main pivots are:
1. \Where the Credential Key is generated (Key Source):

1. I nside the Wirkl oad | nstance

2. Inside a secure Key Store such as a Hardware Security Modul e
(HSM, by the Wrkl oad Oaner
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2. \Were the Wrkload gets its Credential from (Credential Source):
1. The Verifier

2. The Credential Authority (e.g., a Certificate Authority, a
Security Token Service, or simlar)

3. The Workload Omer (via the Control Pl ane)

Note that it is safe to receive the Credential froman untrusted
source such as the Control Plane, because it is public. The only
requirenent is that the obtained Credential matches the Credenti al
Key, which MJST al ways be obtained securely and only by an authorized
Wor kl oad i nst ance.

Further, under pivot 2.i, the order of interactions involved in
Credential generation might differ:

1. A Workload invokes the Verifier which collaborates with the
Credential Authority to conmpute and return Credentials, returning
these Credentials inside the Attestation Results, or

2. A Wirkload invokes the Verifier, obtains fromit the Attestation
Results, and forwards these Attestation Results to the Credenti al
Authority inside a Credential Request to get the Credential.

This set of variants results in several distinct Credential
Acqui sition Mechani sns (CAMs), sone of which are listed in the table
bel ow:

LQ
c
o
®

+

I

|

+

| A Proof-of-Possession of the |
| Credential Key is included in |
| the Evidence submtted by the |
| Workl oad Instance to the |
| Verifier. The Verifier checks |
| the Evidence, then contacts the |
| Credential Authority to conmpute |
| a Credential based on this |
| Credential Key and returns it to |
| the Workl oad I nstance as part of |
| Attestation Results. |

| B | Wrkload | Credential | A Proof-of-Possession of the |
| | | Authority | Credential Key is included in |
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| | the Evidence subnitted by the |
| | Workl oad Instance to the |
| | Verifier, and also in the |
| | Attestation Results returned by |
| | the Verifier. The Wrkload |
| | I'nstance sends the Attestation |
| | Results obtained fromthe |
| | Verifier to the Credential |
| | Authority, which conmputes and |
| | returns to the Wrkload | nstance |
| | a Credential based on these |
| | Attestation Results. |
A Proof - of - Possessi on of the
Credential Key is included in a
Credential Request submitted by
the Wirkl oad to the Credenti al

Aut hority al ongsi de Evi dence
destined for the Verifier.
Credential Authority handl es the
Credential Request by contacting

Credential | |
I I
I I
I I
I I
I I
| |
| the Verifier on the Wrkload s |
I I
I I
I I
I I
I I
I I
I I

Aut hority

I
I
I
I
I
I
I
I
| behal f, supplying the Evidence
| fromthe Credential Request.

| The Verifier responds with

| Attestation Results which the
| Credential Authority uses to

| conpute a Credential, which it
| then returns to the Workl oad.
Wor kl oad
Owner

| This is not a viable option |
| since a Wirkl oad that generates |
| its own Credential Key MJST |
| contact either the Verifier or |
| the Credential Authority to |
| build a Credential for this Key. |

Wor kl oad
Owner

| The Credential is generated and |
| handed to the Workl oad by the |
| Workload Owner. The Workl oad |
| Omer stores the Credential Key |
| inthe Key Store. The Wrkload |
| obtains the Credential Key from |
| the Key Store after completing |
| Renote Attestation. |

Table 1
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These options are illustrated bel ow with sequence di agrans.

3. 1. Mechani sm A

oo s + oo s + Fom e e e e a e e oo

| Wor kI oad | | Verifier | | Credential Authority

S S + S S + T R
I I I

------ T T T

S e e S
| Cenerate Credenti al | |
e + Key | |
< e e e - + | |
| Create Credential Req | |
| (incl. Credential Key | |
R + Pop) | |
S R + | |
| Create Evidence | |
| (incl. Credential Req) | |
R + | |
< e m e m oo - + | |
| Request Attestation | |
e >| |
| (Evidence) | Apprai se Evidence |
| o m e e e - + |
| | <oomoeeee- + |
| | Conpute Credenti al |
| R + Attributes |
| e e + |

| Request Credenti al |

| (Credential Req+ Attrib) |

o e e e e e >+

| Create & Sign Credential |

| | e +
| | e >+
I I

| Return Credenti al |

Return Credential +<--------------------------- +
| in Attestation Results | |
e + |

S S + S S + S -

| Wor kI oad | | Verifier | | Credential Authority

S + S + o e e e e e a oo

3.2. MechanismB
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-------- + Fomm et o e

kl oad | | Verifier | Credential Authority

R, + R, R + R R

I I I

o e e oo o e e oo oooooo-- S
Credential Acquisition Phase

o e oo oo S

| Generate Credential Key |

R + | |

< m e e m oo - + | |

| Create Evidence | |

| (incl. Credential Key | |

e + PoP) | |

L + | |

| Request Attestation | |

o e e e e e e oo >+ |

| (Evidence) Appr ai se Evi dence |

| e + |

| L QU - + |

I | Conpute Attestation |

| | Results |

| R + |

| e m e e e a + |

| Return | |

I Attestation Results | |

< m e e e e e e e oo + |

| Create Credential Req. | |

| (incl. Credential Key | |

A + Pop & AR) | |

S R + | |

| Request Credential (Cre|dential Request) |

o e e e e e a oo Tt >+

I | Convert Attestation Results |

I | to Credential Attributes |

| | e +

| | R >|

I | Create & Sign Credential |

| | o e e e e oo o +

| | R >

| | Return Credential |

| Qomm e o mm e e e e +

Foemmoo- + Foemmoo- oo + N S S

kl oad | | Verifier | | Credential Authority

N + S + o e e e e e a oo

3.3. Mechanism C
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. + T + . +
| Wor kI oad | | Credential Authority | | Verifier
R R, + R R + R, R +
I I I
------ S
Credential Acquisition Phase
oo T T S
| Generate Credential Key | |
R + | |
< m e e m oo - + | |

| Create Evidence | |
| (incl. Credential Key | |

Fommmmmm-- + PoP) | |
L + | |
| Create Credential Request | |
LR +( Evi dence, | |
| | Credenti al | |
F<ommmm +Key PoP) | |
I I I
| Request Credenti al | |
R L >+ |
| (Credential Request) | Request Attestation |

| | (Evidence from |
| | Credential Request) |

| o m e e e eeeaoa >+

I | Appr ai se Evi dence |
| | S +
| | R >+

I | Conpute Attestation Results]|
| | - +
| | . >+

I | Return Attestation Results |

| e m e e +

I I
| | Compute Credential Attrib |
I I
I I

R + (from AR
S IR +
I | Create & Sign Credenti al |
| R + |
| < e e m oo - + |
I Return Credential | |
e m e e e e aeeaaaa + |
oo Fommma - + S S + Fommma - oo +
| Wor kI oad | | Credential Authority | | Verifier
R R, + R R + R, R +
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3. 4. Mechani snms D

Mechani sm D consists of a "Credential Provisioning" phase foll owed by
the "Credential Acquisition" phase.

3.4.1. Credential Provisioning Phase
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Fom e e e oo + R + R + o a o
-------- +
|  Workl oad Omner | |  Workl oad | | Key Store | | Credential Aut
hority |
S T + Femmm o - Femmm o - + Femmm o - Femmm o - + Fom e A
-------- +
I I
Fomm e - o - o e e e e e e oo Fom e e e e oo o St +----
------- +
| Credential Provisioning Phase
+- l- ------ g o e e oo o m e e e e i oo +----
------- +
| Create Workload ldentifier | |
| and Associated Credential Attributes \ |
ASRREEEEEEEES + | | |
e m e e e a + | | |
| Create Credential Key Rel ease Policy | |
| based on Workl oad Reference Val ues \ |
oo + | | |
< e e e e a - - + | | |
| Create Credential Key | |
| and Set Key Rel ease Policy | \
o m o m e e e e e e e e e >+ |
\ \ | Generate and Store Credent
i al Key
| | | and Key Rel ease Policy |
| | R +
| | e m e e e a + |
\ Return Public Portion of Credential Key | |
| or Credential Key ldentifier | |
U + |
| Create Credential Request \ \
oo e eeeaooo- o e eeaoooa >+ |
\ | | Create Credential Request a
nd
\ | | Sign with Private Credentia
| Key
| | oo + |
| | < e e oo o - + |
\ Return Credential Request | \
e m e e oo + |
| Request Credential (Credential Request, Workload ldentity, Credential At
tributes)
T oo e m e e e e e e e e e e e e e e e e e e e e e e e >+
\ \ Create and Sign Credential |
| | | SRRREERRPRPRE +
| | | o >+
| | | Return Credential |
< Fom e e e e oo o St +
| Provide Workload with Credential | \
o e e e e m oo oo >+ | |
S T + Femmm o - Femmm o - + Femmm o - Femmm o - + Fom e A
-------- +
|  Workl oad Omner | |  Workl oad \ | Key Store | | Credential Au
thority |
o e e e e oo oo + S + S + o e
-------- +

3.4.2. Credential Acquisition Phase
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e + e + o
| Wor kI oad | | Verifier Key Store
R R, + R, R + R, R
I I I
------ e
Credential Acquisition Phase
ommmo - Fom oo oo S
| Generate Asymmetric Encryption Key I
R + | |
< m e e m oo - + |
| Generate Evidence (incl+. Public Encryption |
R + | Key)
| <ooemooee + | |
| Request Attestation | |
m e >+ |
I (Evi dence) | Appraise Evidence |
| R + |
| S R + |
I | Conpute Attestation |
| R + Results |
| < e e e e a - - + |
I Return | |

| Attestation Results | |
| (incl. Encryption Key) | |

| Request Credential Key (Attestation Results) |

I Val i date Attestation Results |
I agai nst Credential Key Rel ease Policy |

| | - +

| | . >+

I Encrypt Credential Key to Encryption Key |

S +

} } R >+

I Return Encrypted Credential Key |

F e e oo Fom oo e oo +

| Decrypt Credential Key | |

S + | |

< e e e e a - - + | |
+o-m - - AR, + AR, +o-m - - + AR, S
| Wor kl oad | | Verifier | Key Store
Foommo- S + S Fooomo- + S S
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4.

7

7

7

Security Considerations

Al'l conmuni cati ons between entities (Wrkload to Credenti al
Authority, Workload to Verifier etc) MJST be secured using nutually
aut henticated, confidential, and integrity-protected channels (e.g.,
TLS).

In addition to the considerations herein, Verifier, which is a
central point of anchor for Trustworthy Workl oad Identifer MJST
follow the security guidance detailed in the "Security and Privacy
consi derations" as detailed in the RATS Architecture Section 11 and
Section 12 of [RFC9334].

The credential key MUST al ways be stored securely at all tinme, for
exanple in a secure element wthin the workl oad.

Pi vacy Consi derations

Renote Attestation of a Wrkl oad requires exchange of attestation
rel ated messages, for exanple, Evidence and Attestation Results.
This can potentially leak sensitive information about the Wbrkl oad.

Confidentiality: Encryption could be used to prevent unauthorised
parties fromaccessing sensitive information from Evi dence or
Attestation Results. This is crucial in nulti-tenant environnents.
The Credential Key to be released to a Wrkload MIST al ways be
encrypted to avoid potential |eakage to unauthorised actors.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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