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Abst ract
[1-D.ietf-dnsop-structured-dns-error] introduces structured error
data for DNS responses that have been filtered. This draft suggests
additions to that mechani smthat enable applications to convey the
details of some filtering incidents to their users

Di scussi on Venues

This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com mot/public-resol ver-errors.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 26 August 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Internet DNS resolvers are increasingly subject to |legal orders that
require blocking or filtering of specific names. Because such
filtering happens during DNS resolution, there is not an effective
way to communi cate what is happening to end users, often resulting in
msattribution of the issue as a technical problem rather than a
policy intervention.

This draft defines a mechanismto communi cate such details when DNS
resolver filtering of a name is legally mandated, based upon the
structured error data for DNS responses introduced by
[1-D.ietf-dnsop-structured-dns-error].

Al'l owi ng DNS resolvers to inject user-visible messages brings uni que
chal  enges. Because DNS resolvers are often automatically configured
by unknown networks and DNS responses are unauthenticated, these
nmessages can cone fromuntrusted parties -- including attackers
(e.g., the so-called "coffee shop" attack) that |everage nany users

| ack of a nuanced nodel of the trust relationships between all of the
parties that are involved in the service they are using.
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Furthernmore, lowering the barrier to the presentation of nessages
expl ai ni ng why access has been denied by the DNS resol ver risks
encour agi ng the wi der depl oyment of DNS-based censorship on the

I nternet.

This draft attenpts to mitigate these risks by minimsing the
information carried in the DNS response to abstract, publicly
registered identifiers -- the DNS Resol ver Operator ID and the
Filtering Incident ID. A consumng party (e.g., a Wb browser) can
sel ectively present nmessages fromthose operators that they believe
to be using this nmechanismfor its stated goal -- in particular,
those who using it to surface policy-driven filtering, rather than
enact discretionary censorship or attack end users.

1.1. Exanple

In typical use, a DNS query that is filtered m ght contain an
Ext ended DNS Error Code 17 (see [RFC8914]) and an EXTRA- TEXT field
cont ai ni ng:

"ro": "exanpl eResol ver",
"inc": "abcl123"

}

This indicates that the "exanpl eResol ver" resol ver has generated the
error, and the incident identifier is "abcl23"

An application that decides to present errors from "exanpl eResol ver"
to its users would | ook up "exanpl eResolver" in a local copy of the
| ANA DNS Resol ver Identifier Registry (see Section 4.2) and obtain
the corresponding tenplate (see Section 3). For purposes of this
exanpl e, assunme that the registry entry for that val ue contains:

https://resol ver.exanple.com filtering-incidents/{inc}

That tenplate can be expanded using the value of "inc" to:

https://resol ver.exanple.com filtering-incidents/abcl23
The application could (but m ght not) then decide to convey sone or
all of this information to its user; for exanple, with a statenent
t hat conveys:
The webpage at www. exanpl e. net was bl ocked due to a | egal request.

Your DNS resolver may have nore information about the |ega
request here:
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https://resol ver. exanpl e.com filtering-incidents/abcl23

Note that there is no requirenent for the tenplate to expand to a URL
on any particular hostnanme; for exanple, it could be hosted by a
party other than the resolver’s server.

1.2. Notational Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Data Types

This section defines the data types used to | ook up the details of a
filtering incident froma DNS error response. Note that these
identifiers are not for presentation to end users.

2.1. DNS Resolver Operator ID

A DNS Resol ver Qperator IDis a short, textual string that uniquely

identifies the operator of a DNS resolver. It is carried in the
EXTRA- TEXT field of the Extended DNS Error with the JSON field name
"ro". For exanple:
{

"ro": "exanpl eResol ver"

}

Generators MJST only use values that are registered in the DNS
Resol ver Operator registry; see Section 4.2. Consumers MJST ignore
unregi stered val ues, and MAY ignore registered val ues.

2.2. Filtering Incident ID
A Filtering Incident IDis an opaque, string identifier for a
particular filtering incident. It mght be specific to a particular

request, but need not be. It is carried in the EXTRA-TEXT field of
the Extended DNS Error with the JSON field nane "inc". For exanple:

{
}

inc": "abc123"
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3. Incident Resolution Tenpl ates

An Incident Resolution Tenplate is a URI Tenpl ate [ RFC6570] cont ai ned
in the DNS Resolver Identifier Registry (Section 4.2) that, upon
expansi on, provides a URI that can be dereferenced to obtain details
about the filtering incident.

It MUST be a Level 1 or Level 2 tenplate (see Section 1.2 of
[ RFC6570]). It has the follow ng variables available to it:

ro: the DNS Resol ver Qperator ID (see Section 2.1)
inc: the Filtering Incident ID (see Section 2.2)

For exanpl e:

https://resol ver.exanple.com filtering-incidents/{inc}

Applications MIST store a | ocal copy of the DNS Resol ver Identifier
Regi stry for purposes of tenplate | ookup; they MJUST NOT query the
| ANA registry upon each use.

4. | ANA Consi derations
4.1. EXTRA-TEXT JSON Nanes

IANA will register the following fields in the "EXTRA- TEXT JSON
Nanes" sub-registry established by
[I-D.ietf-dnsop-structured-dns-error]:

JSON Nane: "ro"

Short Description: a short, textual string that uniquely identifies
the operator of a DNS resol ver

Mandatory: no

Specification: this docunent

JSON Nane: "inc"

Short Description: an opaque, string identifier for a particul ar
filtering incident

Mandatory: no

Specification: this docunent

4.2. The DNS Resolver ldentifier Registry
IANA will establish a new registry, the "DNS Resol ver ldentifier
Registry." Its registration policy is first-cone, first-served

(FCFS), although I ANA may refuse registrations that it deens to be
deceptive or spurious.
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It contains the followi ng fields:

Nane: The nane of the DNS resol ver operator

Contact: an e-nmil address or other appropriate contact nechani sm
DNS Resol ver Operator ID: see Section 2.1

I nci dent Resolution Tenplate: see Section 3

The I ncident Resolution Tenplate can be updated by the contact at any
time. However, operators SHOULD acconmpdate potentially long |ag
times for applications to update their copies of the registry.

Security Considerations

Thi s specification does not provide a way to authenticate that a
particular filtering incident as experienced by an application was
actually associated with the information presented. This neans that
an attacker (for example, one controlling a DNS resolver) can claim
that a particular filtering incident is occurring when in fact it is
not. However, a successful attack would need to reuse an existing
DNS Resol ver Operator ID and Filtering Incident ID that conbine to
expand to a URL that can be successfully dereferenced. Doing so is
not currently thought to be particularly advantageous to an attacker
to do so. Future iterations of this specification may introduce nore
robust protections.

The details of DNS responses are not available to all applications,
dependi ng on how they are architected and the informati on nade
available to themby their host. As a result, this mechanismis not
reliable; sone applications will not be able to display this error

i nformati on.

Because the registry is first-come, first-served, Applications (such
as Web browsers) will need to exercise judgenent regardi ng which
operators’ error nessages they display to users. This decision night
be influenced by the identity of the resolver (e.g., so-called
"public resolvers"” are likely to use this mechanismresponsibly), its
history (e.g., a well-known Internet Service Provider that has been
subject to legal filtering orders), or local configuration (e.qg.,
application or operating systemsettings that indicate that a
particular resolver is to be trusted).
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