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Abst r act

Thi s docunent suggests requirenents (and non-requirenents) for paid
Wb craw i ng protocol s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 23 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
Aut omat ed web clients, or "craw ers," have increasingly donm nated

website traffic,
techni cal and econom c ri sks.

Hi storically, websites have borne

believed they received value in return
build web search indices exposed sites to increased

| eading to increased operational

costs and new

these costs and risks because they
For instance, craming to
"referral"

traffic when search engine users clicked links to those sites.

However,
traffic without any correspondi ng

this bal ance has been di srupted by an increase in web

benefit to websites. Crawling to

train Large Language Mddels ("Al") not only burdens site
infrastructure but al so creates value for the LLM vendor without
conpensation to the content owner.

An I nternet protocol

case in Section 1.1,

to facilitate paynents fromcraw ers to websites
coul d hel p address this inbal ance.
specifies requirenents in Section 2, and

Thi s docunment outlines the use

identifies non-requirenents in Section 3.

Not t i ngham & Newt on

Expi res 23 January 2026

[ Page 2]



I nternet-Draft Requirenents for Paid Wb Craw ing July 2025

1.1. The Paid Wb Crawl i ng Use Case

A Wb site "S" wants to be financially conpensated for a Wb client
"C'"s access to its resources. This might be facilitated by a
payment processor, "P".

For purposes of this use case, we assune:

* Cis _not_ a Wb browser with a human behind it; it is a machine-
driven process that is collecting Wb content for sone other
purpose (colloquially, "crawing" the Wb). Note that that
process might (or might not) use a "headl ess" browser as part of
its operation.

* There are a diverse set of Cin the world, but the total set of C
that a site will interact with is reasonably bounded (i.e., there
wi Il not be thousands of C accessing a given site with this
protocol, but there nay be twenty or nore).

* S has sone neans of cryptographically identifying C. See
https://datatracker.ietf.org/ wy/ webbot aut h/ about/
(https://datatracker.ietf.org/ wy/ webbotaut h/ about/).

Note that this use case is not uniformy applied to all Wb craw ers;
the intent is not to preclude or require paynment for all craw ers,
but instead to address situations where there is an econonic

i mbal ance.

1.2. Notational Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Requirenents

The foll owi ng sections propose requirenents for a protocol that
facilitates paynent by crawlers to Wb sites

2.1. Avoid Centralization

A crawl paynent protocol MJST NOT have a single or constrained number

of "choke point" or "gatekeeper” roles. It MJIST be possible for new
paynent processors to be introduced into the ecosystemwth
reasonabl e effort. In particular, attention needs to be paid to

mtigating factors such as network effects.
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Furthernmore, a crawl paynent protocol SHOULD NOT have secondary
effects that encourage centralization in either clients (e.qg.,

al | owi ng advantages to accrue to a small nunber of well-known
crawl ers) or servers (e.g., creating significant barriers to

depl oyi ng new Wb sites that conpete with well-known ones). Were
they are unavoi dabl e, these effects SHOULD be mitigated if at al
possi bl e.

Simlarly, a cram paynment protocol MJST NOT "bundl e" other
capabilities unl ess absolutely necessary to achieve its goals. For
exanple, it SHOULD NOT require the paynent processor to be co-located
with the server, or with the party providing access control to the
server.
See [ CENTRALI ZATI ON] for further discussion

2.2. Lower Deploynent Costs

A crawl paynent protocol MJST be reasonable to deploy in a variety of

systens. In particular, it SHOULD NOT incur significant processing,
networ k, or storage overheads on the servers that wish to require
paynent. |t SHOULD be conpatible with common techni ques for

efficient Web sites, such as caching, serving froma filesystem and
in particular SHOULD NOT incur significant per-request overhead,
unl ess absolutely necessary to neet the goals of the protocol

It is acknow edged that "significant” is in the eye of the behol der,
and can vary based upon the resources available to a system Here,
the intent is to allow deploynent on a diversity of systens, thereby
hel ping to avoid the centralization risks described in Section 2.1
Thus, a successful crawl payment protocol SHOULD be depl oyable on a
reasonabl e variety of systems that include at | east one maintained by
a single person on cormodity hardware, but mght not reach to sone
nore speci alised systens, such as a | ow power enbedded server.

2.3. Be Extensible

One of the core requirenents for Internet protocols is the ability to
evolve -- to incorporate new use cases as well as changes in their
context and use. Because the Internet is a distributed system we
cannot call a "flag day" where everyone changes at once; instead,
changes are accomopdat ed through explicit extensibility nmechani sns.
See [ EXTENSI BI LI TY] for nore discussion

Therefore, a crawl paynent protocol MJST allow a variety of paynent

schenes to be used with it, and MJST al |l ow i ntroducti on of new
capabilities.
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Particular attention will need to be paid to the deployability of
such extensions. |If a small set of payment schenes is deployed, it
may be difficult for sites to introduce a new one w t hout protoco
support (e.g., fallback nechanisns).

2.4. Mnimse Information Di scl osure

A crawl paynent protocol SHOULD NOT expose nore information about
either party than is necessary to conplete the paynent. Note that
| egal requirements in sone jurisdictions and paynment regi nes may
require exposure of such information, but it SHOULD be linited to
that which is required

Furthernmore, a crawl payment protocol MJST NOT expose additiona
i nformati on about the parties publicly.

This requirenment extends to the terns of the paynent itself: sone
parties may not wi sh to nake the ampunt they are paying or being paid
for crawing public information.

See [ PRI VACY] for nore considerations regarding privacy in protoco
desi gn.

2.5. Alow Ganularity

A crawl paynent protocol SHOULD allow sites to have separate paynent
agreenments for different sets of content on them This reflects the
nature of content: sone of it is nore valuable or nore expensive to
produce.

Note that this is not an absolute requirement: granularity often
comes at a cost of conplexity and protocol "chattiness," which are in
tension with other requirenents.

2.6. Facilitate Negotiation

A crawl paynment protocol SHOULD allow the parties to negotiate over
time, so that they can converge on a paynent that is agreeable to
both of them However, because negotiation adds conplexity to the
protocol (and therefore inplenentation and depl oynment burden), it
SHOULD be optional to use for both parties; i.e. either party could
make a "take it or leave it" offer.

Li kewi se, a crawl paynent protocol MAY consider providing sone |eve
of price transparency either directly or indirectly (e.g., through
intermediarie), provided that the privacy requirenments in Section 2.4
are net.
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2.7. Al ow Enforcenent

A crawl paynent protocol SHOULD allow intermediaries acting on behal f
of the origin server to verify paynment status, so that they can

i npose policy.
3.  Non-Requirements

To clarify the scope of work, the following itenms are considered as
NOT being requirenments for a successful crawl paynent protocol

Note that in each case, this does not preclude a successful protoco
from accommodati ng the non-requirenent, or require the protocol to
preclude that end: it only inplies that the non-requirement is not a
design goal that the effort will actively seek

3.1. Standal one Depl oynent

While we wish to avoid centralization (see Section 2.1), it is not a
requirenent to facilitate full depl oyment of the protocol exclusively
on a single Wb server, wi thout external dependencies.

This non-requirenment reflects the nature of paynent systens, which
typically use internediaries to provide useful services such as
char gebacks, reputati on managenent, and conpliance with | ega
requirenents

The inplication is that where paynent internediaries are used in the
protocol, they should be as interchangeable as possible, to pronote
an ecosystem whereby both servers and craw ers have choi ces regarding
whi ch internediaries they support.

3.2. Real-Time Operation

It is not a requirement for the protocol to facilitate i mediate
paynent at request time, though the protocol nmay allow for this.
Cram ers are not |ike Wb browsers: they are |ong-running processes
that aren’t constrained by the responsiveness requirenents of human
users, and can reconcil e asynchronous operati ons.

3.3. Controlling Content
It is not a requirement to provide a technical neans of controlling

the use of content once it has been crawed; this is not a Digital
Ri ghts Managenent schene.
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3.

6.

6.

4. Preventing Bad Faith

Sone cramers will attenpt to crawl w thout using a payment protocol

(e.g., by masquerading as browsers). It is not a requirenent of a
crawl paynent protocol to prevent such misuse. |Instead, we expect
other interventions -- including blocking of m sbehaving crawers --

to di sincent such behavi our.

Sone crawl ers m ght even use contents for purposes other than what
they negotiate. Likew se, sone sites might renege on their
agreenents and refuse access to content that a crawl er has paid for.
It is not a requirenment to technically prevent these situations. W
expect such cases to be addressed by ot her nechani sns, such as | egal
i ntervention.

I ANA Consi derations
Thi s docunent has no tasks for | ANA
Security Considerations
Payment nechani sns for Wb craw i ng undoubt edly have security
i mplications and consi derations, but beyond the aspects captured
above, it is premature to characterise their nature.
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