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Abst ract
Thi s specification defines availability hints, a new class of HITP
responses headers that augnment the information in the Vary header
field.
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This Internet-Draft will expire on 30 Decenber 2025.
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1. I nt roduction

The HTTP Vary header field (Section 12.5.5 of [HTTP]) allows an
origin server to describe what aspects of requests affect the content
of its responses. This information is useful in many ways: nost
prom nently, downstream caches can use it to select the correct
stored response for a given request (Section 4.1 of [HITP-CACH NG ).

However, the information conveyed by Vary is limted. |If the request
headers enunerated in it are considered as a n-dimensional space with
each field representing an axis, this response header

Vary: Accept-Encodi ng, Accept-Language, ECT
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indicates that there is a three-di mensional space of potentia
responses that could be sent, but nothing nmore is conveyed. The
nunber and nature of the entries on each axis are not avail abl e,

| eavi ng caches and ot her downstream consuners none the wiser as to
how broad this space is, or howto navigate it.

Thi s design nmakes using Vary difficult. A cache doesn’t have enough
informati on avail able to decide whether one of its stored responses
is the best to satisfy a given request in all but the nost sinple

ci rcunst ances

For exanple, if a request indicates that the client prefers responses
in the French | anguage, but will also accept English, and the cache
has a stored English response, what is the appropriate action?

Should it serve the English response, or should it nake a request to
the server for a French response and hope that one m ght be avail able
-- adding significant latency if it is not?

Thi s specification defines a new type of HITP header field -- an
_availability hint_ -- that augnents the information on a single axis
of content negotiation, by describing the selection of responses that
a server has available along that axis. So, our exanple above could
have three availability hints added to it:

Vary: Accept-Encodi ng, Accept-Language, ECT
Avai | - Encodi ng: gzip, br

Avai |l - Language: fr, en;d

Avail - ECT: ("slow 2g" "2g" "3g9"), ("49");d

This says that there are two encodings available -- gzip and brotl

-- beyond the nmandatory "identity" encoding; that both French and
English are available, but English is the default; and that there are
two different representations avail abl e depending on the Effective
Connection Type that the client advertises, with "4g" being the
default. (note that because it it not yet standardised, this
specification does not define the Avail-ECT header field; it is only
used as an exanpl e above).

Caches and other clients can use this information to determ ne when a
request can be satisfied by a stored response, and what other options
m ght be avail able. Using the exanple above, we can know that the
response to a request an ECT of "2g" can al so be used for a request
with "3g".

Avail ability hints have sone limtations. Wile a server’s
preferences along a single axis of negotiation can be conveyed by the
corresponding availability hint, its relative preferences between
multiple axes are not. |In the exanple above, it isn't possible to
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know whet her the server prefers that downstream caches and clients
use the brotli-encoded French version over the gzip-encoded English
versi on.

Li kewise, it is't possible to convey "holes" in the dinensional space
described by Vary. For exanple, a gzip-encoded French response may
not be available fromthe server. This specification does not
attenpt to address this shortcom ng.

Availability hints do not specify exactly how caches shoul d behave in
all circunstances. Because they operate as an optinisation, they

of ten have different behaviours based upon the specific requirenents
of their deployment. Availability hints are designed to better
informtheir operation, not constrain it.

Finally, availability hints need to be defined for each axis of
content negotiation in use, and the recipient (such as a cache) needs
to understand that type of availability hint. |If either condition is
not true, that axis of negotiation will fall back to the behavi our
specified by Vary.

Section 2 describes how availability hints are defined. Section 3
specifies how availability hints are processed, with respect to the
Vary header field. Section 4 defines a nunber of availability hints
for existing HTTP content negotiation mechani sns.

1.1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Defining Availability Hnts
An availability hint applies to a single axis of HITP proactive
content negotiation; for example, that enabled by the Accept-Encoding

request header field.

A specification for an availability hint needs to convey the
followi ng information:

1. The definition of a response header field that describes the

avai |l abl e responses along that axis of content negotiation. By
convention, these header fields typically begin with "Avail-".
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2. An algorithmor guidelines for using that information to
determ ne whether a stored response can be selected for a
presented request (per Section 4.1 of [HITP-CACH NG ).

The response header field should be defined as a Structured Field
[ STRUCTURED- FI ELDS] .

It is recomrended that the selection algorithmoperate solely using
information in the stored responses and presented request, if
possible. If the selection algorithmcan return nultiple avail able
responses, they should indicate an order of preference.

Ei ther the response header field or the algorithmshould indicate
whi ch of the avail able responses is the default -- i.e., whichis
used if none match

3. Calculating Cache Keys with Availability Hints

When a cache is presented with a response that has both a Vary header
field and one or nmore availability hints, this specification augments
the process defined in Section 4.1 of [HTTP- CACH NG .

Wil e Vary processing is defined in ternms of whether the header
fields fromtwo requests match, availability hints invoke a different
processing nodel. When they are present, the set of stored responses
that can be used to satisfy a presented request is found by follow ng
these steps:

1. Deternmine the Vary header field and availability hints present
for the requested URL. They SHOULD be obtained fromthe nost
recently obtained response for that URL (per Section 4 of
[ HTTP- CACHI NG, but without applying the Vary header field per
Section 4.1 of [HITP-CACH NG ), although they MAY be obtai ned
fromany response allowed to be used for that URL.

2. For each content negotiation axis in the Vary header field,
det erm ne which stored responses can be sel ected by running the
correspondi ng sel ection algorithm as defined by the associated
availability hint.

1. If an axis of content negotiation is not recogni sed or
i npl emented by the cache, fall back to selecting avail able
responses for that axis using the rules described in
Section 4.1 of [HITP-CACH NG .

3. Return the intersection of the results of (2).
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Thi s specification does not define howto select the nbpst appropriate
response when nore than one is returned, but it is RECOMVENDED t hat
client preferences be observed when expressed.

If a received availability hint does not conformto the data
structure defined in its specification (for exanple, a Structured
Fields List of Strings is anticipated, but one itemin the List is an
Integer), that field SHOULD be ignored (with the inplication that
processing for that axis of content negotiation will fall back to
Vary behavior). Note that unrecogni sed Paraneters on Structured
Fields are ignored and therefore do not trigger this fallback, unless
explicitly specified otherw se.

4. Availability Hint Definitions

The foll owi ng subsections define availability hints for a selection
of existing content negotiati on nechani sns.

4.1. Content Encoding

The Avail - Encodi ng response header field is the availability hint for
content negotiation using the Accept-Encodi ng request header field
defined in Section 12.5.3 of [HITP]. For exanple:

Vary: Accept-Encodi ng
Avai | - Encodi ng: gzip, br

Avail -Encoding is a Structured Field, whose value is a List

(Section 3.1 of [STRUCTURED- FI ELDS]) of Tokens (Section 3.3.4 of

[ STRUCTURED- FI ELDS]). Each list itemindicates a content-coding that
is available for the resource. Additionally, the "identity" encoding
is always considered to be available, and is the default encoding.

The selection algorithmfor this axis of content negotiation is
described in Section 12.5.3 of [HITP].

4.2. Content Format
The Avail - Format response header field is the availability hint for
content negotiation using the Accept request header field defined in
Section 12.5.1 of [HTTP]. For exanpl e:

Vary: Accept
Avai |l - Format : i mage/ png, inmage/gif;d
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Avail -Format is a Structured Field, whose value is a List

(Section 3.1 of [STRUCTURED- FI ELDS]) of Tokens (Section 3.3.4 of

[ STRUCTURED- FI ELDS]). Each list itemindicates a nedia type ("type/
subtype") that is available for the resource.

A single nenber of the List MAY have the "d" paraneter, which
i ndi cates that nenber is the default format.

The selection algorithmfor this axis of content negotiation is
described in Section 12.5.1 of [HITP].

4.3. Content Language

The Avail - Language response header field is the availability hint for
content negotiation using the Accept-Language request header field
defined in Section 12.5.4 of [HITP]. For exanple:

Vary: Accept-Language
Avai | - Language: en-uk, en-us;d, fr, de

Avail -Format is a Structured Field, whose value is a List

(Section 3.1 of [STRUCTURED- FI ELDS]) of Tokens (Section 3.3.4 of

[ STRUCTURED- FI ELDS]). Each list itemindicates a | anguage tag that
is avail able for the resource

A single menber of the List MAY have the "d" paraneter, which
i ndi cates that nenber is the default |anguage.

The selection algorithmfor this axis of content negotiation is
described in Section 12.5.4 of [HITP].

4.4. Cookie

The Cooki e-1ndi ces response header field is the availability hint for
content negotiation using the Cookie request header field defined in
[ RFC6265]. For exanpl e:

Vary: Cookie
Cooki e-I ndi ces: "id", "sid"

Cooki e-Indices is a Structured Field, whose value is a List

(Section 3.1 of [STRUCTURED- FI ELDS]) of Strings (Section 3.3.3 of

[ STRUCTURED- FI ELDS]). Each list itemindicates a cookie name whose
value is to be considered when sel ecting responses. Unlisted cookies
are, by inplication, ignored for that purpose.
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The sel ection algorithmfor Cookie-Indices, given a set of
stored_responses a presented_request, and the value of Cookie-
I ndi ces:

1. Let avail abl e responses be an enpty set.
2. For each stored_response in stored_responses:
1. For each cookie_index in Cookie-Indices:

1. Let presented values be a list of the values of the
cookies with the nane cookie index in presented request,
| exi cographically sorted. |If no cookie with the nane
cookie_index is present in presented_request, |et
present ed_val ues be an enpty list.

2. Let stored values be a list of the values of the cookies
with the nane cookie_ index in stored response,
| exi cographically sorted. |If no cookie with the nane
cookie_index is present in stored_response, |et
stored_val ues be an enpty list.

3. If presented val ues does not equal stored val ues,
continue to the next stored_response.

2. Add stored_response to avail abl e_responses.
3. Return avail abl e_responses.

Note that this algorithmrequires storing the cookies fromthe
associ ated request with each response.

5. | ANA Consi der ations

I ANA i s asked to update the "Hypertext Transfer Protocol (HTTP) Field
Nane Registry" registry according as follows:
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7.

7.
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1.

B ool oo el s
| Field Nane | Status | Structured Type | Reference |
[ e ————— _————————— Ll ——_—————————— Ll —p—_——(————— L
| Avail-Encoding | permanent | List | Section 4.1 |
e R LT R LT +
| Avail - For mat | permanent | List | Section 4.2 |
R T e Fom e R +
| Avail -Language | permanent | Li st | Section 4.3 |
o e R o e e e oo S +
| Cookie-lndices | permanent | List | Section 4.4 |
B TR ommm e R LT R LT +
Table 1

Security Considerations

Avail ability hints reveal information about the state of the server,
and therefore could help an attacker understand better how to bypass

def enses. For exanpl e, Cookie-lndices reveals information about what

cookies mght affect the content of responses.

Reci pients of availability hints should not assune that the
informati on within themare conplete or correct.
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