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Abst ract

Thi s docunent defines the core of Goundmark, a protocol for DNS-
anchored identity discovery and request authentication for autononous
software agents. Operators publish an agent’s signing public key in
a DNS TXT record under a reserved |abel, and optionally publish
references to externally hosted attestations under a second reserved
| abel . Agents authenticate HTTP requests using HTTP Message
Signatures (RFC 9421) with a key identifier that resol ves through
DNS. DNSSEC is required for all Goundmark DNS | ookups. The

prot ocol provides operator accountability discovery w thout a central
registry, and is designed to conpose with existing identity,

aut hori zati on, and paynent systens rather than to replace them

The attestation framework, including the role of ldentity Service
Providers, the attestation |evel taxonony, and the clai mvocabul ary,
is defined in a conpani on docunent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 Novenber 2026.
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1. Introduction

Aut ononpbus software agents are increasingly conducting transactions
on the Internet on behalf of human and organi zati onal principals.

Exi sting work addresses several adjacent concerns: HITP-native
paynment flows [X402], per-session del egated authorization protocols,
and tool invocation frameworks. None of these answers a prior
question: when an agent presents itself to a counterparty, is there
an accountable party behind it, and howis that established without a
central registry?

Thi s docunent defines G oundmark, a protocol that uses the Donmain
Nanme System (DNS) as the discovery anchor for agent identity. DNSis
well suited to this role: it is open and well-governed; donmain
registrants are verified by registrars operating under established
policy; the infrastructure is universally deployed; and any domain
hol der can publish agent identity records w thout any new gl oba
registry or delegation. The approach is nodelled on Domai nKeys
Identified Mail (DKIM [RFC6376], which established the pattern of
publishing a public key in a DNS TXT record under a reserved | abe
for the purpose of verifying cryptographic assertions in an

appl i cation-1ayer protocol.

G oundmar k separates three concerns

* |dentity discovery: locating an agent’s signing public key in DNS
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1.

.1

2

* Request authentication: binding an HITP request to an agent’s key
usi ng HTTP Message Signatures [ RFC9421].

* Attestation discovery: pointing relying parties to externally
hosted attestations describi ng what has been verified about the
operat or.

The first two are specified in this docunent. The third is

i ntroduced mechanically here, by defining a DNS record that
references attestation endpoints; the trust senmantics of those
attestations are defined in the conpani on docunent

[1-D. noss-jeftovic-groundmark-attestation].

The semantics of the agent’s domain string itself are not material to
this protocol. An agent at "agent47.exanple.cont carries the same
protocol weight as one at "x7q.exanple.conf. Wat matters is the
verifiable chain of control fromthe DNS root through a registrar-
verified registrant to the hol der of the agent’s subdonain.

Desi gn Principles
Groundrmark is designed around the follow ng principles

* Authenticate the mninumnecessary. The intent is to enable
perm ssionless interaction by default and to rmake stronger
attestations available only where a relying party’'s risk profile
demands t hem

* DNS is a discovery |layer, not a clains database. TXT records
publish cryptographic material and point to where attestations are
hel d. Attestations thenselves are served over HITPS

* No single point of control. DNS is the conmon substrate, but no
single entity controls which operators may publish agent
identities, and the attestation franework defined in the conpanion
docunent pernits a diversity of Identity Service Providers.

Non- Goal s

Thi

s specification explicitly does not:

* Define legal identity, human identification, or any form of
personal attribution requiremnent.

* Define a global trust framework, governance regime, or conpliance
requi renent.
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* Mandate participation. An operator may decline to publish
G oundmark records; a relying party may decline to require them

* Replace decentralized identifiers (DIDs), Verifiable Credentials,
QAut h, Openl D Connect, MCP, or any other identity, authorization,
or capability protocol. Goundrmark is designed to conpose with
these systens and MAY act as a discovery and bootstrap |ayer for
any of them

* Define a new cryptographic primtive. Request authentication uses
HTTP Message Signatures [RFC9421] with conventional al gorithns.

* Define attestation semantics, |DSP obligations, attestation
| evel s, or claimvocabularies. Those are the subject of the
compani on docunent [I-D. noss-jeftovic-groundmark-attestation].

A consequence of the first three of these non-goals is that anonynous
and pseudonynous agent operation remains a first-class depl oynent
nmode under G oundmark. The presence of an agent’s public key in DNS
does not, by itself, identify or accountably link the operator to a

| egal person; that linkage is the subject of optional attestations
described in the conpani on docunent, and is opt-in by both the
operator (who chooses whether to obtain and publish an attestation)
and the relying party (which chooses whether to require one).

1.3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Term nol ogy

Qperator Any person or organi zation that deploys and controls an
aut ononous agent. The operator is the principal whose
accountability is at issue in the attestation framework defined by
the conpani on docunent.

Agent An aut ononpus software instance acting on behalf of an
operator. An agent holds a cryptographic key pair; its public key
is published in DNS under its agent domain

Agent Domain A fully qualified domain name (FQDN) that serves as the
agent’s identity anchor in DNS. Typically a subdomain under the
operator’s registered domain (e.g., "purchasing.acnecorp.exanple")
but MAY be a second-|evel domain.
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Identity Service Provider (IDSP) A trusted third party that verifies
a cl aimabout an operator or agent and issues a signed
attestation. Defined fully in
[1-D. noss-jeftovic-groundmark-attestation]; referenced here only
insofar as the _agentclaimrecord points to attestations issued by
| DSPs.

Relying Party An agent, APl endpoint, or service that receives an
agent’s request, verifies the request signature against the
agent’s DNS-published key, and optionally evaluates attestations
referenced from DNS

3. System Overvi ew
A G oundnar k- enabl ed HTTP request proceeds as foll ows.

1. The operator publishes an _agentid TXT record at the agent
domai n, containing the agent’s signing public key, and OPTI ONALLY
one or nmore _agentclaim TXT records referencing externally hosted
attestations. Al such records MJST be published in a DNSSEC
si gned zone.

2. The agent signs each HTTP request using HTTP Message Signatures
[ RFC9421] as profiled in Section 5. The signature uses the
agent’s private key and identifies the correspondi ng public key
through a keyid paranmeter that resolves to the agent domain.

3. The relying party retrieves the _agentid TXT record for the agent
domai n using a DNSSEC-val i dating resolver and verifies the
request signature against the published public key. A successfu
verification establishes that the request originated froma party
that controls the agent domain.

4. 1f the relying party’s policy requires attestations beyond what
is established by signature verification alone, it retrieves
_agentclaimrecords for the agent donain, fetches the referenced
attestations, and eval uates them according to the franmework
specified in the conpani on docunent.

DNS in this design is a discovery layer. 1t points to where keys and
attestations are found; it does not itself host claimcontent. This
mrrors the role DNS already plays for email authentication
mechani sms such as DKIM [ RFC6376] and DMARC [ RFC7489] .
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3.1. Wirked Exanpl e

The foll owi ng non-normative exanple illustrates a conpl ete G oundmark
exchange. An operator deploys an agent under the donain

"pur chasi ng. acnecor p. exanpl e", publishing one identity record and one
attestation reference:

_agenti d. pur chasi ng. acmecor p. exanpl e. 300 I N TXT
"v=gnl; k=ed25519; p=oWBnN1xJxGv...HzG'

_agent cl ai m pur chasi ng. acnecor p. exanpl e. 300 I N TXT
"v=gnil; cl ai mroperator-verifi ed,
i dsp=verify. exanpl e. net;
ref=https://verify. exanpl e. net/al 4f 9f 3elc7ab93d4f 8d22;
exp=2026-12- 01"

When the agent issues an HTTP POST to a relying party, the request
carries Signature-lnput, Signature, and Content-Di gest header fields
per [ RFC9421] and [ RFC9530]:

POST /orders HITP/ 1.1

Host: api.supplier.exanple

Cont ent - Type: application/json

Content-Di gest: \

sha- 256=: X48E9qQokqqr vdt s8nQJIRIN3ONDUoy W Bf 7kbu9DBPE=:

Si gnature-1lnput: gme(" @ethod" "@uthority" "@arget-uri" \
"content-digest");created=1747654321;\
expi res=1747654621;\
keyi d="pur chasi ng. acnecor p. exanpl e"; al g="ed25519"

Si gnature: gn¥:9R .. base64url...==

{"sku":"X-42","quantity": 3}
The relying party:

1. Parses Signature-Input and confirns required conponents and
par armet er s

2. Resolves _agentid. purchasi ng. acmecor p. exanpl e via a DNSSEC-
val i dating resol ver

3. Verifies the Content-Digest against the request body.

4. Reconstructs the [RFC9421] signature base fromthe covered
components.

5. Verifies the Ed25519 signature against the public key fromthe
_agentid record
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If the relying party’s policy requires nore than Level 0, it
additionally retrieves _agentcl ai m purchasi ng. acnecor p. exanpl e,
fetches the attestation at the ref= URL, verifies it per

[1-D. noss-jeftovic-groundmark-attestation], and applies its policy.

4. DNS Record Formats

G oundrmark defines two TXT record formats published under reserved
underscore | abels at the agent domain. Both share the version tag
"v=gnml" to distinguish themfromother TXT record uses at the sane
domai n.

The use of two distinct |labels reflects a deliberate separation of
concerns: _agentid carries the cryptographic material that is the
root of request authentication, and is expected to be small, stable,
and aggressively cached only within a short TTL. _agentclaimcarries
references to attestations whose |ifecycle is independent of the
signing key and which nmay be added, renoved, or replaced without
affecting the agent’s underlying identity.

4.1. The _agentid TXT Record
The _agentid TXT record is published at:

_agentid. <agent -domai n>. | N TXT
"v=gml; k=ed25519; p=<base64url-public-key>"

The record declares the agent’s signing public key and algorithm It
is the root of cryptographic verification for the agent identity.

4.1.1. ABNF G anmar

version 1*( ";" SP agentid-param)

"y=gn"

key-al g-param / pubkey-param/ keyi d-param/
ext - param

"k=" key-alg

"ed25519" / x-token

agentid-record
ver sion
agent i d- par am

key- al g- par am
key-al g

pubkey- par am "p=" base64url -val ue

keyi d- param "kid=" 1*( ALPHA/ DIGT / "-" [ " " [ ".")
ext - param param nanme "=" paramval ue

par am nane 1*( ALPHA/ DAT/ "-" )

par am val ue *( %21-3A / %3G 7E)

; printable ASCI1 excluding ";"
1*( ALPHA/ DI T / "-" [ " [ "="")

x-" 1*( ALPHA/ DI T/ "-" )

base64ur| - val ue
x-t oken
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The OPTI ONAL "Kki d=" paraneter allows an operator to publish an
explicit key identifier matching the keyid paranmeter used in the
request signature, which supports key rotation by deploying multiple
_agentid records during transition (see Section 6.1).

4.1.2. Processing Requirenments

The "k=" (key algorithn) and "p=" (public key) paraneters MJIST be
present. The version tag "v=gnl" MJST appear first.

Thi s docunent defines "ed25519" as the only mandatory-to-i npl enent
algorithm The "p=" field MJUST contain the Base64url -encoded

[ RFC4648] raw public key bytes for the specified algorithm (32 bytes
for Ed25519). Support for additional algorithnms MAY be added by
future docunents updating this specification

An operator publishing a single signing key MIUST publish exactly one
_agentid record. An operator may publish nultiple _agentid records
only as part of a key rotation procedure (see Section 6.1); in that
case, every published record MIST carry a distinct "kid=" value, and
request signatures MJIST identify the intended key by keyi d.

A relying party MIST treat the identity as invalid, and MJST NOT
proceed with signature verification against any record at the |abel,
if any of the follow ng conditions hold at the tinme of |ookup

* Mdre than one _agentid record is present at the | abel and any of
them |l acks a "kid=" paraneter.

* Mbdre than one _agentid record is present and two or nore of them
share the same "kid=" val ue.

Operators SHOULD set the TTL of the _agentid record to 300 seconds or
less to enable tinely revocation. Relying parties MJST respect DNS
TTL val ues and MJST NOT cache _agentid records beyond their TTL.

Rel ying parties MJUST use a DNSSEC-validating resol ver when retrieving
_agentid records. A response that fails DNSSEC validati on MIST be
treated as an invalid identity. See Section 7.1

4.2. The _agentclaim TXT Record

The _agentclaim TXT record points to an externally hosted attestation
about the operator or agent. The semantics of attestations
thenselves are defined in [I-D.noss-jeftovic-groundmark-attestation];
this docunment defines only the DNS record format and processing
requirenents.
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4.
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2.

The nobst conmmon formreferences an | DSP-hosted attestation:

_agent cl ai m <agent -domai n>. | N TXT
"v=gml; cl ai me<type>; idsp=<donmai n>;
ref =<https-url >; exp=<I SCB601- dat e>"

A sel f-asserted variant uses "val =" instead of "ref='

and carries no | DSP signature:

and "idsp=",

_agent cl ai m <agent -domai n>. | N TXT
"v=gmil; cl ai mFoperat or-contact;
val =ops@cnecor p. exanpl e"

Rel ying parties MJST treat self-asserted clainms as unverified
operator assertions. The compani on docunent specifies how such
records are incorporated into the attestation | evel taxonony.

Mil tiple _agentclaimrecords MAY be present at the same | abel.

represents an i ndependent claimfroma potentially different |DSP and

i s eval uated i ndependently.

1. ABNF G amar
agentclaimrecord = version 1*( ";" SP agentcl ai m param)
ver sion = "v=gmL"

agent cl ai m param cl ai mparam/ idsp-param/ ref-param/
exp- param/ val - param/ ext-param
"clai " claimtype

token / x-token

"idsp=" host nane

cl ai m param
claimtype
i dsp- param

ref - param = "ref=" https-url
exp- par am = "exp=" date-val ue
val - param = "val =" param val ue
ext - param = param nanme "=" paramval ue
t oken = 1*( ALPHA/ DGAT/ "-" )
host name = 1*( ALPHA/ DT/ "." [ "-")
htt ps-url = "https://" *( %21-7E)
dat e- val ue =4DIGT "-" 2DIGAT "-" 2DIGAT
[ "T* 2DGT":" 2DIGT ":" 2DIG T
[ "z" [/

("+/ "-")y 2DDAT ":" 2D T ) ] 1]
par am nane = 1*( ALPHA/ DAT/ "-")
par am val ue = *( %21-3A /| %W3C-T7E)

x-t oken = "x-" 1*( ALPHA/ DIAT / "-" )
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4.2.2. Processing Requirenments

The "clainm=" field MJUST be present in all _agentclaimrecords.
When "ref=" is present, "idsp=" MJIST al so be present. Wen "val=" is
present, "ref=" and "idsp=" MJST NOT be present. A record that

sati sfies neither shape MJUST be ignored.

Rel ying parties MJST ignore records wi th unrecognized "clai n=" val ues
rather than treating themas errors, to preserve forward
conpatibility.

"ref=" URLs MJST use the HITPS schene. The path conponent of a
"ref=" URL MUST contain at |east 128 bits of cryptographically random
entropy (for exanple, a UU Dv4 or 22-character Base64url -encoded
random string). This docunment does not treat "ref=" URLs as
confidential, but the entropy requirenent defends agai nst enuneration
attacks against |DSP attestation endpoints (see Section 7.4).

Operators SHOULD set the TTL of _agentclaimrecords to 300 seconds or
| ess. The "exp=" value provides claimlevel expiry that is

i ndependent of DNS TTL; relying parties MJST NOT use a cl ai mwhose
"exp=" tine has passed, regardl ess of cache state.

Rel ying parties MJUST use a DNSSEC-validating resol ver when retrieving
_agentclaimrecords. A response that fails DNSSEC validati on MIST be
treated as an absent record.

5. Request Authentication

Groundrmark profiles HITP Message Signatures [RFC9421] for the purpose
of authenticating agent requests. This docunment does not define a
bespoke signing nmechani sm the signature base, the Signature-Input
header field, and the Signature header field are all as defined by

[ RFC9421]. This section specifies which of the choices |eft open by
[ RFC9421] are constrained for G oundnmark inplenmentations.

The use of [RFC9421] provides body integrity, authority binding,

nonce semantics, and a well -revi ewed canoni calization, and avoids
i ntroduci ng a novel cryptographic construction

Noss & Jeftovic Expi res 25 Novenber 2026 [ Page 11]



I nternet-Draft G oundmar k Core May 2026

5. 1.

Si gni ng Al gorithm

G oundrmar k inpl ementati ons MJST support Ed25519 [ RFC38032], identified
in Signature-lnput by the algorithmnane "ed25519" as registered in
the "HTTP Signature Al gorithnms" registry established by [ RFC9421].

O her algorithms MAY be used where both signer and verifier support
them but Ed25519 is the only mandatory-to-inplement algorithmin
this docunent.

5. 2.

Key ldentification

The keyi d signature paraneter in Signature-Input MJST be one of the
following two forns:

*

The agent’s fully qualified domain name (FQDN), in | owercase
ASCIl, with no "#" suffix. In this form the relying party
retrieves the _agentid record at the named donmi n; verification
proceeds if and only if exactly one record is present at the

| abel . (Equivalently, the bare-FQDN formis only valid outside of
a key-rotation w ndow. )

The agent’s FQDN fol l owed by "#" and an opaque key identifier; for
exanpl e, "purchasing. acnecor p. exanpl e#k2". In this form the
relying party retrieves the _agentid records at the naned domain
and sel ects the record whose "ki d=" paraneter matches the
identifier after the "#'. This form MJST be used whenever
multiple _agentid records are concurrently published during key
rotation.

A relying party MJST reject a signature whose keyid does not resol ve
to exactly one usable _agentid record under the rul es above.

5. 3.

Requi red Covered Components

A G oundnmar k- conpl i ant signature MJST cover, at mninmm the
foll owi ng [ RFC9421] derived components:

*

*

*

@ret hod
@ut hority

@arget-uri
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A G oundnmar k- conpliant signature on any HITP request that carries a
request body MJST additionally cover the Content-Di gest HITP field as
defined in [ RFC9530]. The signer MJST include a Content-Digest field
in the signed request and MJST sel ect an algorithmfromthe "Hash

Al gorithns for HTTP Digest Fields" registry; the algorithm "sha-256"
is mandatory to i nplement for both signers and verifiers.

A signature on a request with no body (for example, nost CGET
requests) MAY onit Content-Di gest.

5.4. Required Signature Paraneters

The Signature-Input header field MJST include the foll ow ng
par anet ers:

* "created": the time of signing, as a UNIX tinestanp in seconds.
* "keyid": as specified in Section 5. 2.

* "alg": present and matching the algorithm associated with the
public key in the _agentid record. (As a profile of [RFC9421],
this document REQUIRES "al g" to be present, although [ RFC9421]
itself pernmits the algorithmto be derived fromthe key.)

The Signature-Input header field SHOULD include "expires", set to a
time no nore than 300 seconds after "created". Relying parties MJST
reject signatures whose "created" tinme differs fromthe verifier’s
current clock by nore than 300 seconds in either direction, and MJST
reject signatures whose "expires" tine, if present, is in the past.

For higher-risk transactions, relying parties SHOULD require a
"nonce" paraneter, MJIST track recently observed nonces for the
duration of the verification wi ndow, and MJST reject a signature
whose nonce has been observed within that wi ndow. Mintenance of a
nonce cache is a relying-party concern; the size of the cache and its
eviction policy are out of scope for this specification.

5.5. Verification Steps

A relying party verifying a Goundmark request signature MJST perform
the following steps. Failure of any step MUST result in rejection of
the signature.

1. Parse the Signature-lnput and Signature header fields per
[ RFC9421]. Confirmthat the required covered conponents and
signature paraneters specified in Section 5.3 and Section 5.4 are
present.
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2. Verify that "created" is within 300 seconds of the verifier’'s
current clock, and that "expires", if present, is in the future.

3. Resolve the agent domain fromthe keyid paraneter and retrieve
the appropriate _agentid TXT record using a DNSSEC-vali dating
resolver. |f DNSSEC validation fails or no usable record is
present, reject the request.

4. 1f a request body is present, verify that the value in the
Content - Di gest header field nmatches a digest of the received
body, conputed using an algorithmthe verifier supports.

5. Reconstruct the signature base per [RFC9421] fromthe covered
components in the order indicated by Signature-Input.

6. Verify the signature in the Signature header field against the
reconstructed signature base using the public key fromthe
_agentid record

7. If the verifier's policy requires attestations beyond identity
verification, proceed to retrieve and evaluate _agentclaim
records per [|-D.noss-jeftovic-groundnark-attestation].

6. Revocation
Two i ndependent revocati on nechani sns are available to operators.

DNS- | ayer revocation The operator deletes or rotates the _agentid
record. The agent identity becones invalid within the record's
TTL. Operators perform ng emergency revocati on SHOULD al so
publish an enpty replacenment record or otherw se serve a known-
unusabl e val ue during the TTL wi ndow, and SHOULD set TTLs to 300
seconds or less in normal operation to mininze the worst-case
revocati on del ay.

Claim|ayer revocation The IDSP marks a specific attestation as
revoked at the attestation endpoint or its associated revocation
endpoint. The agent identity remains usable; only the specific
claimis invalidated. The nechanics of claimlayer revocation are
specified in [I-D. noss-jeftovic-groundmark-attestation].

These nechani sns are independent: deletion of an _agentid record
revokes the entire agent identity (and inplicitly invalidates al

attestations referencing it); revocation of a single _agentclaim
| eaves the underlying identity intact.
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6.1. Key Rotation

Operators rotating an agent signing key SHOULD use the foll ow ng
procedure to avoid request rejection during transition.

If the operator’s current _agentid record does not carry a "kid="
paraneter, the operator MJST first publish a replacenment of the
current record that includes a "kid=" paraneter, and wait at |east
one TTL period before proceeding. This is because, during rotation,
the validity rule of Section 4.1.2 requires every published record to
carry a "kid=".

The rotation itself proceeds as foll ows:
1. Cenerate the new key pair.

2. Publish a second _agentid record at the agent domamin, with a
"Kkid=" parameter distinct fromthe existing record.

3. Begin issuing requests with the new key. Requests MJST identify
the new key via the keyid signature paraneter using the
" <FQDN>#<ki d>" form specified in Section 5.2.

4. After a transition period not less than twi ce the published
_agentid TTL, renove the previous _agentid record.

Rel ying parties supporting key rotation MJST select the _agentid
record matching the keyid value carried in the signature. Relying
parties MAY cache multiple _agentid records concurrently up to their
respective TTLs.

7. Security Considerations
7.1. DNSSEC Requirenent

Al'l DNS | ookups in the Goundmark verification flow MJST be performned
usi ng a DNSSEC-validating resolver [ RFC4033]. W thout DNSSEC

val i dation, DNS cache poisoning attacks coul d substitute an
attacker’s public key for the legitimte agent’s key, rendering the
entire verification flow nmeani ngl ess. |Inplenentations MJST treat any
of the following as a fatal verification failure: a SERVFAIL response
froma validating resolver, an explicit AD=0 response froma
recursive resolver that the inplenentation relies on for validation
or any other condition in which the inplementation cannot confirma
val i dat ed answer.
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Thi s DNSSEC requirenent applies to operators publishing _agentid and
_agentclaimrecords, and to IDSPs publishing their own signing keys.
It does not require DNSSEC adopti on across the general Internet.
Entities making the deliberate decision to participate in G oundmark
are the appropriate population to bear this operational requirenent,
and the requirement is proportionate to the trust being clai ned.

| mpl enent ati ons MAY use DNS-over-HTTPS [ RFC8484] or other

aut henticated transport to a trusted recursive resolver as part of
their DNSSEC strategy, but the validation chain itself MJST be
verified end-to-end.

7.2. Replay Attacks

The 300-second "created" wi ndow in [ RFC9421] signatures limts replay
exposure. Relying parties servicing high-value transactions SHOULD
require a "nonce" paraneter and maintain a nonce cache for the
duration of the verification window, this prevents replay within the
wi ndow at the cost of relying-party state.

The "@ut hority" covered conponent, required by Section 5.3, binds
the signature to a specific target host, preventing cross-service
replay even if the signature is otherw se valid.

7.3. Body Integrity

For requests with a body, the Content-Di gest covered-conponent

requi renent of Section 5.3 provides body integrity: an internediary
that nodifies the request body will invalidate the signature.

I mpl enent ati ons MJST verify the Content-Di gest val ue agai nst the
recei ved body before accepting the signhature as valid.

7.4. ref= URL Entropy

"ref=" URLs function as opaque bearer references to attestation
content. The m ninum 128-bit entropy requirenent in Section 4.2.2
def ends agai nst enumeration of |IDSP attestation endpoints. | DSPs
MUST use cryptographically random URL path components and MJST NOT
use sequential, predictable, or lowentropy identifiers.

I mpl enent ati ons SHOULD avoi d unnecessary exposure of "ref=" URLs in
| ogs, telenetry, or third-party-accessible interfaces.

The high-entropy "ref=" design does not by itself render attestation
content confidential at the network | ayer; rather, it ensures that
relying parties retrieve attestati ons by reference rather than by
guessabl e enuneration. Confidentiality properties of attestation
content are specified by the conpani on docunent.
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7.5. Subdomai n Takeover and Endpoi nt Deconmi ssi oni ng

"ref=" URLs are enbedded in DNS TXT records and may be cached by
relying parties. |If an |IDSP deconm ssions a subdonai n referenced by
outstanding attestations without first invalidating those
attestations, a third party who |later acquires the subdonmain could
serve fraudul ent attestations at existing URLs. To mitigate this:

* | DSPs MUST NOT rel ease a hostnane used in attestation "ref=" URLs
until all attestations referencing that hostnane have either
expired (per "exp=" in their _agentclaimrecords) or been
explicitly revoked.

* | DSPs SHOULD serve HITP 410 Gone responses at decomm ssi oned
attestation paths for a m nimum of 90 days before rel easing the
host name.

* Relying parties MJUST treat a TLS certificate change or unreachabl e
endpoint at a previously valid "ref=" URL as cause for re-checking
the corresponding _agentclaimrecord and the IDSP's identity-

di scovery records.

Addi tional revocation and deconm ssi oni ng gui dance specific to the
IDSP role is given in [I-D.noss-jeftovic-groundmark-attestation].

7.6. Key Conprom se

Conprom se of an agent signing key permts an attacker to inpersonate
the agent until the corresponding _agentid record is renoved and
caches expire. To mnimze exposure:

* (Qperators SHOULD set _agentid TTLs to 300 seconds or |ess.

* (Operators SHOULD provision the rotation procedure of Section 6.1
in advance so that energency key replacenent can be perforned
wi t hout del ay.

* Relying parties MJST NOT cache _agentid records beyond their DNS-
decl ared TTL.

Thi s docunent defines no nechani smfor an energency "kill" signa
distinct fromDNS-1evel deletion. Operators requiring nore
aggressi ve revocati on guarantees shoul d consider running their
authoritative nameservers with the capacity to make rapid zone
updat es and short TTLs.
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8.

8.

8.

Privacy Considerations

This section addresses the privacy properties of the protocol defined
in this docunent, in the spirit of [RFC6973]. Privacy considerations
arising fromspecific attestation types are the subject of the
conpani on docunent .

1. Organizational Disclosure Mdel

Groundmark’s prinmary depl oynment nodel is organizational. The
operator is, in the typical case, a conpany or other organization
depl oyi ng agents in a comercial or operational context, under
domai ns that al ready publish substantial public netadata: MX records,
SPF, DKI M sel ectors, DVARC policy, CAA records, and (subject to
applicable |l aw) registrant data. The addition of _agentid and
_agentclaimrecords extends this existing organizational -di scl osure
nodel , rather than introducing a new category of disclosure.

What is publicly visible when an operator publishes G oundmark
records is:

* The fact that the named agent domain participates in G oundmark
* The agent’s signing public key.

* The type of any attestations available for the agent (the "clai m="
field) and the identity of the IDSP issuing them (the "idsp="
field).

Attestation content itself is not in DNS. It is reachable only by
followi ng the high-entropy "ref=" URL, which is not enunerable from
the DNS record al one.

2. Individual Operator Considerations

The organi zational fram ng above does not address the case of an

i ndi vi dual operator (sole proprietor, freelancer, or hobbyist)

depl oyi ng agents under a personal domain. A _agentclaimrecord

i ndi cating, for exanple, that a kyc-basic attestation exists under
the operator’s personal domain reveals conpliance posture in a way
that is qualitatively different fromthe sane record under a

cor porate donain.

For this case, the recomended pattern is provider-hosted agent
identities, analogous to the WHO S privacy proxy nodel |ong used in
dommi n registration. An individual operator participating in
Groundrmar k SHOULD publish agent identity records under a provider’s
domai n rather than under a personal donain, where the provider’s
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underlying relationship with the operator preserves the
accountability chain that an | DSP-issued attestati on depends on
Thi s keeps the operator’s personal domain outside the public record
whil e preserving the attestation framework’s accountability

semanti cs.

This is a recomrendation, not a normative requirement; nothing in
this specification prevents an individual operator from publishing
G oundmark records under a personal domain if they choose

8.3. Selective Disclosure

The protocol publishes only public keys in _agentid and only
attestation references (not values) in _agentclaim The attestation
framework specified in the conpani on docunent is built around m ni mal
di sclosure: attestation values are bounded predicates such as "the
operator is over 18", not the underlying personal data.

8.4. Resol ver-Si de Qbservati on

DNS resolution of _agentid and _agentclaimrecords is, |ike any DNS
| ookup, observable by network operators on the path between the
relying party and the authoritative servers. Relying parties
concerned about this | eakage SHOULD use aut henticated, encrypted
transports to their recursive resolver (such as DNS-over-HTTPS

[ RFC8484]).

9. (Operational Considerations
9.1. Caching and Resol ver Load

Groundrmark verification is designed to be anortized through caching,
not performed in full on every request. A relying party that has
recently verified a request froma given agent domain nay have its
_agentid record cached at the local resolver; an attestation fetched
once nmay be valid for hours or days, subject to its "exp=" tine and
the IDSP’s Cache-Control directives.

To support this:

* | DSPs MUST set Cache-Control nax-age val ues on attestation
responses consistent with the attestation’s expected freshness,
and MUST NOT set values so short as to force effectively per-
request revalidation. Specific normative guidance for IDSPs is
given in the compani on docunent.
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* Relying parties SHOULD cache _agentid records and attestation
payl oads up to the |l esser of the resource’'s stated lifetine and
any | ocal cache policy.

* | nplenmentations operating at high transaction volunes (for
exanmpl e, serving requests from Al agent fleets) SHOULD prefer a
resol ver architecture that aggregates DNS | ookups for an agent
domai n rather than re-resolving per request.

The two-1evel structure (cheap, near-constant _agentid | ookups; |ess
frequent, cacheable attestation fetches) is intended to nmake
Groundrmar k wor kabl e at scal es characteristic of autonmated agent

depl oynent s.

9.2. Coexistence with O her Protocols

_agentid and _agentclaimare scoped underscored node nanes under

[ RFC8552]. They do not conflict with other underscore-| abel ed
records published at the sane domain, including _dmarc, _dkim DANE
TLSA records, or vendor-defined | abels such as those used by [|oDNS].
An operator MAY simultaneously publish Goundmark identity records
and | oDNS net adata records under the sane agent domain without
interaction at the DNS | ayer

10. Rel ated Work

This section positions Goundmark relative to other work in adjacent
probl em spaces. G oundmark is designed to conpose with these
specifications rather than to replace them

10.1. HTTP Message Signhatures (RFC 9421)

G oundmar k uses [RFC9421] for request authentication. |t does not
nmodi fy or extend [ RFC9421]; it specifies a profile (covered
conponents, required signature paraneters, key identification
convention) suitable for DNS-anchored agent identity.

10.2. DKIM and DMARC

Groundrmark’s DNS publication pattern is nodelled on DKIM [ RFC6376],
whi ch established the practical pattern of publishing a public key in
a DNS TXT record under a reserved |abel for the purpose of
application-layer signature verification. [RFC7489] (DMARC)
demonstrates the extension of this pattern to policy publication

G oundrmark applies the sane pattern to agent identity rather than
emai | authentication
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10.

10.

10.

11.

11.

3. WBC Decentralized Identifiers and Verifiable Credentials

G oundrmark and the WBC identity ecosystem operate at different

| ayers. G oundnark addresses operator-accountability discovery: a
stabl e, DNS-anchored pointer to who stands behind an agent.
Decentralized Identifiers (DI Ds) and Verifiable Credentials (VCs)
address identifier resolution and credential format and presentation.
The two are conposable: an | DSP operating within the G oundmark
framework MAY issue a Verifiable Credential as its attestation

payl oad and reference it via a Goundmark "ref=" URL, and an operator
MAY publish a DID in addition to or instead of a domai n-anchored
identity by extending _agentid senmantics under future versions of
this specification. Nothing in G oundmark precludes any of these
composi tions.

4. Agent Name Service (ANSv2) and DNS- Al D

Several other DNS-anchored agent-di scovery proposals exist as
Internet-Drafts at the time of witing. ANSv2 addresses agent nam ng
and versioni ng; DNS- Al D addresses DNS-based agent discovery using
SVCB records. G oundmark addresses operator identity and attestation
under different underscored DNS | abel s and may coexi st with these
protocols at the sanme donmain. The architectural distinction is that
ANSv2 and DNS- Al D address what an agent is and how it is reached,

whi |l e Groundmar k addresses who i s accountable for the agent and what
has been verified about that accountable party.

5. x402 and | oDNS

[ X402] defines an HITP-native paynent protocol in which an agent
recei ving an HTTP 402 response pays in stablecoins and retries the
request. [l1oDNS] is a DNS nmetadata framework that publishes
structured machi ne-readabl e docunents at a domain, including paynent
endpoi nt di scovery as one docunent type. Goundnark’s _agentid and
_agentclaimrecords coexist with | oDNS netadata records and with any
x402 di scovery records at the sane agent donmin, under different
underscored | abels. An agent presenting both G oundmark request
signatures and | oDNS- adverti sed paynent capability provides relying
parties with operator accountability and paynent routing froma
singl e DNS hi erarchy.

I ANA Consi derations
1. Underscored and d obally Scoped DNS Node Nanes Registry
IANA is requested to add the following entries to the "Underscored

and d obally Scoped DNS Node Nanes" registry established by
[ RFC8552] :
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[ ool ooy oo e
| RR Type | _NODE NAME | Reference |
B e sty s el
| TXT | _agentid | This docunent |
L L i I i +
| TXT | _agentclaim| This docunent |
Fo-m e - - I i I I T +

Tabl e 1: G oundmar k underscore | abel
regi strations

The regi stry operates under Expert Review per [RFC8552].
11.2. HITP Signature Al gorithms

Thi s docunent does not define new entries in the "HTTP Signature
Al gorithns" registry established by [ RFC9421]. G oundnark

i mpl ement ati ons use registered algorithnms only; the nandatory-to-
i mpl ement al gorithm "ed25519" is already registered by [ RFC9421].
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