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Abstract

Thi s docunent defines the lifecycle state machine for the Secured
Digital Lifecycle Protocol (SDLP). The SDLP |ifecycle governs the

exi stence, transitions, and pernitted operations of all SDLP objects.
Each obj ect MUST exist in exactly one lifecycle state at any given
time, and all transitions MJST follow the determ nistic rules defined
in this docunent. The lifecycle state machi ne ensures predictable
behavi or, prevents invalid transitions, and provi des a universal
framework for object governance across SDLP inpl enentations.
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1. Introduction

The SDLP |ifecycle defines the conplete set of states through which a
digital object may progress. Every SDLP object MJIST exist in exactly
one lifecycle state at any given tine. Al transitions MJST be
determnistic, authorized, and recorded.

Thi s docunent defi nes:

the SDLP lifecycle states

the allowed transitions between states

the rules governing state entry and exit

the invariants that MJST hold within each state

the security properties associated with Iifecycle transitions
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The lifecycle state machine is a core conponent of SDLP and is
referenced by all other SDLP specifications.

2. Lifecycle Overview
SDLP defines seven lifecycle states:

Creation
Activation

Di stribution
Tr ansf or mati on
Verification
Ret enti on
Retirenent
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Each state represents a distinct phase of existence. Transitions
bet ween states MJST follow the rules defined in this docunent.

3. State Definitions
3.1 Creation

The Creation state represents the initial formation of an SDLP
object. During this state:

The Digital ID is assigned.

The initial |ineage is established.
The canonical bitdunp is generat ed.
The seal is applied.
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An object MJIST transition out of Creation into Activation.



3.2 Activation

Activation represents the nonment an SDLP obj ect becones usable. In
this state:

* The object is bound to a Customerl D
* The object becones eligible for distribution.
* The object becones eligible for transfornation.

Valid transitions from Activati on:

Activation ? Distribution
Activation ? Transformation
* Activation ? Retention

3.3 Distribution

Distribution represents the controlled di ssem nation of an SDLP
object. In this state:

* The object nay be delivered to authorized recipients.
The obj ect may be duplicated, produci ng descendant identities.
* The object may be exported or transferred.

Valid transitions fromDistribution:

* Distribution ? Transfornmation
Distribution ? Verification
* Distribution ? Retention

3.4 Transformation

Transformati on represents any nodification, conversion, or derivative
operation performed on an SDLP object. In this state:

A descendant Digitall D MIST be generat ed.
Li neage MUST be ext ended.

A new canoni cal bitdunp MUST be produced.
A new seal MJST be appli ed.
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Valid transitions from Transformati on:

*  Transformation ? Verification
*  Transformation ? Retention

3.5 Verification

Verification represents the validation of an object’s integrity,
lineage, and seal. In this state:

The seal MJST be vali dated.
The |ineage MJUST be vali dat ed.
* The Digital | D MIST be vali dated.

Valid transitions from Verification:



* Verification ? Distribution
* Verification ? Retention
* Verification ? Retirenent (if validation fails)
3.6 Retention
Retention represents long-termstorage or archival. In this state:
* The object is stable and inactive.
No transformati ons may occur.
* The object may be reactivated or retired.
Valid transitions from Retention
Retention ? Distribution
Retention ? Verification
* Retention ? Retirenent

3.7 Retirenent

Retirement represents the term nal state of an SDLP object. In this

st at e:

* The object is no |longer active.

* The object MJUST NOT be transforned.
* The object MJST NOT be distributed.
*

The object MJST NOT re-enter any previous state.
Retirement is irreversible.

4. State Machine Rul es

4.1 Determinism

Al lifecycle transitions MIJST be determ nistic. No inplenmentation
may i ntroduce nondeterm nistic or probabilistic transitions.

4.2 Exclusivity

An SDLP object MJUST exist in exactly one lifecycle state at any given
tinme.

4.3 Valid Transitions
I mpl enent ati ons MJUST enforce the valid transitions defined in this
docunent. Any attenpt to performan invalid transition MJST be
rej ect ed.

4.4 Transition Logging

Al'l transitions MJST be recorded in the object’s lifecycle |og,
i ncl udi ng:



previous state
next state

ti mestanp

act or
justification
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5. Security Properties
Li fecycle transitions MJST preserve:

DigitalIDintegrity
lineage integrity
seal validity

state invariants
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Unaut hori zed transitions MJUST be rejected.
6. Integrity and Tanper Resistance
Li fecycle transitions MJST NOT nodify:
the root DigitalID
hi storical |ineage entries

* previous lifecycle |Iogs

Any attenpt to alter lifecycle history MIST be treated as tanpering
and MJST cause verification failure.

7. | ANA Consi derations
Thi s docunent nakes no requests of | ANA

8. Security Considerations
Unaut hori zed transitions, forged |lineage, or invalid seals MIJST be
treated as security violations. Inplenentations MJST ensure that al
transitions are authenticated and authori zed.
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