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Abstract
Thi s docunent defines the DigitallD specification for the Secured

Digital Lifecycle Protocol (SDLP). The DigitallDis the foundationa
identity construct for all SDLP objects, providing determnistic

uni queness, |ineage preservation, collision elimnation, and
tanmper-evident integrity. This document describes the DigitallD
structure, assignnent rules, |lineage nodel, conparison rules, and

integrity requirenents.
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1.

I ntroduction
The DigitallDis the foundational identity construct of the Secured
Digital Lifecycle Protocol (SDLP). Every SDLP object, instance, and
descendant MUST possess a DigitallD that uniquely identifies the
obj ect, encodes its origin and |lineage, binds the object to its
|ifecycle, prevents identity collisions, and enabl es tanper-evident
verification.

Thi s docunent defines the DigitallD structure, generation rules,
| i neage nodel, conparison rules, and integrity requirenents.

Desi gn Goal s
The DigitalIDis designed to satisfy the foll ow ng goals:

* Determnistic uniqueness: no two SDLP objects may share the sane
DigitallD.

* Lineage preservation: all descendant objects MJST encode their
ancestry.

* Collision elimnation: identity collisions MIJST be structurally
i mpossi bl e.

* Tanper resistance: unauthorized nodification MUST be detectabl e.

* Canonical representation: all DigitallDs MJIST be conparable in a
byt e- exact manner.

* Protocol independence: the DigitalID MIST renain valid across
transports, storage systens, and inplenentations.

DigitalID Structure

A DigitallIDis a structured, hierarchical identifier conposed of the
fol | owi ng conponents:

Di stributorlD. Custonerl| D. Product | D. Downl oadl D. Li neage. Ti nest anp
Each conponent is defined as foll ows:

* DistributorlD: the entity that originates or distributes the
digital good.

* CustonerlD: the entity receiving or activating the digital good.



* ProductID: the unique identifier of the product.
*  Downl oadl D: the unique identifier of the acquisition event.

* Lineage: a dot-separated sequence representing ancestry (e.g.,
"1t t1.2", "1.2.1").

* Tinmestanp: the creation or transfornation tinme in canonical form
3.1 Canonical Form

A Digital Il D MIST be represented as a UTF-8 string wi th dot
separators. No whitespace, padding, or alternative encodings are
permtted.

3.2 Comparison Rul es

Two DigitallDs are equal if and only if their canonical UTF-8 byte
sequences match exactly. |nplenentati ons MJUST NOT perform case-

i nsensitive conparison, Unicode normalization, or whitespace
trimm ng.

4. ldentity Assignnent
4.1 Oigin ldentity

When an SDLP object is first created, the Identity Authority (1A)
assi gns:

Distributorl D
Custoner| D

Pr oduct | D
Downl oadl D

Ti mest anp

Li neage = "1"

E R

This Digital I D becones the root identity of the object.
4.2 Descendant ldentity

Any duplication, transformation, export, or materialization event
MJST produce a descendant DigitallD.

The |ineage conponent is extended as foll ows:
First child: 1.1
Second child: 1.2
Child of child: 1.2.1

This ensures that no two objects ever share the sane DigitallD and
that all objects nmaintain a geneal ogi cal chain.

5. Collision Mde

5.1 Collision Prevention
Because Digitall Ds encode origin, acquisition event, |ineage, and
timestanp, it is inpossible for two i ndependently created objects to
share the sane DigitallD

5.2 Collision Absorption
If an inplementation attenpts to create an object with an existing

DigitalID, the system MJST treat the event as a duplication, generate
a descendant Digital I D, extend the |ineage conponent, and preserve



the original identity.

5.3 Collision Resolution
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Because col lisions cannot occur under correct operation, the only
collision scenario is tanpering (see Section 7).

Security Properties
The Digitall D MUST provi de:
* |Inmutability: once assigned, the root identity cannot change.
* Lineage integrity: ancestry cannot be renoved or rewitten.
* Tanper evidence: unauthorized edits MIST be detectable.
*  Non-repudiation: the origin of an object MJST be provabl e.
These properties are enforced through the SDLP bitdunp seal

Integrity and Tanper Resistance



7.1 Canonical Bitdunp

Every SDLP object MJST include a canonical bitdunp, which is a byte-
exact serialization of the DigitallD, |ineage chain, lifecycle state,
met adat a, and payload (or its hash). This bitdunp MJST be stable
across i npl enentations.

7.2 Sea

A seal is a cryptographic integrity mechani smapplied to the

canoni cal bitdunmp. The seal MJST bind the Digitall D and |ineage to
the object, prevent unauthorized nodification, and allow verification
by any SDLP-conpliant system

7.3 Tanper Detection

Any nmodification to DigitallD, lineage, lifecycle state, metadata, or
payl oad that is not performed through a valid SDLP transition MJST
cause seal verification to fail

7.4 Tanper Response

If a seal fails verification, the object MIST be rejected, the
Digital I D MUST NOT be trusted, the |lineage MJST be consi dered
invalid, and the event MJST be | ogged as a security violation

7.5 Manual Editing

10.

Manual editing of DigitallD or lineage fields is considered
tanpering. Because the attacker cannot reconmpute a valid seal without
I A aut horization, such edits are al ways detectabl e.

I ANA Consi derations
Thi s docunent nakes no requests of | ANA

Security Considerations

Digital ID tanpering is always detectabl e. Lineage cannot be forged.
Col I'i sions cannot occur. Unauthorized identity nodification is

i mpossi bl e wi t hout breaking the seal
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