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Abst ract

Thi s docunment specifies the COE TATOR Wtness Protocol -- a schene
for producing cryptographically verifiable, tanper-evident records of
Al agent execution. A conform ng inplenentation produces a single
wi tness root value that any third party can i ndependently reconpute
fromthe sane inputs to verify the record was not altered after the
fact.

The protocol is inplenmentation-agnostic. The reference
i mpl ementation is COE TATOR (Rust), but any | anguage or franmework can
produce conform ng w tness bundl es.

Thi s docunent al so descri bes how t he COGd TATOR Wtness Protocol
relates to the |ETF SCITT architecture, with which it is designed to
be used as a payload inside SCITT Signed Statenents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 11 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Al agents deployed in regul ated or high-stakes environments issue
tool calls with real-world consequences. Existing audit approaches
-- log ingestion, post-hoc summaries, nodel cards -- are
reconstructive. They describe what probably happened, not what
provably happened. Logs are nutable. Post-hoc sumuaries are
interpretations.
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The COd TATOR Wtness Protocol takes the position that agent
execution should be as auditable as a conpiled binary in a
reproduci bl e build system The witness root is the runtine

equi val ent of a content-addressed store path: a cryptographic
conmmitnent that ties a specific output to a specific, verifiable
executi on.

This specification is intended to conpl enent, not replace, the SCITT
architecture (draft-ietf-scitt-architecture). SC TT provides the
outer envel ope: a Signed Statenent registered on a Transparency
Service with a verifiable Receipt. The COGd TATOR Wtness Protoco
provi des the inner payload: a structured, hash-chai ned record of what
the agent did, attenpted, and was bl ocked from doi ng.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 (RFC 2119) (RFC 8174) when, and only when, they appear in al
capital s, as shown here

2. Definitions

Run A single end-to-end execution of an agent against a set of
i nput s.

Tool call A discrete action dispatched by the agent to an externa
or internal tool

Phantomentry A record of a tool call that was intercepted and
bl ocked before di spatch.

Wtness root A single BLAKE3 hex digest committing the entire run
record

Policy digest A SHA-256 hex digest of the policy file in effect
during the run.

Canoni cal JSON JSON serialised according to RFC 8785 (determnistic
key ordering, no insignificant whitespace).

Wtness bundle The complete set of artefact files for a single run
Signed Statenent As defined in draft-ietf-scitt-architecture: a

COSE- si gned envel ope carrying a payl oad and subject claim
regi stered on a SCITT Transparency Servi ce.
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Receipt As defined in draft-ietf-scitt-architecture: a proof of
inclusion issued by a Transparency Service confirnm ng a Signed
Statement was registered on its | edger

3. Wtness Bundle Structure

A conforming witness bundle MJST contain the following files:

run_<id>/

+-- agent _trace.json # Agent steps: inputs, tool requests, outputs

+-- tool transcript.json # Al tool calls (real and phantom with outcones
+-- chaos_profile.json # Fault injection schedule (may be enpty)

+-- drift_report.json # Replay m smatch report (enpty if no drift)

+-- hash_chai n. t xt # Per-call BLAKE3 hashes, one per line

+-- neta.json # Wtnessed netadata

+-- witness_manifest.json # Per-file hashes and bundl e hash

+-- witness_root.txt # Single hex string -- the tanper-evident root

Al JSON files MIST be serialised as RFC 8785 canoni cal JSON before
hashi ng.

4. Schemn Definitions

4.1. neta.json

{
"schema_version": 4,
"run_id": "<string>",
"agent _id": "<string>",
"seed": "<uint64>",
"policy_digest": "<sha256-hex | null>",
"started at": "<I SO 8601 datetine>",
"finished at": "<|SO 8601 datetinme>",
"cogitator_version": "<senver string>"
}

* schema_version MJUST be 4 for this version of the protocol

* policy_digest MIST be the SHA-256 hex digest of the policy file
bytes, or null if no policy was in effect.

* seed MUST be the fixed random seed used for the run, enabling
deterministic replay.

4.2. tool _transcript.json

G Expires 11 COctober 2026 [ Page 4]



I nt

4.

4. 2.

4. 3.

2

ernet-Draft

COd TATOR W tness Protocol

{
"schema_version": 4,
"entries": [ /* ToolCall[] */ ],
"phantomentries": [ /* PhantonEntry[] */ ],
"policy_digest": "<sha256-hex | null>"
}
1. Tool Call bject
{ .
"step": "<uint>",
"tool _call _idx": "<uint>",
"tool _nane": "<string>",
"request": { },
"response": { },
"chaos_fault": "<string | null>",
"cal | _hash": "<bl ake3- hex>"
}

call _hash MUST be
this object,

2. PhantonEntry

{
"step":
"tool call _idx":
"tool nane":
"request": { },
"di sposition":
"rule_id":
"reason":
"entry_hash":

"<stri

bef ore hashi ng.

policy) or
di spat ched).

hash_chai n. t xt

A newine-delimted text file.

entry _hash of one
interleaving rea

" <u| I"It >||

"Bl ocked
"<string |

entry_hash MJST be the BLAKE3 di gest of the

JSON of this object,

di sposition MJUST be one of Bl ocked (too
Phant om (t ool

the BLAKE3 di gest of the RFC 8785 canonica

oj ect

3

" <Ui nt Sn ,

"<string>",

Phant ont',
nul | >",

ng | null>",

"<bl ake3- hex>"

with entry _hash set to the enpty stri

cal |

call silently observed but not

Each line is the call _hash or
record in the order they were produced,
calls and phantom entries chronol ogically.
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4.4. witness_nanifest.json

"files": {
"agent _trace.json": "<bl ake3-hex>",
"tool transcript.json": "<blake3-hex>",
"chaos_profile.json": "<bl ake3-hex>",
"drift_report.json": "<blake3-hex>",
"hash_chai n.txt": "<bl ake3-hex>",
"meta.json": "<bl ake3-hex>"

}

"bundl e_hash": "<bl ake3- hex>"

* Each file hash is the BLAKE3 digest of the raw file bytes.

* bundl e_hash is the BLAKE3 di gest of the RFC 8785 canoni cal JSON of
the files object.

4.5. witness _root.txt
A single line containing the BLAKE3 hex di gest of the RFC 8785
canoni cal JSON of the conplete w tness_nanifest.json object
(including bundle_hash). This is the only value that needs to be
published for a third party to verify the entire bundle.

5. Wtness Root Conputation

The witness root is conputed as foll ows:

1. Serialise each bundle file to RFC 8785 canoni cal JSON (or raw
bytes for text files).

2. Compute BLAKE3(file bytes) for each file to produce the files
nmap.

3. Conpute BLAKE3(RFC8785(files)) to produce bundl e_hash
4. Serialise witness_manifest.json including bundl e_hash

5. Conput e BLAKE3(RFC8785(wi t ness_nanifest)) to produce
Wi t ness_root.

6. Wite witness_root as a single |lowercase hex string to
W t ness_root.txt.

A verifier replays steps 1-6 fromthe bundle files and asserts the
conmput ed root nmatches the published w tness root.txt.
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6

7

.1

Pol i cy Protocol
The policy layer is optional. |If no policy file is provided, al
tool calls are inplicitly allowed and policy_digest MIST be null in
both meta.json and tool transcript.json
When a policy file is provided:

1. The policy file bytes MIST be SHA-256 di gested before any run
begi ns.

2. The digest MJST be conmitted to neta.json and
tool _transcript.json before the first tool call.

3. EBvery tool call MJST be eval uated agai nst the policy before
di spat ch.

4. Bl ocked or phantoned calls MJST produce a PhantonkEntry conmitted
to the w tness chain.

5. The CallH story MJIST be updated after every verdict, including
bl ocked cal | s.

Policy Verdicts

[ oo e ool s s el
| Verdict | Tool dispatched? | Agent | Chain entry |
| | | receives | |
[ ey Sl ety el el o
| allow | Yes | Real tool | Tool Call |
| | | response | |
I R i R B i T +
| bl ock | No | blocked: | PhantonEntry(Bl ocked)

I I | true I I
L I i T ) I I I I I I ] +
| phantom | No | blocked: | PhantonEntry(Phantom

I I | true I I
I R i R B i T +

Table 1

Det ermi ni stic Repl ay

A conform ng inplenmentati on MIUST support replay nmode. G ven the
original agent_trace.json, chaos_profile.json, policy file
(identified by policy digest), and seed, a replay run MJUST produce an
identical witness root to the original run. Any deviation MJST be
reported as a Driftlssue in drift_report.json.
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8.

10.

Conf or mance
An implenentation is conformng if:
1. It produces all required bundle files.
2. Al JSON files are RFC 8785 canoni cal before hashing.

3. The witness root computation follows the algorithmin Section 6
exactly.

4. Phantomentries are produced for all blocked and phantoned call s.

5. The policy digest is coomitted before the first tool call when a

policy is in effect.
6. Replay of the sane inputs produces an identical w tness root.
Integration with SCITT
The COd TATOR Wtness Protocol is designed to be used as a payl oad
within the SCITT architecture (draft-ietf-scitt-architecture). The
RECOMVENDED i ntegration pattern is:

1. After a run conpletes, the witness bundle is produced as
specified in this docunent.

2. The witness_root value and run_id fromneta.json are enbedded as

the payl oad of a COSE-signed SCITT Signed Statenent, with the
subj ect header set to the agent identifier

3. The Signed Statement is registered with a SCITT Transparency
Service via the SCRAPI interface (draft-ietf-scitt-scrapi).

4. The resulting Receipt is stored al ongside the wi tness bundl e.
Thi s provides two i ndependently verifiable guarantees: the SCITT
Recei pt proves the witness root was registered at a specific tinme;
the witness root proves the bundle contents have not been altered
since conputati on.

Rel ation to Regul atory Franeworks

The COd TATOR Wtness Protocol is designed to address requirenents
of :

* EU Al Act (2024) Articles 12 and 9 -- tanper-evident record-
keepi ng and ri sk managenent for high-risk Al.
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11.

12.

13.

14.

15.

* FCA Al and machi ne | earni ng guidance -- audit trails for autonated

deci sion systens in financial services.

* NI ST Al RVF (2023) -- traceability and accountability for Al
syst ens.

Ver si oni ng

Thi s docunent describes protocol version 1.0, corresponding to
schena_version 4 in bundle files. Breaking changes will increnent
bot h versi on nunbers together

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The integrity guarantees of the witness root depend on the collision
resi stance of BLAKE3. As of the date of this document, BLAKE3 is not
known to have practical collision attacks.

The protocol does not provide confidentiality. Wtness bundl es may
contain sensitive agent inputs and outputs. Inplenentors are
responsi bl e for access controls on bundl e storage and transni ssion

The policy digest commits to the policy file bytes but does not

aut henticate the provenance of the policy file itself. Deploynents
requiring policy provenance guarantees should sign policy files

i ndependently before conmmitting the digest.
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