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Abst ract

Thi s docunent includes a collection of representative Conputati onal
Supply Chain Use Cases. These use cases aimto identify

comput ational supply chain problens that the industry faces today and
act as a guideline for devel oping a conprehensive security
architecture and solutions for these scenari os.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-nobuo-scitt-use-cases-
ext ensi on/ .

Di scussi on of this docunent takes place on the SCITT Working G oup
mailing list (mailto:scitt@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/scitt/. Subscribe at
https://ww. ietf.org/mailman/listinfo/scitt/.

Source for this draft and an issue tracker can be found at
https://github. com aoki -nl/draft-nobuo-scitt-use-cases-extension.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Supply chain for conponents that nake up a conputer system consists
of the entire lifecycle, including hardware sel ection, system design,
devel opnment, build, integration, deploynent, and nmi ntenance. |In the
software supply chain, SBOM and SCI TT architecture are exenplary
initiatives that enhance software transparency. D scussions focusing
on hardware and its interfaces are al so begi nning. These supply
chain security measures are expected to reduce the conplexity of
software and provide visibility into its lifecycle, thereby reducing
the nunber of cyber threats that can cause harnful effects such as
risks related to the system s attack surface, data | eaks, business

di sruptions, damage to reputation, intellectual property, and
financial assets. On the other hand, thorough supply chain security
for conputer systems can only be achieved by integrating support from
hardware to the software stack, enabling effective risk assessnent
and nmitigation. Mdern conputer systens are influenced by evol ving
conmputer architectures and increasingly conplex software stacks,

Aoki Expi res 8 January 2026 [ Page 2]



I nternet-Draft SCI TT Ext ension Supply Chain July 2025

maki ng the integrated managenent of conponents not al ways
straightforward. End users, such as consunmers, need to be able to
eval uate whet her suppliers nmaintain appropriate security practices
wi thout requiring access to proprietary intellectual property,
necessitating an evolutionary extension of the SCITT specification
Post - SCI TT conpliant products support conpliance nanagenent with

| egal, regulatory, and technical requirements (often differing but
overlapping and interrelated), risk assessment, and detection of
supply chain attacks throughout the entire lifecycle, prioritizing
data privacy.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Generic Problem Statenent

Supply chain security is a crucial requirenent for ensuring the
stable supply of materials that directly inpact consuner survival and
those widely used by the majority of consuners, while mninizing
threats related to the econony, public health, and safety. As an

ext ensi on of discussions in the physical domain, the definition of
software supply chain security in the cyber domain, [SoK-SW SCS], has
been established. This is due to the numerous supply chain attacks
targeting vulnerabilities in the software supply chain that have been
experienced globally, as well as the academ ¢ progress in analyzing
these attack vectors. This analysis can also be applied to the
supply chai ns of conputer systems, which include both hardware and
software. Supply chain attacks on conputer systens typically involve
attackers gaining initial access, nmaking malicious changes upstream
in the supply chain, and exploiting vulnerabilities in the downstream
systens that are already in operation

The SCITT Architecture [I-D.draft-ietf-scitt-architecture] defines
the core objects, identifiers and workfl ows necessary to interact
with a SCITT Transparency Servi ce:

* Signhed Statenments

* Receipts

*  Transparent Statenents

* Registration Policies
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The extended YANG data nodel with transparency scheners [RFC9472]
defines scheners for mappi ng SBOVE and vul nerability informtion

* Access Control Lists
*  SBOM | nformati on
* Mulnerability Information

As described above, specifications for software supply chain security
are maturing; however, it remmins unclear whether existing standard
specifications can be followed while al so enconpassi ng a scope that
ext ends beyond sof tware.

2.1. Computational Supply Chain Use Cases
2.1.1. Milti-Software Stack and Conputer Architecture

Software integration is an essential task in building conputer
systens. The ecosystem zation of software devel opment is advancing,
a process that involves procuring various software conponents from
multiple suppliers at different |layers and creating packages of
varyi ng sizes. These include a considerable nunber of third-party
conmponents. Furthernore, depending on the design, there may be cases
where conponents are not strictly separated from one another

Addi tionally, nodern conmputer systems adopt a variety of
architectures and infrastructures. Simlar to the increasing

conpl exity of software stacks, conputer architectures continue to
evol ve to keep pace with advancenents in applications and hardware.

End- consuners want :

* all hardware and software conponents required to build a conputer
systens are displ ayed

* the ability to identify and retrieve all conponents froma secure
and tanper-proof location - to receive an alert when a
vul nerability scan detects a known security issue on a running
conmponent

* wverifiable proofs on build process and build environment with al
supplier tiers to ensure end-to-end build quality and security

SCI TT provides a standardi zed way to:
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* provide a tiered and transparent framework that allows for
verification of integrity and authenticity of the integrated
hardware and software at both component and product |evel before
usi ng

* notify hardware and software integrators of vulnerabilities
identified during security scans of running conponents

* provide valid annotations on build integrity to ensure conformance

* provide an interface that reconciles the division of
responsibilities between the software and hardware sides

3. Privacy Considerations

The privacy considerations of the SCITT Architecture
[I-D.draft-ietf-scitt-architecture] apply.

4. Security Considerations

The privacy considerations of the SCITT Architecture
[I-D.draft-ietf-scitt-architecture] apply.
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