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Abstract

Thi s docunent specifies the Agent Route Origin Authorization
(Agent ROA) framework, a cryptographic policy enforcenent nodel for
governing the actions of autononous Al agents operating over the
Model Context Protocol (MCP) and Agent-to-Agent (A2A) protocols.
Agent ROA i ntroduces three core protocol objects: the Agent Route
Origin Authorization (ROA) envel ope, the Agent Route Attestation
(ARA) per-hop receipt, and the Agent Execution Receipt (AER)

Toget her these objects enable: (1) cryptographic binding of an
agent’ s authorized action scope to a signed policy envel ope at
session initialization, (2) per-hop attestation across multi-agent
del egati on chains w th nonotonic scope-narrow ng semantics (no
policy envel ope may be expanded by a downstream del egati on), and
(3) cryptographic receipts produced intrinsically by the enforcenent
deci sion at each MCP tool call boundary. The framework is nodel ed
on the BGP Route Origin Authorization (ROA) concept from RPK

(RFC 6480) applied to the Al agent execution domain.

The Border Gateway enforcenent nodel positions a cryptographic
enforcenment proxy at the MCP protocol boundary — external to the
agent’s execution context — reducing the risk that governance
deci sions are influenced by the governed agent by placing
enforcement in a separate process boundary. This docunent
establishes the architectural nodel, protocol object schemas, and
enforcenment semantics for the Agent ROA franmework
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1. Introduction

1.1. Motivation

Aut ononpbus Al agents are increasingly being deployed in enterprise
and regul ated environments. These systens can investigate incidents
across cloud infrastructure, invoke external tools, initiate
transactions, and del egate tasks to downstream agents w t hout human
review at each step.



The Model Context Protocol (MCP) provides a comon nechani sm for
connecting agents to external tools, data sources, and APls. The
Agent -t o- Agent (A2A) protocol provides conpl enentary support for

i nter-agent comunication and task del egation

These protocols address connectivity and interoperability. They do
not, by thensel ves, define a cryptographi c nechani smthat binds an
agent’s authorized action scope to protocol execution, enforces that
scope at the protocol boundary, or produces receipts that can be

i ndependently verified after the fact.

Exi sting governance approaches often rely on application-|ayer
moni t ori ng, behavi oral detection, or post-execution audit | ogging.

I n depl oynents where such governance mechani sns are co-located with
the governed agent, a conprom sed, mani pul ated, or misconfigured
agent may influence the governance outcone.

Agent ROA addresses this concern by positioning enforcement at the
prot ocol boundary, external to the agent’s execution context. The
Border Gateway enforcenent proxy intercepts MCP tool call requests
before they reach the target MCP server, validates the caller’s ROA
envel ope, enforces nonotonic scope-narrow ng semanti cs across

del egati on chains, and produces a cryptographic AER receipt as an
intrinsic output of the enforcenent decision

The governi ng question Agent ROA answers is: was this agent

authorized to performthis specific action under this specific

policy envelope at this specific nonent — and can that be shown to a
third party, including a regulator, auditor, or counter-party,

wi thout relying on the agent’s own account of execution?

1.2. BGP RPKI Anal ogy

Agent ROA draws an anal ogy fromthe BGP Route Origin
Aut hori zation franmework specified in RFC 6480 (RPKI) and RFC 6811
(BGP Prefix Origin Validation).

In BGP RPKI, a Route Origin Authorization (ROA) is a cryptographically
si gned object that states which Autononpbus System (AS) is authorized
to originate routes for a specific |IP address prefix. Border routers
val i date incom ng route announcenents agai nst the ROA database before
accepting theminto the routing table. This prevents route hijacking
by ensuring that only authorized ASes can announce specific prefixes.

Agent ROA applies the sanme nodel to Al agent execution

0 An Agent ROA envel ope states which agent identity is authorized
to invoke specific MCP capabilities under specific policy
constraints, signed by the authorizing entity.

0 The Border Gateway validates incom ng MCP tool calls against the
ROA envel ope before forwarding themto the target MCP server
This prevents capability hijacking by ensuring that agents can
only invoke capabilities they are explicitly authorized for.

0 The Agent Route Attestation (ARA) provides per-hop attestation
across multi-agent del egation chains, anal ogous to BGP path
val idation, ensuring that each hop in a del egation chain operated
within its declared scope.

The key structural insight fromRPKI that Agent ROA preserves is the
separation of the authorization infrastructure (the ROA envel ope and
its signing) fromthe enforcenent infrastructure (the Border
Gateway). This separation ensures that the enforcenent mechani sm
does not depend on trusting the party being governed.



1.3. Scope
Thi s docunent specifies:
0 The Agent ROA franmework architecture and trust boundary nodel

o The protocol object schemas for ROA envel opes, ARA per-hop
attestations, and AER execution receipts.

o The nonotonic scope-narrow ng semantics for multi-agent
del egati on chai ns.

0 The Border Gateway enforcenent proxy nodel for MCP and A2A.

Future extensions, including voice-triggered acti ons and agent
identity addressing, are outside the scope of this docunent.

Thi s docunent does not specify a wire protocol for MCP or A2A
whi ch are governed by their respective specifications. AgentROA
operates as an enforcenent |ayer above the MCP QAuth 2.0

aut hori zati on nechani sm specified in the MCP Authorization

speci fication.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [RFC2119] [ RFCB8174].

Agent :
An aut ononpbus software systemthat perceives its environnment,
makes deci sions, and takes actions — including invoking tools via

MCP and del egating tasks to other agents via A2A — wi t hout
constant human oversi ght at each step

Agent Route Origin Authorization (ROA) Envel ope:
A cryptographically signed data structure that specifies the
aut hori zed action scope for a specific agent session, including
the set of permitted MCP capabilities, the policy digest binding,
the session identity, the device attestation reference, and the
approval state. Analogous to a BG® ROA for IP prefix origin
aut hori zati on.

Agent Route Attestation (ARA)
A cryptographically signed per-hop attestati on produced at each
del egati on boundary in a nulti-agent execution chain. Each ARA
obj ect references the upstream ROA or ARA, the downstream
agent’s decl ared scope, and certifies that the downstream scope
is a proper subset of the upstream scope (nonotonic scope-
narr ow ng) .

Agent Execution Receipt (AER)
A cryptographically signed artifact produced by the Border
Gat eway at the nonent an MCP tool call enforcenent decision is
made. The AER is produced intrinsically by the enforcenent
deci sion, not generated by a separate |ogging system after
execution. The AER includes the policy digest active at decision
time, the capability identifier, the session identity, and the
enf or cement out cone.

Bor der Gat eway:
An enforcenment proxy that sits at the MCP protocol boundary
bet ween an agent and one or nore MCP servers. The Border Gateway
is external to the agent’s execution context, operating in a



separate process with its own trust domain. The Border Gateway
val i dat es ROA envel opes, enforces nopnotoni c scope-narrow ng
semanti cs, and produces AER receipts.

Capability ldentifier
A structured identifier for a specific MCP tool invocation,
consi sting of the MCP server identifier and the tool nane,
formatted as ntp: <server-i d>. <t ool - nane>.

Del egati on Chai n:
An ordered sequence of ARA objects representing the authorization
path fromthe root ROA envel ope to the current executing agent.
Each el enent in the chain represents one agent-to-agent
del egati on hop.

Monot oni ¢ Scope- Narr owi ng:
The property of a del egation chain where each downstream agent’s
aut hori zed scope is a proper subset of — or equal to — its
upstream del egator’s scope. The scope MJIST NOT be expanded at
any del egation boundary. This is the "no-loosen" invariant.

No- Loosen | nvari ant:
The fundanental enforcement rule of Agent ROA: a downstream agent
in a del egation chain MAY NOT be authorized for capabilities or
policy scopes broader than those of its upstream del egator
Formal ly: scope(ARA[n]) & scope(ARA[Nn-1]) for all n.

Pol i cy Digest:
A cryptographi c hash of the policy docunent governing an agent’s
aut hori zed behavior at a specific version. The policy digest
bi nds the ROA envel ope to the specific policy in effect at the
time of authorization.

Session ldentity:
A cryptographically bound identifier for a specific agent
execution session, including the agent’s principal identity, the
device or infrastructure attestation, and the session inception
ti mest anp.

SC TT:
Supply Chain Integrity, Transparency and Trust [ SCl TT- ARCH|
Agent ROA recei pts are designed to be conpatible with SCITT
transparency | ogs.
3. Architecture Overview
3.1. System Conponents
The Agent ROA framework consists of the foll owi ng conponents:
a) Agent ldentity Registry
A registry mapping agent identifiers to cryptographic public keys
and capability declarations. Agents register their identity and
decl ared capability scope prior to session initiation
b) Policy Engine
A systemthat eval uates agent action requests against policy
docunents and produces ROA envel opes at session initiation
The policy engine is operated by the enterprise or regul ated
entity depl oying the agent.

c) Border Gateway



3.

3.

The enforcenent proxy described in Section 7. The Border
Gateway is the critical enforcenent point. It MJST be depl oyed
external to the agent’s execution context.

e) SCITT Transparency Log (optional)

An append-only transparency | og conpatible with [ SC TT- ARCH|
that records AER receipts. Wen deployed, the SCITT | og
provi des i ndependent third-party verifiability of the agent’s
execution history.

2. Trust Boundary WMbdel
The fundanental trust boundary in Agent ROA separates two donains:

The Agent Execution Domai n:
The process or container in which the Al agent franmework
executes. This dommin includes the agent’s nodel inference,
tool orchestration, and application-layer code. This domain
is considered untrusted fromthe perspective of the enforcenent
infrastructure

The Enforcenent Domai n:
The process or container in which the Border Gateway executes.
This domain is separate fromand external to the Agent Execution
Donmai n. The Enforcenent Dommi n hol ds the signing keys for AER
recei pts and has sole authority to authorize MCP tool calls.

This separation is the critical architectural distinction from
application-layer governance approaches in which the policy engine
and the agents it governs run in the sane process. Wen a
governance |layer runs in the same process as the agent, a

conmprom sed agent may influence the governance outcorne.

Agent ROA assunes that the Border Gateway enforcenment proxy runs in
a separate process fromthe governed agent. Deploynment MAY use
sidecar containers in a Kubernetes pod, separate virtual machines,
or hardware-isol ated enclaves. The architectural nmodel in this
docunent does not assune a policy decision point that is co-located
within the agent’s execution context.

3. Enforcenent Proxy Architecture

The Border Gateway inplenents the follow ng request handling nodel
for MCP tool calls:

Step 1: Intercept
The Border Gateway receives the MCP tool call request fromthe
agent. The agent MJST present its current ROA envel ope or a
valid ARA chain in an authorization header or equival ent
protocol netadata field.

Step 2: Validate Envel ope

The Border Gateway val i dates

a) The ROA envel ope signature (EJDSA verification against the
agent’s registered public key in the Agent ldentity Registry).

b) The policy digest (the hash of the policy docunent in the
envel ope MUST match the current policy version for this
agent’ s scope).

c) The session identity (the session MJST be active and not
expired).

d) The device attestation reference (if required by policy).

Step 3: Validate Scope



The Border Gateway validates that the requested capability
(nmcp: <server-id> <tool-nane>) is within the authorized scope
declared in the ROA envel ope or ARA chain.

Step 4: Apply No-Loosen Check
If the request originates froma del egati on chain (ARA present),
the Border Gateway validates the nonotonic scope-narrow ng
i nvariant: scope(current-ARA) S scope(parent - ARA-or - RQA) .
A del egation chain that attenpts to expand scope MJST be
rej ected.

Step 5: Produce AER
The Border Gateway produces an Agent Execution Receipt (AER
as an intrinsic output of the enforcenent decision. The AER
is signed by the Border Gateway’'s private key. The AER is
produced regardl ess of whether the enforcenment outcone is
PERM T or DENY.

Step 6: Forward or Reject
If the outconme is PERM T, the Border Gateway forwards the MCP
tool call to the target MCP server. |If the outcone is DENY,
the Border Gateway returns an authorization error to the agent
and records the denial event.

Step 7: Wite to Ledger
The AER is witten to the local audit store and, if configured,
to the SCITT transparency | og.

4. Agent Route Origin Authorization (ROA) Envel ope
4.1. ROA Envel ope Structure

The Agent ROA ROA Envel ope is a JSON object with the foll ow ng
top-level fields. Al fields are REQU RED unl ess not ed.

schema_versi on:
String. MJST be "1.0".

envel ope_i d:
String. A unique identifier for this envel ope instance,
formatted as "env: <random hex-16>".

i ssued_at:
String. [1SO 8601 datetine at which this envel ope was issued.

expires_at:
String. [1SO 8601 datetime at which this envel ope expires.
Enf or cement deci sions MJST fail for expired envel opes.

sessi on:

hj ect. Session context.

- session_id: String. Unique session identifier.

- channel: String. One of: "api", "ncp_client", "voice",
"browser", "nobile_app".

- agent _id: String. The agent identifier of the governed agent.

- device attestation ref: String, OPTIONAL. Reference to a
device attestation artifact (e.g., WbAuthn assertion).

aut hori zed_scope:
hject. The authorized capability scope.
- capabilities: Array of Strings. Each elenent is a capability
identifier of the form ntp: <server-id>. <tool -nanme> or the
wi |l dcard form nmcp: <server-id>. *.
- max_del egation_depth: Integer. Maxi mum nunber of del egation
hops pernmitted. MJST be >= 0.



pol

- cross_org_permtted: Bool ean. Wether del egation across
organi zati onal boundaries is permtted.

- data classification ceiling: String, OPTIONAL. WMaxi mum data
classification | evel accessible.

- budget _ceiling: Number, OPTIONAL. Maxi mumtotal spend or
resource budget permitted for this session, in the unit
decl ared by budget _unit. Downstream del egati ons MJST NOT
decl are a budget ceiling exceeding this val ue.

- budget _unit: String, OPTIONAL. Unit for budget ceiling
(e.g., "USD', "tokens", "api _calls"). Required when
budget _ceiling is present.

- price_class: Integer, OPTIONAL. Maximumprice tier permtted
(l ower value = lower cost). Downstream del egati ons MJST NOT
declare a price_class exceeding this val ue.

- slo_class: Integer, OPTIONAL. Mninumrequired service |eve
(higher value = stricter SLO). Downstream del egati ons MJUST
NOT decl are an slo_cl ass bel ow this val ue.

icy:

iject Pol i cy bi ndi ng.
policy id: String. |Identifier of the governing policy.

- policy_version: String. Version of the governing policy.

- policy _digest: String. SHA-256 hash of the policy docunent,
formatted as "sha256: <hex>"

- policy_ uri: String, OPTIONAL. URI at which the policy
docunent nay be retrieved

aut hori zati on:

evi

iject Aut hori zati on requirenents.
auth _strength: String. One of: "session_only",
"devi ce_bound”, "device_bound with_attestation",
"dual control"
- approval state: String. One of: "pending", "granted",
"not _required".
- approval _artifact_ref: String, OPTIONAL. Reference to
the signed approval artifact.

dence:

iject Evi dence references.
session_hash: String. Hash of the session establishnent
event .

- model _provenance: Array of Strings. ldentifiers of the
Al nodels that may execute within this session

si gnat ur es:

4. 2.

Awray of Cbjects. One or nore signatures.
signer: String. ldentifier of the signing entity.

- alg: String. Signhature algorithm MJST be "EdDSA".
- sig: String. Baseb64url-encoded signature over the
canoni cal JSON serialization of all fields except

"si gnatures".

Pol i cy Di gest Binding

The policy_digest field binds the ROA envel ope to a specific
versi on of the governing policy docurment. This binding serves
two purposes:

a)

b)

Enforcenent time validation: The Border Gateway MJST verify
that the policy_digest in the ROA envel ope matches the hash

of the current policy docunent for this agent’s scope. If the
policy has been updated since the envel ope was issued, the
envel ope MUST be rejected and a new envel ope i ssued agai nst
the current policy.

Recei pt auditability: The AER receipt includes the policy_digest



fromthe envelope at the tinme of the enforcenment decision. This
all ows an auditor reviewing the receipt to retrieve the specific
policy version that governed the action, even if the policy has
subsequent |y changed.

The canoni cal policy digest is conmputed as:
pol i cy_di gest = "sha256:" || hex(SHA-256( policy_document _bytes))

where policy _docunent _bytes is the UTF-8 encoding of the policy
docunent in its canonical JSON serialization.

4.3. Mnotonic Scope-Narrow ng Sermantics

Thi s section specifies the no-loosen invariant, which is the
foundati onal enforcenent property of Agent ROA.

DEFI NI TI ON (Monot oni ¢ Scope- Nar r owi ng) :
For any two consecutive elements ARA[n-1] and ARA[n] in a
del egation chain, the full policy envel ope of ARA[n] MJST be
no broader than the policy envel ope of ARA[n-1] across al
constrai ned di nensions.

Agent ROA applies a tighten-only partial -order al gebra across three
di stinct constraint dinensions. Each dinension has its own
ordering operator, and a violation of ANY di nensi on MJST cause the
Border Gateway to reject the delegation with a DENY AER receipt.

D nension 1 — Capability Scope (set containnment):

Let C(x) denote the set of capabilities authorized by envel ope
or attestation x. Then for all n > O:

C(ARA[N]) < C(ARA[n-1])
where ARA[O] is the root ROA envel ope.

An ARA that clains capabilities outside the authorized set of
its parent violates this dinmension. The denial reason code
MJUST be SCOPE_EXPANSI ON_DENI ED

D nensi on 2 — Budget and Price O ass (less-than-or-equal):

Let B(x) denote the budget ceiling declared in envel ope x and
P(x) denote the price_class. Then for all n > O:

B(ARA[ n]) B(ARA[ n-1])
P(ARA[n]) P(ARA[n-1])

A downstream del egati on that raises the budget ceiling or
escal ates the price class above the parent’s decl ared maxi num
viol ates this dinension. The denial reason code MJST be
BUDCET _EXPANSI ON_DENI ED.

D nension 3 — Service Level Objective (greater-than-or-equal):

Let S(x) denote the slo_class declared in envel ope x, where
hi gher numerical values denote stricter service levels. Then
for all n > O:

S(ARA[n])  S(ARA[n-1])

A downstream del egation that relaxes the required service |eve
bel ow the parent’s declared floor violates this dinmension. The
deni al reason code MJST be SLO RELAXATI ON_DENI ED



Conbi ned i nvari ant:

The Border Gateway MUST eval uate all three dinensions at each
del egati on boundary. A del egation envel ope that satisfies

D nmension 1 but violates Dinmension 2 or 3 MUST be rejected.
Partial conformance is not sufficient.

| MPLEMENTATI ON REQUI REMENT
The Border Gateway MUST evaluate this invariant at each
del egati on boundary. An ARA that violates any dinmension of the
tighten-only partial -order algebra MJST be rejected. The
rejection MIUST produce a DENY AER receipt containing the
appl i cabl e reason code

This invariant prevents privilege escal ati on through agent

del egation chains. An agent that del egates a task to a downstream
agent CANNOT grant the downstream agent pernissions, budget, or

rel axed service levels that the del egati ng agent does not itself
possess.

Scope conparison al gorithm

The Border Gateway conpares capability sets using the follow ng
pr ocedur e:

1. Resol ve each capability identifier to its canonical form
Wl dcard capabilities (ntp:<server-id> *) are expanded to
include all capabilities advertised by the named MCP server’s
capability manifest.

2. For each capability in the downstream ARA, verify that the
capability is present in or subsumed by a wildcard in the
parent’s capability set.

3. If any downstream capability is not subsumed, reject the
del egation with a SCOPE_EXPANSI ON_DENI ED err or.

4. |f the downstream ARA decl ares a budget ceiling, verify that:
budget ceiling(ARA[n]) budget ceiling(ARA n-1])
If violated, reject w th BUDGET_EXPANSI ON_DENI ED.

5. If the downstream ARA declares a price_class, verify that:
price_class(ARA[n]) price_class(ARA[Nn-1])
If violated, reject with BUDGET_ EXPANSI ON _DENI ED.

6. If the downstream ARA declares an slo _class, verify that:
slo_class(ARAIn]) slo_class(ARA[n-1])
If violated, reject with SLO RELAXATI ON_DEN ED

4.4. ROA Envel ope Signing

ROA envel opes MJST be signed using EADSA with the Ed25519 curve
as specified in [RFC8032]. The signature is conmputed over the
canoni cal JSON serialization of the envel ope excluding the
"signatures” field.

Canoni cal JSON serialization follows the JSON Canonicalization
Schene (JCS) as specified in [ RFC8785].

The signing key MIST correspond to the public key registered in
the Agent ldentity Registry for the authorizing entity. The
key identifier MUST be included in the "signer" field of the

si gnature object.

5. Agent Route Attestation (ARA) Per-Hop Protoco



ARA (nj ect Structure

An Agent Route Attestation (ARA) object is produced at each
agent -t o- agent del egati on boundary. The ARA attests that:

a) The del egating agent (the upstream agent) authorized the
downstream agent to act on its behal f.

b) The downstream agent’'s authorized scope is within the
del egati ng agent’s scope (nonotonic scope-narrow ng).

c) The del egation occurred within a valid session
The ARA object has the follow ng structure:

schenma_ver si on:
String. MJST be "1.0".

ara_id:
String. Unique identifier for this ARA formatted as
"ara: <random hex- 16>".

i ssued_at:
String. [1SO 8601 datetinme at which this ARA was issued.

upstreamref:
ohject. Reference to the parent in the del egati on chain.
- ref_type: String. One of: "roa_envel ope", "ara".
- ref_id: String. The envelope_id or ara_id of the parent.
- ref_digest: String. SHA-256 hash of the parent object’s
canoni cal serialization. This creates a hash chain over
t he del egati on path.

del egati ng_agent:
hject. ldentity of the del egating agent.
- agent _id: String. agent identifier of the del egati ng agent.
- session_id: String. Session identifier of the del egating
agent’s current session.

del egat ed_agent :
hject. ldentity of the agent receiving the del egation
- agent _id: String. agent identifier of the del egated agent.
- capability declaration ref: String, OPTIONAL. Reference
to the del egated agent’s declared capability nanifest.

del egat ed_scope:

hj ect. The scope being del egated. MJST satisfy the

nmonot oni ¢ scope-narrowi ng i nvariant with respect to the

parent scope.

- capabilities: Array of Strings. Capability identifiers
aut hori zed for the del egated agent.

- task_context: String, OPTIONAL. Pl ain-1language description
of the task being del egated.

- max_del egation_depth: Integer. Remmining permtted
del egation depth. MJIST be strictly less than the parent’s
max_del egati on_dept h.

pol i cy:
hject. Policy binding for this del egation
- policy digest: String. MJST match the policy_digest of
the root ROA envel ope in the del egation chain.
- policy version: String.

si gnat ures
Array of Objects. Signatures as specified in Section 4.4.
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The ARA MJST be signed by the del egati ng agent.
Del egation Chain Construction
A del egation chain is constructed as foll ows:

1. The root elenent is the ROA envel ope issued by the Policy
Engi ne at session initiation (ref_type: "roa_envel ope").

2. Each subsequent elenent is an ARA object produced at a
del egati on boundary (ref_type: "ara").

3. The chain forms a singly-linked |ist through the upstreamref
fields. The ref _digest field creates a cryptographi c hash
chain: each ARA commits to the exact bytes of its parent.

4. The chain term nates at the agent currently requesting a
MCP tool call.

When a Border Gateway receives a MCP tool call, the requesting
agent presents its delegation chain (an ordered array of
serialized ARA objects, fromroot to current). The Border
Gateway validates the entire chain before making an enforcenent
deci si on.

Chain | ength:
The chain I ength MUST NOT exceed the max_del egati on_depth
specified in the root ROA envel ope.

Chain integrity:
The Border Gateway MUST verify:
a) The root ROA envel ope signature.
b) Each ARA signature in the chain.
c) The hash chain integrity (ref_digest field).
d) The nonotonic scope-narrow ng invariant at each hop

Chain Verification Al gorithm

The foll owi ng al gorithm MJST be inpl enmented by the Border Gateway:

FUNCTI ON Veri fyChai n(chain, requested_capability):

| NPUT:
chain: ordered array [root_envelope, ara_1, ..., ara_n]
requested capability: capability identifier being requested

QUTPUT:
PERM T or DENY, with reason

STEP 1: Verify root envel ope
I F NOT VerifySi gnature(chain[0]) THEN
RETURN DENY, "invalid_root_signature"
I F chain[0].expires_at < NON) THEN
RETURN DENY, "envel ope_expired"
current _scope = chain[0].authorized_scope.capabilities
current _budget = chain[0].authorized scope. budget ceiling
current _slo = chain[0].authorized scope.slo_class

STEP 2: Verify hash chain and nonotoni c narrow ng
FORi =1 TO Il ength(chain) - 1:
ara = chain[i]
parent = chain[i-1]
parent _di gest = SHA-256(canoni cal _j son(parent))

I F ara.upstreamref.ref_digest != parent_digest THEN
RETURN DENY, "chain_integrity_violation"



I F NOT VerifySignature(ara) THEN
RETURN DENY, "invalid ara signature_at _hop " + i

I F NOT Subset (ara. del egat ed_scope. capabilities, current_scope) THEN
RETURN DENY, "scope_expansion_violation_at_hop_ " +

| F ara. del egat ed_scope. budget _ceiling | S PRESENT AND
current _budget |'S PRESENT AND
ar a. del egat ed_scope. budget _ceiling > current_budget THEN
RETURN DENY, "budget expansi on_deni ed_at _hop_" +

| F ara. del egat ed_scope. sl o_cl ass | S PRESENT AND
current _slo I'S PRESENT AND
ar a. del egat ed_scope.slo_class < current_slo THEN
RETURN DENY, "slo_relaxation_denied_at_hop_" + i

current _scope = ara.del egated_scope. capabilities
current _budget = ara.del egat ed_scope. budget _cei ling
current _slo = ara. del egated_scope. sl o_cl ass

STEP 3: Verify requested capability is in current scope
I'F NOT In(requested_capability, current_scope) THEN
RETURN DENY, "capability_not_in_scope"

STEP 4: Verify policy digest consistency
FORi =1 TO length(chain) - 1:
I F chain[i].policy.policy_digest != chain[0].policy.policy_digest THEN
RETURN DENY, "policy_digest_msnmatch_at_hop_ " +

RETURN PERM T

END FUNCTI ON

6. Agent Execution Receipt (AER)
6.1. AER Structure

The Agent Execution Receipt (AER) is produced by the Border
Gateway as an intrinsic output of each enforcenent decision

The AER is a cryptographically signed artifact intended to provide
i ndependent |y verifiable evidence that a specific enforcenent

deci sion was made for a specific agent action under a specific
policy at a specific tine.

The AER is not a log entry. It is a signed conm tnent produced
by the enforcenment |ayer at the noment of the decision. The
distinction is architecturally significant: a log entry is
produced after the fact by a | ogging systemthat nay or may not
have observed the exact enforcenent logic. An AER is produced
by the enforcenent logic itself, comrtted before the action
executes (for PERMT) or when the action is rejected (for DENY).

AER structure

schena_versi on:
String. MJST be "1.0".

aer _id:
String. Unique receipt identifier, formatted as
"aer: <random hex- 16>".

produced_at:
String. [1SO 8601 datetinme at which this recei pt was produced.
This MJST be the tinestanp of the enforcenent decision, not



the timestanp of execution conpletion

enf or cenent _out cone:
String. One of: "permit", "deny".

enf orcenment _node
String. One of: "normal", "degraded". "degraded" indicates
that the enforcenent decision was nmade agai nst |ocally cached
mat eri al s because the Agent ldentity Registry or revocation
infrastructure was unavailable. Relying parties that require
non- degr aded recei pts SHOULD reject receipts with
enf orcement _node "degraded". See Section 9.4.3.

deni al _r eason:
String. Present only when enforcenment_outcone is "deny".

One of: "invalid_ signature", "envel ope_expired",
"envel ope_revoked", "replay_detected",
"chain_integrity_violation", "scope_expansion_violation",
"budget _expansi on_deni ed", "slo_rel axation_deni ed",
"capability not _in_scope", "policy_digest _msmtch",
"approval required", "auth_strength_insufficient".

sessi on:

hj ect. Session context.

- session_id: String.

- agent _id: String. agent identifier of the requesting agent.
- device attestation_ ref: String, OPTI ONAL.

action:

hj ect. The action subject to enforcenent.

- capability: String. The capability identifier requested.

- ncp_server _id: String. Target MCP server identifier

- ncp_tool _nane: String. Target tool nane.

- input_hash: String. SHA-256 hash of the canonica
serialization of the tool call inputs. The inputs
thensel ves are NOT included in the AER

policy:
oject. Policy binding at enforcenment tine.
- policy_id: String.
- policy_digest: String. The policy digest fromthe ROA
envel ope. This records the exact policy version that
governed this enforcenment decision.

chai n_sumary:
oject. Sumary of the del egation chain.
- chain_depth: Integer. Nunber of hops in the chain.
- root_envelope_id: String. The envelope_id of the root
RQA envel ope.
- chain_digest: String. SHA-256 hash of the canonica
serialization of the conplete del egation chain.

bor der _gat eway:
hject. Border Gateway identity.
- gateway_id: String. ldentifier of the produci ng Border
Gat eway i nstance.
- gateway_version: String. Software version

pl an_hash:

String, OPTIONAL. A cryptographic hash of the frozen artifacts
that governed this enforcenent decision, enabling determnistic
or tol erance-bounded replay. The plan_hash binds at m ni nmum
the pronpt tenplate identifier and version, the nodel identifier
and version, the operator and governance |library versions, and
the policy-pack identifiers active at enforcenent time. Wen
present, it is formatted as "sha256: <hex>" and conputed over
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the canonical JSON serialization of the frozen artifact

mani fest. Auditors or conpliance systens MAY use plan_hash to
re-execute the enforcenent decision |ogic against the sane
frozen inputs and verify that the original allow deny outcone
is reproduced within declared tol erances. |Inplenentations that
support determnistic replay SHOULD popul ate this field.

si gnatures
Array of (bjects. The AER MJST be signed by the Border
Gateway’ s private key using EdDSA/ Ed25519. The Bor der
Gat eway signing key MJST be registered in the Agent ldentity
Regi stry.

2. Receipt Generation at Enforcenent Boundary

3.

The following invariants apply to AER generati on:

Invariant 1 (Pre-execution commtnent):
For enforcement_outcone "permt", the AER MJST be produced
and persisted to the local audit store BEFORE the MCP tool
call is forwarded to the target MCP server. This ensures
that the AER exists regardl ess of whether the tool cal
subsequently succeeds or fails.

Invariant 2 (Denial receipt):
For enforcenment_outcone "deny", the AER MJST be produced
and persisted before returning the authorization error to
the requesting agent.

Invariant 3 (Policy digest capture):
The policy_digest in the AER MUST be captured fromthe
ROA envel ope at enforcenent tine. |If the policy has been
updat ed between envel ope i ssuance and enforcenent tine,
the enforcenment decision MUST fail with denial reason
"policy_digest_m smatch".

Invariant 4 (Input hash binding):
The input _hash field MJUST be conputed fromthe actual too
call inputs presented at enforcenent tinme. This ensures
that the AER receipt is bound to the specific inputs, not
merely to the capability identifier.

SCI TT Transparency Log Integration

Agent ROA AER receipts are designed to be submitted to SCI TT-
conpati bl e transparency logs [SCITT-ARCH . Wen a SCITT | og
is configured:

a) The Border Gateway submits each AER as a SCITT Statenent.

b) The SCITT log returns a SCITT Recei pt (a countersignature
over the log entry).

c) The SCITT Receipt is appended to the AER s signatures array.

d) The conbined AER (with SCITT Receipt) is returned to the
requesting agent and stored in the local audit store.

SCITT integration provides three additional properties:

1. Third-party verifiability: Any party with the SCITT log’s
public key can verify the AER without trusting the Border
Gat eway oper at or

2. Tamper evidence: The append-only SCITT |l og structure
prevents nodification of historical receipts.



3. Transparency: Deploynents MAY use transparency |ogs to support
i ndependent verification or audit requirenents.
7. Border Gateway Enforcement Mode
7.1. Enforcenent Proxy Position
The Border Gateway MUST be positioned as follows:
Agent (Execution Domain)
MCP tool call request

(with ROA envel ope or ARA chain in auth header)

Border Cateway (Enforcenment Dommin) <-- separate process

Val i dat ed and aut horized MCP tool cal
(after enforcenment decision, AER produced)

<———— < ————

MCP Server

The Border Gateway acts as a reverse proxy for MCP connections.
Fromthe MCP server’'s perspective, all requests arrive fromthe
Border Gateway. Fromthe agent’s perspective, the Border Gateway
is the target endpoint for MCP tool calls.

This architecture ensures:

a) The MCP server never receives unauthorized tool calls.

b) The enforcenment decision is nade by infrastructure the agent
cannot i nfl uence.

c) Every tool call — authorized or denied — produces a signed
receipt in the enforcenent domain.

7.2. MCP Protocol Integration

MCP uses QAuth 2.0 for authorization as specified in the MCP
Aut hori zation specification. AgentROA operates as an additiona
| ayer above MCP's QAuth authorizati on nechani sm

Agent ROA DCES NOT replace MCP's QAuth aut horization. Both
mechani sns operate in sequence:

Step 1 (MCP QAut h): The agent obtains an OAuth access token
scoped to the target MCP server. This token is validated
by the MCP server’s authorization server

Step 2 (Agent ROA envel ope): The agent presents its ROA envel ope
or ARA chain to the Border Gateway in an authorization header or
equi val ent protocol netadata fi el d.

Step 3 (Border Gateway validation): The Border Gateway perforns
the chain verification algorithmspecified in Section 5.3
and produces an AER receipt.

Step 4 (Forwarding): If the enforcenent outconme is PERM T, the
Border Gateway forwards the tool call to the MCP server with
the QAuth token. The AER receipt identifier or receipt object
is returned to the agent in response netadat a.

QAut h t oken audi ence validation
The Border Gateway MUST validate that the QAuth token's
audi ence claim (aud) matches the target MCP server’s



registered identifier. This prevents token reuse across
MCP servers

MCP server registration
MCP servers that participate in Agent ROA enforcenment MJST
register their capability manifests with the Agent Identity
Regi stry. The capability manifest declares all tools the
server exposes, used by the Border Gateway for wildcard
scope resol ution

A2A Protocol Integration

When agents conmmuni cate using the A2A protocol, Agent ROA
governs the del egation of tasks between agents.

Task del egation over A2A:
When an orchestrating agent del egates a task to a downstream
agent over A2A, the orchestrating agent MJST produce an ARA
object for the delegation (see Section 5) and include it in
the A2A task request.

Cr oss-organi zati on del egati on:
When a del egati on crosses an organi zati onal boundary, the
ROA envel ope’s cross_org permitted field MIST be true.
Addi tional cross-organi zati on agreenent senmantics are outside
the scope of this docunent.

Enf orcement Deci sion Al gorithm
The conpl ete enforcement decision algorithmis:
FUNCTI ON Enf orce(request):

| NPUT:
request: MCP tool call request with auth headers

OUTPUT:
PERM T or DENY, with AER receipt

STEP 1. Extract credentials
envel ope_or_chai n = Extract Fr onHeader (request)

STEP 2: Determ ne chain type
I F envel ope_or _chain is ROA envel ope:
chain = [envel ope_or_chai n]
ELSE:
chai n = envel ope_or_chai n (ARA chai n)

STEP 3: Resol ve capability
capability = ntp: <request.server _id>. <request.tool nane>

STEP 4: Execute chain verification
result = VerifyChai n(chain, capability)

STEP 5: Check approval state if required
I F chain[0].authorization.auth_strength IN
["device_bound", "device bound with attestation"]:
I F chai n[0] . aut hori zation. approval state != "granted"
result = DENY, "approval _required"

STEP 6: Produce AER
aer = ProduceAER(
sessi on = Extract Sessi on(chain),
action Extract Acti on(request),
policy Extract Policy(chain[0]),
chai n_summary = Summari zeChai n(chai n),



outcone = result. outcone,
deni al _reason = result.reason
)
Si gnAER(aer, border_gateway private_ key)
Per si st AER( aer)

STEP 7: Submit to SCITT (if configured)
I F scitt_enabl ed:

scitt _recei pt = Subm t ToSCl TT(aer)

AppendSi gnat ure(aer, scitt_receipt)

STEP 8: Return
IF result.outconme == PERM T:
For war dToMCPSer ver ( r equest)
RETURN response W TH recei pt netadata referencing aer.aer_id
ELSE:
RETURN 403 For bi dden W TH recei pt netadata referencing
aer.aer _id

END FUNCTI ON

8. Security Considerations
8.1. Threat Model
Agent ROA i s designed to protect against the follow ng threats:

Tl - Capability escal ation through del egation
A malicious or conmprom sed agent attenpts to grant a
downstream agent capabilities it does not possess.
Mtigation: No-loosen invariant (Section 4.3).

T2 - Pronpt injection |eading to unauthorized tool calls:
An adversary embeds nalicious instructions in data the
agent processes, causing the agent to attenpt tool calls
outside its decl ared scope.
M tigation: Border Gateway scope enforcenent (Section 7).
The agent cannot invoke capabilities outside its envel ope
regardl ess of what instructions it receives.

T3 - Replay attacks using captured envel opes:
An attacker captures a valid ROA envel ope and replays it
to authorize actions not intended by the original issuer
Mtigation: Session identity binding and envel ope expiry.
The session_id in the envel ope MJUST be uni que per session,
and the Border Gateway MJST maintain a replay prevention
cache for recently-seen envel ope identifiers.

T4 - Governance bypass through in-process conprom se
A conprom sed agent attenpts to nodify or disable the
gover nance | ayer.
Mtigation: Trust boundary separation (Section 3.2).
The Border Gateway runs in a separate process that the
agent cannot access.

T5 - Policy drift — agent scope expands over tine:
An agent’'s effective capability scope expands through
| earned skills or updated configuration w thout the policy
envel ope bei ng reissued.
Mtigation: Policy digest binding (Section 4.2). The
policy digest in the ROA envel ope is validated agai nst the
current policy at each enforcenent decision

8.2. Key Managenent



8.

8.

8.

8.

Private keys used for signing ROA envel opes, ARA objects, and
AER recei pts MIST be stored in hardware security nodul es or
equi val ent secure key storage, or in device-bound key storage
for device-bound approval fl ows.

Key rotation:
I mpl enent ati ons SHOULD support periodic rotation of ROA envel ope
si gni ng keys and Border Gateway signing keys according to | oca
depl oynent policy and risk requirenents.

3. Inplenentation Considerations

I mpl enenters SHOULD note that this framework requires the
Border Gateway to process every MCP tool call. The Border
Gateway is therefore a potential bottleneck and single point
of failure. Inplenentations SHOULD provi de:

a) High availability depl oynent (multiple Border Gateway
instances with consistent state).

b) Low | atency enforcenent appropriate to the deploynent, noting
that enforcenent occurs at the protocol boundary rather than in
application niddl eware.

c) Audit store durability (AER receipts MJST survive Border
Gat eway fail ures).

4. Revocation and Degraded Qperation

Thi s section specifies requirenents for ROA envel ope revocation
and for continued operation when the Border Gateway cannot reach
the Agent ldentity Registry or policy infrastructure.

4.1. Envel ope Expiry and Revocation

ROA envel opes include an expires_at field (Section 4.1). The
Border Gateway MUST reject any envel ope whose expires_at tinestanp
is in the past. The denial reason code MJST be "envel ope_expired"

In addition to time-based expiry, inplenentations SHOULD support
explicit revocation. The Agent ldentity Registry SHOULD publish
revocation information for ROA envel opes whose correspondi ng

sessi ons have been administratively term nated or whose signing
keys have been conprom sed. Revocation information SHOULD be

di stributed as delta-encoded updates identified by a nonotonically
i ncreasi ng epoch and sequence nunber, enabling validators to

mai ntain current revocation state without full re-downl oad.

When a validator processes a revocation delta, it MJST update its

| ocal revocation cache and MJST reject any subsequently presented
envel ope whose envel ope_id or signing key appears in the revocation
cache. The denial reason code for a revoked envel ope MIST be
"envel ope_revoked". AER receipts for revoked envel opes SHOULD

i nclude the revocation epoch and sequence nunber at which the
revocati on was appli ed.

4.2. Replay Prevention Cache

To prevent replay attacks using captured but unexpired envel opes,
the Border Gateway MJST naintain a replay prevention cache of
recently-seen (envelope_id, session_id) pairs. The cache MJST
cover at minimumthe full validity wi ndow of the |ongest-1lived
envel ope the depl oynent issues. On restart, the Border Gateway
MUST either restore the cache fromdurabl e storage or refuse to
process envel opes issued before the restart until their natura
expiry tine has el apsed.

When a duplicate (envel ope_id, session_id) pair is detected, the



Border Gateway MJST reject the request with denial reason
"replay_detected" and produce a DENY AER receipt.

8.4.3. Degraded Operation

10.

10.

10.

When the Border Gateway cannot reach the Agent Identity Registry
to verify an agent’s public key or to retrieve current revocation
data, it MAY continue enforcenent against locally cached materials
subject to the follow ng constraints:

a) The Border Gateway MUST mark AER receipts produced during
degraded operation with an enforcenment_node field set to
"degraded”. Relying parties that require non-degraded
recei pts MAY reject degraded receipts.

b) The Border Gateway MJUST NOT serve stale revocati on data beyond
its declared cache TTL wi thout nmarking the resulting receipts
as degr aded.

c) The Border Gateway SHOULD record the reason for degraded
operation (e.g., "registry unreachable", "revocati on_cache_
stale") in the AER receipt for audit purposes.

d) I nplenmentati ons SHOULD provide configuration to fail-closed
(reject all requests) rather than fail-open (permt with
degraded receipts) during registry outages, particularly for
depl oynents in regul ated i ndustries where degraded receipts
may not satisfy conpliance requirenents.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Appendi x A, JSON Schema Definitions

A.1. ROA Envel ope Schema

{

"$schemn": "https://json-schema. org/draft/2020-12/schema",

"$id": "https://nivalto.com schemas/ agentroa/roa-envel ope.json",

"title": "Agent ROA ROA Envel ope",

"type": "object”,

"addi tional Properties": false,

"required": |
"schema_version", "envel ope_id", "issued at", "expires_at",
"session", "authorized_scope", "policy", "authorization",
"evi dence", "signatures"

I,

"properties": {
"schema_version": { "type": "string", "const": "1.0" },
"envel ope_id": { "type": "string",

"pattern": "“env:[a-f0-9]{16}%$" },

"issued_at": { "type": "string", "format": "date-tinme" },
"expires_at": { "type": "string", "format": "date-tinme" },

"session": {
"type": "object",
"required": ["session_id", "channel", "agent id"],
"properties": {
"session_id": { "type": "string" },
"channel ": { "type": "string",
"enunt: ["api","nctp_client","voice",
"browser", "nobil e_app"] },
"agent id": { "type": "string",
"pattern": "“aha:[a-zA-Z0-9 -]+/[a-zA-Z0-9_-]+/[a-zA-Z0-9 -]+$" },
"device_attestation_ref": { "type": "string" }

}

ut hori zed_scope": {
"type": "object",
"required": ["capabilities", "nax_del egati on_depth",
"cross_org permtted"],
"properties": {
"capabilities": {
"type": "array",
"itens": { "type": "string" },
"mnltens": 1

}

} i)
"max_del egation_depth": {

"type": "integer", "mninmunm': O
"éross_org_pernitted": { "type": "bool ean" },
"data_classification_ceiling": { "type": "string" }



}

"policy": {
"type": "object",
"required": ["policy_id", "policy version", "policy digest"],
"properties": {
"policy_id": { "type": "string" },
"policy_version": { "type": "string" },
"policy digest": { "type": "string",
"pattern': "~sha256:[a-f0-9]{64}$" },
"policy uri": { "type": "string", "format": "uri" }
}
b,
"aut hori zation": {
"type": "object",
"required": ["auth_strength", "approval state"],
"properties": {
"auth_strength": { "type": "string",
"enuni': ["session_only", "device_bound",
"device_bound with_attestation",
"dual _control"] },

"approval state": { "type": "string",
"enuni': ["pending","granted","not _required"] },
"approval _artifact_ref": { "type": "string" }

},
"evi dence": {
"type": "object",
"required": ["session_hash", "nobdel provenance"],
"properties": {
"session_hash": { "type": "string" },
"nodel _provenance": {
"type": "array",
"itens": { "type": "string" }

}
}
b,
"signatures": {
"type": "array", "mnltens": 1,
"itens": {
"type": "object",
"required": ["signer", "alg", "sig"],
"properties": {
"signer": { "type": "string" },
"alg": { "type": "string", "const": "EdADSA" },
"sig": { "type": "string" }
}
}
}

Appendi x B. Protocol Object Exanples

B.1. Exanple ROA Envel ope

{

"schenma_version": "1.0",
"envel ope_i d": "env:4a7c9f 2ble8d3a6f",
"issued_at": "2026-04-08T14: 00: 00Z",
"expires_at": "2026-04-08T14:10: 002",
"session": {
"session_id": "sess:8b3d0e7f2alc9bde",
"channel ": "nctp_client",
"agent _i d": "aha: acne-corp/ operations/devops-agent-1",
"device_attestation_ref": "att:ref:k8s-pod-sidecar-001"



}

ut hori zed_scope": {

"capabilities": |
"ncp: aws- cl oudwat ch. get _netric_data",
"ncp: aws- cl oudwat ch. descri be_al arns",
"ncp:github. get _pull _request”,
"ncpigithub. list_commts”,
"ncp: pagerduty. get _incident”

]

: x_del egation_depth": 2,
"cross_org permtted": fal se,

"data_classification_ceiling": "internal"
}1
"policy": {
"policy_id": "devops-incident-investigation-v4",
"policy version": "4.2.1",
"policy_digest":
"sha256: a3f 2c1b9e8d7a6f 5e4c3b2a1908f 7e6d5¢c4b3a2918f 7e6d5¢c4b3a291"
}1
"aut hori zation": {
"auth_strength": "session_only",
"approval state": "not_required"

"evi dence": {
"session_hash":
"sha256: 1b2c3d4e5f 6a7b8c9d0elf 2a3b4c5d6e7f 8a9b0c1d2e3f 4a5b6¢c7d8e",
"nodel _provenance": |
"ant hropi c: cl aude- 3- 7- sonnet ",
"nivalto:action-classifier:v2"

]

}1

"signatures": [{
"signer": "nivalto: policy-engine:prod",
"al g": "EdDSA",
"sig": "base64url: MEUCI QDe. .. Ag=="

H

. 2. Exanpl e ARA (bj ect (Del egati on Hop)

"schema_version": "1.0",
"ara_id": "ara:9c4elf 8a2b7d3e0f ",
"issued_at": "2026-04-08T14: 02: 152",
"upstreamref": {

"ref _type": "roa_envel ope",

"ref _id": "env:4a7c9f 2ble8d3a6f",

"ref _digest":

"sha256: ¢3b2a1908f 7e6d5c4b3a2918f 7e6d5c4b3a291a3f 2c1b9e8d7a6f 5e4"

}

,elegating_agent": {

"agent _id": "aha: acne-corp/ operations/devops-agent-1",
"session_id": "sess:8b3d0e7f 2alc9bde"

}

,elegated_agent": {
"agent _id": "aha: acne-cor p/ engi neering/ codi ng- agent-7"

}

el egat ed_scope": {

"capabilities": [
"ncp:github. get _pull _request”,
"ncp:github.list_conmts”

] i)

"task _context": "Analyze code changes related to Lanbda config",
"max_del egation_depth": 0O

}

1olicy": {



"policy_digest":
"sha256: a3f 2c1b9e8d7a6f 5e4c3b2al1908f 7e6d5c4b3a2918f 7e6d5¢c4b3a291",
"policy version": "4.2.1"
},
"signatures": [{
"signer": "aha:acne-corp/operations/devops-agent-1",
"al g": "EdDSA",
"sig": "base64url: MEQCI B... Q="

}H

B.3. Exanple AER Receipt (PERMT)

"schenma_version": "1.0",

"aer _id": "aer:2f5a8c1d4e7b0f 3a",

"produced_at": "2026-04-08T14: 02: 182",

"enforcement _outcome": "permt",

"session": {
"session_id": "sess:8b3d0e7f 2alc9bde”,
"agent _i d": "aha: acne-corp/ engi neeri ng/ codi ng-agent-7",
"device_attestation_ref": nul

}

"action": {
"capability": "ncp:github.get_pull_request”,
"ncp_server _id": "github",
"ncp_tool _name": "get pull _request”,
"i nput _hash":
"sha256: f 1e2d3c4b5a6978889706a5b4c3d2elf 0a9b8c7d6e5f 4a3b2c1d0eof
}

"policy": {
"policy_id": "devops-incident-investigation-v4",
"policy_digest":
"sha256: a3f 2c1b9e8d7a6f 5e4c3b2a1908f 7e6d5¢c4b3a2918f 7e6d5¢c4b3a291"

}

hai n_summary": {
"chai n_depth": 1,
"root _envel ope_id": "env:4a7c9f 2ble8d3a6f",
"chai n_di gest":
"sha256: 9f 8e7d6c5b4a3918f 7e6d5¢c4b3a2918f 7e6d5c4b3a291a3f 2c1b9e8d"
}

1order_gatemay": {
"gateway_id": "nivalto-bgw prod-us-east-1-001",
"gateway_version": "1.0.0"

"signatures": [{
"signer": "nivalto-bgw prod-us-east-1-001",
n al gIl : n EdDSAII ,
"sig": "base64url:MEYCl QDs. .. AA=="

}H
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