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Abst r act

Thi s docunent di scusses WMSE applicability to Agentic Al, so as to
establish i ndependent identities and credential nanagenent nechani sns
for Al agents.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ni-w nse-ai-agent-identity/.

Di scussi on of this docunent takes place on the Wirkload lIdentity in
Mul ti System Environnments Working Group nmailing |ist
(mailto:winse@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/w nse/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Septenber 2026.
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I nt roduction

Al agents are autononous software entities that receive an intent,
process contextual information, and execute decisions at nachine
speed with mnimal human intervention. Wthout appropriate
guardrails, they may give rise to significant risks:

* Blurred Network Boundaries: Al agents mmy operate across systens

and platforns, which expands attack surface and anplifies security
ri sks.
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* Arbitrary and Unpredictable Access Patterns: Al agents nmay perform
unexpected actions or access sensitive resources susceptible to
mal i ci ous mani pul ation or |ogical errors.

* Lack of Accountability: Tracing an Al agent’'s actions is
inherently difficult, leading to difficulty to detect erroneous
behavi or s.

* Context Rot: A gradual degradation of their ability to maintain
rel evant and coherent call contexts over tine.

Therefore, for Al agents, the traditional perineter-based security
nmodel has to transforminto the identity-based security nodel, which
is a prequisite to inplenmenting precise access control and ensuring
security visibility.

To realize this goal, a nmechani smshould be designed considering the
foll owi ng requirenents:

* Independent, Trustworthy ldentities: Al agents should have
i ndependent and trustworthy identities and credentials, distinct
fromthose of devices and users. This allows the Al agent to act
either on its own behalf or as a del egation of a user, have its
own access tokens and workfl ows.

* Automated Credential Management: An automated mechanismis
necessary for managing credentials with reduced validity period to
mnimze security exposure.

* Mnimal Privileged Access Tokens: Al agents shoul d have task-
oriented, fine-grained access tokens with short validity peri ods.

* Explicit Workflows: Al agents need explicit workfl ow managenent in
order to avoid random agentic access. The workflow could be | ong-
ternmed and static, or could be short-terned and task-triggered,
but the call context nust always be visible and preserved.

Thi s docunent di scusses possibility of using WMSE architecture to
provi de Al agent identities and credentials. It accords with the
original WMSE use case in Section 3.3.1 Bootstrappi ng Wrkl oad
Identifiers and Credentials of [I-D.ietf-wi nse-arch-06]. W also
di scuss requirenments of extending WMSE architecture to bind

wor kl oad/ Al agent identity to its owner’s identity.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses terns and concepts defined by WMSE architecture.
For a conplete glossary please refer to [I-D.ietf-w nse-arch-06]:

*  Trust Domain: A logical grouping of systenms that share a common
set of security controls and policies. Agent credentials are
i ssued under the authority of a trust domain.

* Al Agent: The autononobus software entity that initiates the
credential request. This docunent nay refer to it as the "agent",
but is is essentially the workload instead of the agent in the
W MSE archi tecture.

* ldentity Server: A trusted entity issuing agent identity and
credentials. For sinplicity, this docunent nmay refer to this
conponent as the "server".

* ldentity Proxy: An internediary conponent that can request,
i nspect, replace or augnent agent identity credentials. It
exposes an Agent APl locally to agents. For sinplicity, this
docunent nmay refer to this conmponent as the "proxy".

In addition, this docunment introduces the follow ng new ternms: *
Omner: An entity (individual or organization) responsible for the an
agent, which can provide a cryptographic signature to bind the agent
identity to a specific principal. Logically, an owner may nanifest
in various forms, including a natural person (e.g., via a nanua
confirmation process), a physical device (e.g., a hardware security
modul e), or an automated policy engine that grants approval based on
pre-defined security policies. * Dual-ldentity Credential: A
credential that contains the identifiers and associ ated public keys
of both an agent and its owner. The credential is cryptographically
bound to both entities.

3. Architecture
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3.1. Bootstrapping Al Agent Identity and Credentials

Thi s docunent presunes that the identity server has al ready been

i ssued a signing certificate which has set keyCertSign in the key

usage extension. The server and the proxy are assuned to have

established a secure channel. A basic workflow is shown in Figure 1.

1. As an internediary between the server and the agents, the proxy
provi des an agent APl that agents can use to initiate identity
credential requests. These requests include a public key and a
signature as proof-of-possession to denonstrate control of the
corresponding private key.

2. The proxy forwards these requests, along with the attestation
evi dence for verifing the operational status of the agent, to the
server for processing.

3. The server validates the evidence received fromthe proxy, and
i ssues the corresponding identity credential s.

4. Once issued, the proxy forwards the agent identity credentials.

o e e e e e e ee oo s +
| ldentity Server |
o e e o - Nt o +
(2)identity | |(3)identity
credential | | credentia
request & | |
evi dence | |

o e e oo o e o e e e e e e e eee e +

| Trust Domain | | (1)identity |

| | | credenti al |

I ++ V o------- - + request +o-m- - +

| | EEREREEEEEEE + |

| |ldentity Proxy| Agent APl +-------------- > Agent |

| | I | (4)identity | ||

[ R +----- A + credenti al Fomemm - + |

| evi dence | |

o e e e e o e e e e e e e e e e aa o - +

| Hosting Operating Systens and Hardware |

e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +

_Figure 1. Basic Architecture and the Workfl ow_
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2. Attestation

During the request and issuance of identity credentials, the proxy
shoul d gat her attestation evidence fromthe operating system and
hardware to verify the operational status of the agent. This
information is used by a RATS Verifier (could be the server) to
support identity server’'s decision of whether or not to issue the
identity credential of an agent, whether it is a bootstrapping or a
renewal request. The structure and clainms of this evidence may refer
to the Entity Attestati on Token (EAT) profile for Autononous Al
Agents [I-D.draft-nessous-eat-ai-01], which defines specialized
clainms for Al agent integrity, training provenance, and runtine

aut hori zati on.

ldentity Binding Extensions for WMSE

The basic WMSE architecture ensures a trusted entity owns a trusted
wor kl oad identity that is secure to connect to. However, the agent
of ten operates on behalf of a human user or an organization
Consequently, an agent requires a credential that cryptographically
binds its identity to its owner’ s identity. This dual-identity
credential provides a necessary foundation for access control and
accountability. This section describes the necessity of dual -
identity credential through two representative use cases and defines
three operational nodels to issue it.

1. Use Cases
### Network Access Control in Canpus

Canpus admi nistrators require authentication of agents before
granting access to internal network via authentication protocols such
as | EEE 802.1X (e.g., using EAP-TLS). 1In this scenario, the

Aut hentication Server nust verify the agent’s credential and
determine its network privileges. A single-identity credential only
allows the Authentication Server to identify the agent itself.

Wthout further information, Authentication Server may treat the
agent as a guest, providing only linmted public access or rejecting
the request to protect sensitive zones. A dual-identity credential
all ows the Authentication Server to verify both the agent’s identity
and the specific user or departnent it represents. For instance, an
agent representing Alice fromthe R& departnment can be identified as
a trusted entity, and can receive proper access privileges according
to existing |AMinformation (like RBAC). This enables the network to
i mpl ement user-specific segnmentation, such as automatically assigning
the agent to the R& VLAN rather than a guest network
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1.1. Cross-organi zation Interaction

In collaborative enterprise environnents, it is essential to ensure
that any agent requesting services is explicitly approved by its
organi zation. This requirenent spans the entire credenti al
lifecycle, fromissuance to interaction

* |ssuance: \When an agent requests an identity credential, the
identity server may require organizational oversight. By binding
the agent’s identity credential request to its correspondi ng
organi zation, the server can verify the organi zati onal approva
before issuing the credential. |In other words, dual-identity
credential could be a nanifestation of Human-in-the-Loop (H TL)
mechani sns.

* |Interaction: When an agent accesses another agent or a service
across organi zational boundaries, authentication is necessary to
ensure the request is froma valid entity, as illustrated in the
A2A protocol [ A2A- SPEC] and W MSE
architecture[l-D.ietf-wi mse-arch-06]. A dual-identity credentia
carries an organi zati onal approval, which provides a strong basis
for trust, ensuring both accountability and traceability for
cross-organi zati on interactions.

2. Issuance Model s

ldentity binding can be integrated into the WMSE workflow i n severa
ways. we introduce the follow ng three nodels according to the

medi ation point where the agent’s identity and organi zati ona
authority are cryptographically bound. Before initiating the dual-
identity issuance flow, a pre-established trust relationship nust

exi st, where the identity server is provisioned with trust anchors
(e.g., public keys, CA certificates, or hardware-backed credentials)
to verify the owner’ s signature. The mechani sm by which these trust
anchors are established, distributed, or updated is out of scope of
thi s docunent.

2.1. Agent-Mediated (Oaner-Pre-Signed)

In this nodel, the owner acts as a |local offline approvar, which
provi des a signature on the agent’s request before it is submtted to
the proxy. The identity binding phase, consisting of the follow ng
two steps, is added prior to the standard i ssuance flow defined in

Fi gure 1:

a. The agent generates an identity credential request and sends it
to the owner.
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b. The owner signs the request and returns the signature to the
agent. The agent then conbines the original request and the owner’s
signature into a new composite request.

The followi ng steps are sinmlar to the basic architecture, that is,

the agent send the new conposite request to the server via the proxy
(steps 1 and 2), then the server verifies the request and issues the
dual -identity credential to the agent via the proxy (steps 3 and 4).

o e e e e e e o - +
| ldentity Server |
oo s Nt oo +
(2)1 1(3)
o e e e e e o T +
Trust Domain | | oo +

I

|

| | | (a)request| |(b)signature
[ R ++ V ------- + (1) +--4-v--+
I
I
I
I

| | s + |
| Identity Proxy| Agent APl ------ > Agent |
I I I (4 | I
S S S + S R +
N TN s +

_Figure 2: Agent-Medi ate Mdel _

* Typical Application Scenarios: This nodel is ideal for |oca
i dentity binding where the owner and agent operate on the sane
host . It supports asynchronous and offline owner confirmation,
all owi ng the owner use | ocal signing nodule (e.g., a hardware
security key) to pre-sign the agent’s request. For instance, a
devel oper using a personal hardware security key to sign an
agent’s request directly on their local machine. Therefore, this
nmodel obvi ously supports hardware-based identity binding,
cryptographically anchoring the agent’ s dual-identity to the
speci fic physical device nmanaged by the owner

* Attack Surface: The primary attack surface lies at the loca
environment, focusing on two main risks. First is hunman-agent
trust exploitation: an attacked or rogue agent may mani pul ate
human users to approve nalicious request. Second is the
conpromni se of signing keys: if the owner’ s local private keys are
not protected by hardware (e.g., TPM, an attacker can forge
confirmations.
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2.2. Owner-Mediated (Gateway Mde)

In this nodel, the owner acts as the supervisory gatekeeper between
the proxy and the server. It inspects requests relayed by the proxy
to ensure conpliance with organizational policies, providing

crypt ographi c binding only after approval.

Such a nechanismis intergrated in the basic architecture as shown in
Figure 3. Firstly, the agent generates an identity credentia
request and sends it to the proxy(step 1), then:

a. The proxy intercepts the request and relays it to the owner for
adm ni strative inspection.

b. The owner reviews and signs the request. It then conbines the
original request and the owner’s signature into a new conposite
request to be subnmitted to the server, along with additiona

organi zational materials, such as an oragni zati onal credenti al

c. The server validates the received i nformati on and i ssues the
dual -identity credential back to the owner, who then dispatches it to
t he proxy.

Finally, the proxy send the credential to the correspondi ng
agents(step 4).

Figure 3 shows a one-to-one mappi ng case between the owner and the
proxy. In this case, the function of owner can be integrated
directly into the proxy, collapsing the hierarchy into a single
entity to sinplify the deployment. Moreover, this nodel also
supports a one-to-many topol ogy, allowi ng a central owner to nanage
mul tiple proxies across various trust domains.
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e +
| ldentity Server |
o e e e e oo oo (AT S +
(b) request | | (c)dual-identity
(signature) | | credentia
L RV R +
| Omner |
Fom e e e oo Nfe e e oo - +
(a) request | | (c)
o e e e e oo T +
| Trust Donain | | |
[ R B Y + (1) - + |
| | NRREEEEEREEEREE | ]
| |ldentity Proxy| Agent APl |-------------- > Agent | |
| | | (4) | ||
[ e S + AR, + |
o o m o oo +

_Figure 3: Owner-Medi ate Mdel _

* Typical Application Scenarios: This nodel is ideal for enterprise
governance. Since the owner sits in the mddle, acting like a
m ddl ebox to ensure no request reaches server unless it conplies
with enterprise security policies and conpliance requirenments. It
is particularly suitable for hierarchical environments where the
owner acts as a centralized gateway for nultiple proxies.

* Attack Surface: The owner beconmes a high-value target and a single
point of failure. |If it is conpromi sed, an attacker can forge
approval s for any agent across the nanaged proxies. To nitigate
this, nmutual authentication and cryptographic integrity are
mandat ory between proxies and the owner. Furthernore, as a
centralized gateway, the owner is vul nerable to Denial -of -Service
attacks. It is essential to inplenent rate linmting and request
queui ng.

4.2.3. Server-Medi ated (Chal |l enge- Response)

N

In this nodel, the owner acts as an independent verifier. The server
orchestrates the binding phase by contacting the owner as a separate
step in the issuance |ogic, decoupling the binding fromthe agent’s
request .

This mechanismis integrated into the basic architecture as shown in

Figure 4. First, the agent sends an identity credential request to
the server via the proxy (steps 1 and 2), then:
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a. The server pauses the process and sends a binding challenge to
the owner on whose behal f the requesting agent acts. This initiates
the owner confirmation fl ow.

b. The owner reviews the challenge, signs it, and returns the
response to the server

After that, the server validates the owner’s response, conpletes the
identity binding, and issues the dual-identity credential to the
agent via the proxy (steps 3 and 4).

e +(a)chal l enge +---- --+

| e > |

| ldentity Server S LT + Omner |

| | (b)signature | |

R LA + +---- -+

(2)] 1(3)

. T +
| Trust Domain | | |
[ A + (1) A + |
[ T it + | |
| |ldentity Proxy| Agent APl |-------------- > Agent |
| | I (4) I ||
I + R + |
I T +

_Figure 4: Server-Mdiate Mdel _

* Typical Application Scenarios: This nodel is suitable for
scenarios requiring independent and real-tine confirmation from an
owner who is not involved in the initial request path. For
i nstance, An agent is deployed by a service provider on behalf of
an organi zati on. Wen the agent requests an identity credential,
the server initiates an out-of-band verification directly to the
adm ni strative center.

* Attack Surface: The primary risk lies in the out-of-band channel
Wt hout nonces or nmutual authentication, an attacker could
intercept this channel to performresponse forgery or replay
att acks.

Conpari son with CHEQ
Wil e both this document and CHEQ [I-D. draft-rosenberg-cheq- 00]

i ntroduce a human el ement to enhance security, their goals and the
under | yi ng nmechani sns are different.
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CHEQ focuses primarily on controlling the actions of Al agents. It
requires user double confirmation when an Al Agent invokes an QOAuth
access token request, preventing possible deviation from user
expect ati ons.

The purpose of this docunent is to provide distinct identity and
credentials to Al agents, whether or not it is bound to an owner user
of device's parent identity. \Wether or not the agent inherits
access perm ssion privileges fromits user is out of scope of this
docunent .

Initial Trust Establishnent

Al agents may operate in cloud or campus. |In the cloud, the initia
trust establishnment between the proxy and the server has already been
solved by solutions |ike SPIRE. However, in canpus scenarios, the
het erogeneity and |imted nanageability of devices nmake credentia
provi sioning challenging, conplicating initial trust establishnent.

BRSKI [ RFC8995] provides a feasible nethod by introducing a
cryptographically signed artifact called "voucher™.

In the BRSKI flow, the proxy (acting as a BRSKI pl edge) discovers the
server (acting as a BRSKI registrar), initiates a TLS handshake, and
sends a voucher request including its imutable nmanufacturer
credential-the IDeviD (Initial Device ldentifier). The server uses
this IDeviD to contact the manufacturer’s service (MASA). After
validating the request, the MASA i ssues a signed voucher

The proxy then verifies the manufacturer’s signature on the voucher,
whi ch securely transferring trust fromthe manufacturer to the |oca
domain. This verified trust is a prerequisite for the server to
issue a local domain device certificate (LDeviD). This certificate
enrol Il ment step essentially follows the standard EST nechani sm

[ RFC7030] .

However, it should be noted that BRSKI is not necessarily the only
way to achieve this secure integration. The core goal is to bridge
the initial trust gap. |If the proxy is pre-configured with the
target server’s public key or certificate and can securely locate it,
the standard EST protocol alone may be sufficient to establish trust
and obtain the LDevlD certificate.

*Open Question:* What are the precise conditions and nechani sns for

determ ning the use of various bootstrap methods (including but not
limted to BRSKI and EST)?
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7. Security Considerations
TODO Security
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