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Abst r act

Thi s docunent di scusses WMSE applicability to Agentic Al, so as to
establish i ndependent identities and credential nanagenent nechani sns
for Al agents.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ni-w nse-ai-agent-identity/.

Di scussi on of this docunent takes place on the Wirkload lIdentity in
Mul ti System Environnments Working Group nmailing |ist
(mailto:winse@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/w nse/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

Al agents are autononous software entities that receive an intent,
process contextual information, and execute decisions at nmachi ne
speed with mnimal human intervention. Wthout appropriate
guardrails, they may give rise to significant risks:

1. Blurred Network Boundaries: Al agents nay operate across systens
and platfornms, which expands attack surface and amplifies
security risks.

2. Arbitrary and Unpredictable Access Patterns: Al agents nmay

perform unexpected actions or access sensitive resources
susceptible to malicious mani pulation or |ogical errors.
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3. Lack of Accountability: Tracing an Al agent’s actions is
i nherently difficult, leading to difficulty to detect erroneous
behavi ors.

4. Context Rot: A gradual degradation of their ability to maintain
rel evant and coherent call contexts over tine. Therefore, for Al
agents, the traditional perimneter-based security nodel has to
transforminto the identity-based security nodel, which is a
prequisite to inplenmenting precise access control and ensuring
security visibility.

To realize this goal, a mechani sm shoul d be desi gned considering the
foll owi ng requirenents:

1. Independent, Trustworthy ldentities: Al agents should have
i ndependent and trustworthy identities and credentials, distinct
fromthose of devices and users. This allows the Al agent to act
either on its own behalf or as a del egation of a user, have its
own access tokens and worKkfl ows.

2. Automated Credential Managenent: An automated mechanismis
necessary for managing credentials with reduced validity period
to mnimze security exposure.

3. Mnimal Privileged Access Tokens: Al agents shoul d have task-
oriented, fine-grained access tokens with short validity periods.

4. Explicit Workflows: Al agents need explicit workfl ow managenent
in order to avoid random agentic access. The workflow could be
|l ong-ternmed and static, or could be short-terned and task-
triggered, but the call context nust always be visible and
pr eserved.

Thi s docunent discusses possibility of using WMSE architecture to
provide Al agent identities and credentials. It accords with the
original WME use case in Section 3.3.1 Bootstrappi ng Wrkl oad
Identifiers and Credentials of [I-D.ietf-wi nmse-arch-06]. W also
di scuss requirements of extending WMSE architecture to bind

wor kl oad/ Al agent identity to its user identity.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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Thi s docunent uses terns and concepts defined by WMSE architecture.
For a conplete glossary please refer to [I-D.ietf-w nse-arch-06].

1.

3.

3. 1.

Trust Dommin: A |logical grouping of systens that share a common
set of security controls and policies. Agent credentials are
i ssued under the authority of a trust donain.

Al Agent: The autononous software entity that initiates the
credential request. This docunent may refer to it as the
"agent", but is is essentially the workload i nstead of the agent
in the WMSE architecture.

ldentity Server: A trusted entity issuing agent identity and
credentials. For sinmplicity, this docunment may refer to this
component as the "server".

Identity Proxy: An intermediary conponent that can request,

i nspect, replace or augnent agent identity credentials. It
exposes an Agent APl locally to agents. For sinplicity, this
docunent may refer to this conmponent as the "proxy".

Architecture

Boot st rappi ng Al Agent Identity and Credentials

Thi s docunent presunes that the identity server has al ready been

i ssued a signing certificate which has set keyCertSign in the key
usage extension. The server and the proxy are assuned to have
established a secure channel. A basic workflowis shown in Figure 1.

1.

As an internediary between the server and the agents, the proxy
provi des an agent APl that agents can use to initiate identity
credential requests.

The proxy forwards these requests, along with the evidence for
verifing the operational status of the agent, to the server for
processi ng.

The server validates the evidence received fromthe proxy, and
i ssues the corresponding identity credential s.

Once issued, the proxy forwards the agent identity credentials.
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_Figure 1. Basic Architecture and the Workfl ow_
3.2. Attestation

During the request and issuance of identity credentials, the proxy
shoul d gather attestation evidence fromthe operating system and
hardware to verify the operational status of the agent. This
information is used by a RATS Verifier (could be the server) to
deci de whether or not to issue the identity credential of an agent,
whether it is a bootstrapping or a renewal request.

4. Extensions to the WMSE Architecture-- Binding Wrkl oad/ Al Agent
Identity to Its User ldentity

Al Agent identity has the full conplexity of user identity, since
agents may act on behal f of human, organization, etc. Therefore,
agent should have a credential that both denotes its identity and its
human owner identity, which will provide convenience for future
access controls. Cryptographic assurances nust be provided that the
user approves the credential request.
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Figure 2 illustrates the extended architecture, which binds user
identity to agent identity. This architecture extends the basic
wor kf | ow described in Section 2.2.

The core process renmains |argely unchanged fromsteps 1 to 4.
However, a critical enhancement is introduced between steps 2 and 3:

4.1. Upon receiving an identity credential request, the server
forwards it to the user on whose behal f the requesting agent acts.
This initiates the user confirmation flow. 4.2. The user validates
the received information. Upon approval, the user should provide a
cryptographic signature, binding the user’'s identity to the requested
agent credenti al

*OQpen Question*: How can users effectively provide cryptographic

signatures for agent credential requests? |Is |everaging hardware
security features in user devices a viable and practical approach?
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_Figure 2: Extended Architecture and the Workfl ow_

Conparison with CHEQ

Cct ober 2025

Wil e both this docunent and CHEQ [I-D. draft-rosenberg-cheq- 00]

i ntroduce a hurman el ement to enhance security,

their goal

under | yi ng mechani sns are different.

CHEQ focuses primarily on controlling the actions of Al
requires user double confirmation when an Al
preventing possible deviation fromuser

access token request,
expect ati ons.

The purpose of this docunent
whet her or not
Whet her or not the agent

credentials to Al
of device’s parent

agent

S,

identity.

is to provide distinct

Agent

it

agents.
i nvokes an QAut h

s and the

It

identity and
is bound to an owner user
inherits

access permission privileges fromits user is out of scope of this

docunent .
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Initial Trust Establishnent

Al agents may operate in cloud or canmpus. |In the cloud, the initia
trust establishnment between the proxy and the server has al ready been
solved by solutions |ike SPIRE. However, in canmpus scenarios, the
het erogeneity and |imted nanageability of devices nmake credentia
provi sioni ng chall enging, conplicating initial trust establishnent.

BRSKI [ RFC8995] provides a feasible nethod by introducing a
cryptographically signed artifact called “voucher” .

In the BRSKI flow, the proxy (acting as a BRSKI pl edge) discovers the
server (acting as a BRSKI registrar), initiates a TLS handshake, and
sends a voucher request including its imutable nanufacturer
credential —the IDeviD (Initial Device ldentifier). The server uses
this IDeviD to contact the manufacturer’s service (MASA). After
validating the request, the MASA i ssues a signed voucher

The proxy then verifies the manufacturer’s signature on the voucher,
whi ch securely transferring trust fromthe manufacturer to the |l oca
domain. This verified trust is a prerequisite for the server to

i ssue a |local dommin device certificate (LDeviD). This certificate
enrol Il nment step essentially follows the standard EST nechani sm

[ RFC7030] .

However, it should be noted that BRSKI is not necessarily the only
way to achieve this secure integration. The core goal is to bridge
the initial trust gap. |If the proxy is pre-configured with the
target server’s public key or certificate and can securely locate it,
the standard EST protocol alone nay be sufficient to establish trust
and obtain the LDevlD certificate.
*Open Question:* What are the precise conditions and nechani sns for
determ ning the use of various bootstrap nethods (including but not
limted to BRSKI and EST)?

Security Considerations
TODO Security

I ANA Consi derations
Thi s document has no | ANA acti ons.
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